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Introductions/Attendance
Contribution Distribution
Agenda Approval
Contribution 01 was Accepted as Modified.  

Review Meeting Report
Contribution TR45.LAES/2003.09.29.02, the TR-45 LAES Ad Hoc August 2003 meeting report, was Accepted.

Liaisons/Correspondence
Contribution TR45.LAES/2003.09.29.08 is a liaison from T1 to TR-45 concerning the proposed new joint projects from the June TR-45 meeting.  T1 indicates that they have opened a project on requirements not addressed in J-STD-025 (minor changes to the scope wording proposed by TR-45).   Discussions are ongoing on how to best handle this work going forward in the joint partnership.  On both proposed projects, T1 has requested information from TR-45 showing more specific examples of the expectations on the content of the documents and possible sources for the contributions.
Contribution TR45.LAES/2003.09.29.09 is a liaison from TR-45 to 3GPP SA3 LI alerting them to the ballot and ballot resolution plans for PN-4465-RV1.  It also mentions the new projects, which are still under discussion with T1.

No attendance from CIU (formerly ESTS).  ESTS (Electronic Surveillance Technology Section), submitted a letter (TR45.LAES/2003.03.11.06) just prior to the TR-45 LAES March meeting.  TIA has responded (see TR45.LAES/2003.09.29.10).  

Ed Hall of ATIS was in attendance.  He emphasized the LAES work as a priority with ATIS and indicated their strong interest in having the work move forward in the joint environment.  He also brought everyone up-to-date on the new policy of requiring all committee members for committees under ATIS to also belong to ATIS.  He did mention that waivers are available under some circumstances.  

No report or attendance from CTIA, however, it was noted that Kathryn Condello is leading a new Lawful Intercept Strategy group.

T1S1 submitted contribution TR45.LAES/2003.09.29.06, the T1S1 Liaison Status Report.  Greg Ratta indicated that they plan to finish their work on T1.678 by November and approve the document for ballot during the week of November 17th.
Ron Ryan indicated that T1P1 is continuing their work with 3GPP on intercept capabilities.  Document 33.108 was sent for ANSI ballot and the ballot closed on September 24th.  Ballot comments will be addressed the week of November 3-7 in Scottsdale, Arizona.  Ron also mentioned the fact that text concerning Dialed Digit Extraction has been added to the 3GPP specifications indicating that the only way to ensure that all Dialed Digits can be captured is to send the content to Law Enforcement and have the extraction done by the Collection Function.

No representative from T1M1 was present.
Brye Bonner of 3GPP SA3 LI indicated that they met last week.  There were limited contributions at the meeting, this being an indication that they are getting ready to complete work on release 6.  They have a new Vice-Chair from MMO2.  Their next meeting will be November 18-20 in London.  She also mentioned that their group expressed an interest in a co-located meeting with the TR-45 LAES Ad Hoc group, including a joint session for the purpose of information sharing.  This is not a formal request at this time due to a request by the FBI for more time to think about this proposal, however, Brye said that the dates of October 12-14, 2004 were discussed.

No report or attendance from the ETSI liaison.  

No report from 3GPP2.  It was mentioned that LAES is still considered a regional issue.

Bonnie Petti gave the report for TR45.6.  There was also a liaison (TR45.LAES/2003.09.29.07) from the Vice-chair of that group.  TR45.6 considered two recommendations from TR-45 concerning their surveillance work.  One was to do any IMS LAES work under the TR-45 LAES Ad Hoc group.  The other was to move their d-interface work to that same group.  The discussion on the d-interface work lead to questions on whether or not to even continue the work at all, as it would be an informative document in TR45.6.  A final decision was not made.  The majority of the group was leaning toward having the IMS work done in the LAES Ad Hoc, but a final decision was not made on this either.  Both of these topics will be discussed during the December TR45.6 meeting.

NOTE:  Cheryl Blum, chair of TR-45, stated that TR45.2 received a similar recommendation from TR-45 concerning the IMS work, and has decided that the LAES work for IMS should be done under the TR-45 LAES Ad Hoc group.  A liaison is expected from the TR45.2 chair.

No report or attendance from the DSL Forum.

No report or attendance from PacketCable, however, it was mentioned that they have published their second release which includes the punch list items, with the exception of Dialed Digit Extraction.  The specification is available on their website.

Old Business 

a) Ballot Responses for PN-4465-RV1

Contribution TR45.LAES/2003.09.29.03 (PN-4465-RV1 ballot copy) was supplied by the editor.  
Contribution TR45.LAES/2003.09.29. 04/04a, the TIA Ballot Summary and comments, was discussed at length. There were 17 votes submitted—2 Abstentions, 6 Approvals, and 9 Approvals with comments.  An initial pass was made through comments from all companies except Qualcomm.  At mid-point through the TIA ballots, the T1 ballots were reviewed and discussed, resuming TIA ballots after T1 ballot resolution was completed.  At this time, the status on the comments is:


AWS



Accepted as Modified


Cisco Systems
   

Deferred*


Ericsson, Inc.


Deferred*


Lucent Technologies

Deferred*


Nokia



Accepted


Nortel



Deferred*


Motorola


Accepted as Modified


SS8 Networks, Inc.

Accepted as Modified


Qualcomm


Not yet addressed

*Status is marked as Deferred if one or more ballot comments were deferred during discussion.

Contribution TR45.LAES/2003.09.29. 05, the T1 Ballot Summary and comments, was discussed at length. There were 44 ballots returned—30 Approvals (6 having comments), 2 Disapprovals (CIU and Telcordia Technologies), and 11 Abstentions. An initial pass was made through all comments.  At this time, the status on the comments is:


AWS



Accepted as Modified


BellSouth


Accepted as Modified


Ericsson, Inc.


Deferred*


Motorola


Accepted as Modified


Nortel Networks

Deferred*


SBC Communications, Inc.
Accepted as Modified


CIU



Deferred*


Telcordia Technologies

Deferred*

*Status is marked as Deferred if one or more ballot comments were deferred during discussion.

CIU submitted comments on the document without specific expected text changes.  Telcordia Technologies had some comments without specific changes, and others which did show specific changes.  Letters will go to both organizations indicating the results of discussion on each of the points made in their comments that were not accompanied by text changes, and inviting them to have specific text changes for the October meeting and to attend the October meeting to be available for discussion and questions.  These letters are attached to this report.  The Telcordia Technologies comments which were accompanied by specific text changes have a status of Accepted as Modified.

Items to note from ballot resolution discussion:

· When editorial review is being performed just prior to forwarding the document to the TIA and T1 Secretariats for publication, the T1.678 reference should be removed if the document has not yet been published.  Also, the text in the body of the document concerning T1.678 will need to be adjusted to show only one of the two options currently shown.

· There is a concern in the industry over the lack of firm capacity requirements on packet data surveillance.

· For TIA-only documents, all references to cdma2000 must show the trademark, and the first occurrence must have the appropriate footnote.

b) T1M1 issues living list              

c) New Projects

d) OID Assignment Guidelines         

New Business

LAES Workplan Review   

PN-4465-RV1 Lawfully Authorized Electronic Surveillance (to be published as J-STD-025-B)
Baseline Stage 1

July 2002

Baseline Stage 2

January 2003

Baseline Stage 3

January 2003

Start V&V*


June 2003

Complete V&V


July 2003

Approve for Ballot

July 2003  

Publication


December 2003 (tentative) 


*V&V=Verification and Validation
Assignments
(a) Chair – Letters to CIU and Telcordia Technologies concerning ballot comments on PN-4465-RV1

(b) Steptoe and Johnson (Carlos Nalda) and Editor (Brye Bonner) – check definitions for “pen register” and “trap and trace”

(c) Lucent, Nortel, Ericsson, Cisco and other interested companies – verify company positions on deferred ballot items and be prepared to resolve comments at or before October LAES meeting

(d) LAES Ad Hoc Group – there is a call for contributions in response to the liaison from T1 on the proposed new joint projects asking for clarification and examples for the projects.

Meeting Schedule  
(a) October 22-23; Las Vegas, Nevada (co-located by city with Federal Wireless Users Forum); Residence Inn.

(b) December 17-18; Florida.

Adjourn
Dear Mr. Szwajkowski,

The purpose of this letter is to provide you with an update on the status of issues raised during discussion of the ballot comments submitted by the CALEA Implementation Unit (“CIU”) regarding J-STD-025-B and addressed at the September meeting of the TR-45 LAES Ad Hoc Group.  In the absence of representation from CIU at the meeting, the TR-45 LAES Ad Hoc group reviewed the CIU ballot comments and answered them to the best of our understanding.  

In the general comments section, CIU states their view on a need for a stage 1 specific to packet-mode, in addition to the circuit-mode description already contained in J-STD-025-B.  Based on prior extensive deliberation and the consensus of the TR-45 LAES Ad Hoc Group, the decision was made to use the existing stage 1, which the group concluded applies to both technologies, and to include modifications in a packet-mode section as necessary to avoid potential confusion resulting from multiple representations of very similar material.  In addition, the text already present for circuit-mode has undergone extensive discussion by other interested parties, such as the FCC and privacy groups.  Duplication of the material introduces a risk of re-opening disputes already settled.  Please see the TR-45 LAES Ad Hoc Group meeting reports posted on the TIA TR-45 website from January, 2002 through July, 2002 for the results of the discussions on this topic.

The CIU ballot comments also mention the lack of specific requirements on a per-service basis.  Based on prior extensive deliberation and the consensus position of the TR-45 LAES Ad Hoc Group, and consistent with the usual standards development practices, the decision was made to develop a solution which supplies the technical details of the interface (i.e., to the Collection Function), regardless of the specific service addressed.  This is consistent with the circuit switched approach taken in previous versions of the standard. Please see the TR-45 LAES Ad Hoc Group meeting reports posted on the TIA TR-45 website from January, 2002 through July, 2002 for the results of the discussions on this topic.

The TR-45 Ad Hoc Group’s responses to other specific issues raised in the CIU ballot comments are provided below.  Although we believe that these responses fully address the issues raised by CIU, the TR-45 Ad Hoc Group has agreed to defer final disposition of some ballot comments from a few respondents until its  next meeting on October 22-23, 2003 in Las Vegas, Nevada.  We would encourage and appreciate the participation of CIU representatives in that meeting, as well as CIU contribution of specific ballot document marked text to address any questions or concerns that may remain.
CIU ballot comments are italicized and the TR-45 Ad Hoc Group’s response follows the comment.
1) Terminology does not include the concept of a ‘session’ as distinct from a ‘call.’  A definition of “communication session” is included, based on discussions from contribution TR45.LAES/2002.05.21.03 from Telcordia Technologies and CIU (at that time CIS).

2) Subject and associate’s media information (e.g., network address, media format) would not be reported.  The solution provided allows reporting of the media characteristics (FA Address, HA Address).  See section 4.9.  The associate’s network address is not necessarily available for s technologies like cdma2000, which are not CMS-based.   

3) Bandwidth and bearer control events associated with the call would not be reported.  The information requested here is for CMS-based services.  The cdma2000 solution provided covers non-CMS services.  

4) Intercept subject and associate’s contact address information would not be reported (if these become available during, for example, SIP-based call setup).  The information requested here is for CMS-based services.  The cdma2000 solution provided covers non-CMS services.  

5) Definitions for party identities have not been extended to support identifiers used by common packet protocols (e.g., URI for SIP).  The information requested here is for CMS-based services.  The cdma2000 solution provided covers non-CMS services.  

6) Concept of reporting location (of a mobile subscriber) would not include personal mobility (e.g., common for SIP phones).  The information requested here is for CMS-based services.  The cdma2000 solution provided covers non-CMS services.  

7) Address registration and de-registration would not  be reported.  The information requested here is for CMS-based services.  The cdma2000 solution provided covers non-CMS services.  

8) Reporting of post-cut-through addresses would not be extended to addresses other than E.164 numbers (e.g., a SIP URI).  The information requested here is for CMS-based services.  The cdma2000 solution provided covers non-CMS services.  

9) Intercept subject’s request for permission to originate or terminate a call to/from an associate would not be reported (needed for cases where the call control signalling would not be reported because call control is end-to-end and therefore not performed by the carrier’s call management nodes).  The information requested here is for CMS-based services.  The cdma2000 solution provided covers non-CMS services.  

10) Address resolution would not be reported.  The information requested here is for CMS-based services.  The cdma2000 solution provided covers non-CMS services.  

11) Certain call redirections would not be reported, even when the subject’s service is aware of them (e.g., associate redirections occurring subsequent to the subject becoming involved in a call).  The information requested here is for CMS-based services.  The cdma2000 solution provided covers non-CMS services.  

12) Call release information (e.g., cause known/used by the subject’s service would not be reported.  Session release information is supplied, assuming this is what is referred to in this comment.

13) Regarding cdma2000 intercept solution, the rejection of TR45.LAES/2002.01.21.06 containing the Stage 1 language and requirements by TR-45 LAES Ad Hoc Group for the “common” requirements sections of the standard render the technology-specific cdma2000 interception solution deficient.  Critical topics such as performance, reliability, security, and capacity, specific to packet-mode communications, are missing.  J-STD-025-B provides solutions for technical capabilities.  The levels of performance, reliability, security and capacity are based on a number of factors that are not included in a technical standard, such as equipment and services procured by Law Enforcement Agencies through negotiations with individual TSPs.  The same level of support is given to these aspects of the system as was given in previous revisions of J-STD-025.  

14) Packet Activity Reporting (i.e., reporting of IP address and transport layer port number information for the source and destination of a IP packet ) is vital to any packet data surveillance solution and is missing from the cdma2000 interception solution.  The consensus decision was that based on the impacts to the network system capacity, which would degrade performance and reliability, the solution specified is to send all packets as a whole.

15) For cdma2000, the location information that can be provided at the beginning and end of a session in limited to cell site identification.  Technology has already been developed that can provide more accurate location information such a longitude and latitude, and this should be reported to LE when available in the network.  J-STD-025-B satisfies the requirements of FCC 99-230, CC Docket No. 97-213, Third Report and Order.  In addition, as a technical matter, only cell site information is available for some packet data technologies (e.g., cdma2000 PDSN).

The additional points in the CIU ballot comments were answered as follows:

1) does not reflect LE’s stated User requirements  Two new projects have been approved, one to address a new revision of the standard, J-STD-025-C, which will encompass some CMS-based services, among other items that are within CALEA, and a second to address additional LE needs.

2) does not contain the text of specific requirements for enabling surveillance of packet-mode communications  Not all technologies’ details are included within the body of this standard, however, this document needs to move forward for timely deployment for cdma2000 systems as detailed while other reference technologies complete their detailed work.

3) cites, as a normative reference for packet-mode surveillance capabilities, a document that s is incomplete and furthermore does not have “safe harbor” status  TIA and T1 published practices in terms of normative references have been followed.  When J-STD-025-B is published, it will only contain normative references to published specifications.

As mentioned above, we hope that CIU will be able to provide any needed clarification through submitting specific text changes to the TR-45 LAES Ad Hoc Group for consideration at our October meeting.  It would also be very helpful to have a representative for CIU attend that meeting. CIU is on the TR-45 LAES Ad Hoc Group exploder and should be receiving meeting notices.   Jenni Franz (jfranz@tiaonline.org) can be contacted for hotel reservations.

Regards,

Terri Brooks

Dear Mr. Thaper,

The purpose of this letter is to provide you with an update on the status of issues raised in ballot comments submitted by Telcordia Technologies regarding J-STD-025-B and addressed at the September meeting of the TR-45 LAES Ad Hoc Group.  In the absence of representation from Telcordia Technologies at the meeting, the TR-45 LAES Ad Hoc Group reviewed the submitted ballot comments and answered them to the best of our understanding.  

In the general comments section, Telcordia Technologies states their view on a need for a stage 1 specific to packet-mode, in addition to the circuit-mode description already contained in J-STD-025-B.  Based on prior extensive deliberation and the consensus of the TR-45 LAES Ad Hoc Group, the decision was made to use the existing stage 1, which the group concluded applies to both technologies, and to include modifications in a packet-mode section as necessary to avoid potential confusion resulting from multiple representations of very similar material.  In addition, the text already present for circuit-mode has undergone extensive discussion by other interested parties, such as the FCC and privacy groups.  Duplication of the material introduces a risk of re-opening disputes already settled.  Please see the TR-45 LAES Ad Hoc Group meeting reports posted on the TIA TR-45 website from January, 2002 through July, 2002 for the results of the discussions on this topic.

The Telcordia Technologies ballot comments also mention the lack of specific requirements on a per-service basis.  Based on extensive deliberation and the consensus position of the TR-45 LAES Ad Hoc Group, and consistent with the usual standards development practices, the decision was made to develop a solution which supplies the technical details of the interface (i.e., to the Collection Function) regardless of the specific service addressed.
  This is consistent with the circuit switched approach taken in previous versions of the standard.  .  Please see the TR-45 LAES Ad Hoc Group meeting reports posted on the TIA TR-45 website from January, 2002 through July, 2002 for the results of the discussions on this topic.

The TR-45 Ad Hoc Group’s responses to other specific issues raised in the Telcordia  ballot comments are provided below.  Although we believe that these responses fully address the issues raised by Telcordia, the TR-45 Ad Hoc Group has agreed to defer final disposition of some ballot comments from a few respondents until its  next meeting on October 22-23, 2003 in Las Vegas, Nevada.  We would encourage and appreciate the participation of Telcordia representatives in that meeting, as well as Telcordia contribution of specific ballot document marked text to address any questions or concerns that may remain.
(Terri, same comments made to the CIU letter)
1) Terminology does not include the concept of a ‘session’ as distinct from a ‘call.’  A definition of “communication session” is included, based on discussions from contribution TR45.LAES/2002.05.21.03 from Telcordia Technologies and CIU (at that time CIS).

2) Subject and associate’s media information (e.g., network address, media format) would not be reported.  The solution provided allows reporting of the media characteristics (FA Address, HA Address).  See section 4.9.  The associate’s network address is not necessarily available for services which are not CMS-based.     

3) Bandwidth and bearer control events associated with the call would not be reported.  The information requested here is for CMS-based services.  The solution provided covers non-CMS services.  

4) Intercept subject and associate’s contact address information would not be reported (if these become available during, for example, SIP-based call setup).  The information requested here is for CMS-based services.  The solution provided covers non-CMS services.  

5) Definitions for party identities have not been extended to support identifiers used by common packet protocols (e.g., URI for SIP).  The information requested here is for CMS-based services.  The solution provided covers non-CMS services.  

6) Concept of reporting location (of a mobile subscriber) would not include personal mobility (e.g., common for SIP phones).  The information requested here is for CMS-based services.  The solution provided covers non-CMS services.  

7) Address registration and de-registration would not  be reported.  The information requested here is for CMS-based services.  The solution provided covers non-CMS services.  

8) Reporting of post-cut-through addresses would not be extended to addresses other than E.164 numbers (e.g., a SIP URI).  The information requested here is for CMS-based services.  The solution provided covers non-CMS services.  

9) Intercept subject’s request for permission to originate or terminate a call to/from an associate would not be reported (needed for cases where the call control signalling would not be reported because call control is end-to-end and therefore not performed by the carrier’s call management nodes).  The information requested here is for CMS-based services.  The solution provided covers non-CMS services.  

10) Address resolution would not be reported.  The information requested here is for CMS-based services.  The solution provided covers non-CMS services.  

11) Certain call redirections would not be reported, even when the subject’s service is aware of them (e.g., associate redirections occurring subsequent to the subject becoming involved in a call).  The information requested here is for CMS-based services.  The solution provided covers non-CMS services.  

12) Call release information (e.g., cause known/used by the subject’s service would not be reported.  Session release information is supplied, assuming this is what is referred to in this comment.

13) Regarding cdma2000 intercept solution, the rejection of TR45.LAES/2002.01.21.06 containing the Stage 1 language and requirements by TR-45 LAES Ad Hoc Group for the “common” requirements sections of the standard render the technology-specific cdma2000 interception solution deficient.  Critical topics such as performance, reliability, security, and capacity, specific to packet-mode communications, are missing.  J-STD-025-B provides solutions for technical capabilities.  The levels of performance, reliability, security and capacity are based on a number of factors that are not included in a technical standard, such as equipment and services procured by Law Enforcement Agencies through negotiations with individual TSPs.  The same level of support is given to these aspects of the system as was given in previous revisions.  

14) Packet Activity Reporting (i.e., reporting of IP address and transport layer port number information for the source and destination of a IP packet ) is vital to any packet data surveillance solution and is missing from the cdma2000 interception solution.  The consensus decision was that based on the impacts to the network system capacity, which would degrade performance and reliability, the solution specified is to send all packets as a whole.

15) For cdma2000, the location information that can be provided at the beginning and end of a session in limited to cell site identification.  Technology has already been developed that can provide more accurate location information such a longitude and latitude, and this should be reported to LE when available in the network.  J-STD-025-B satisfies the requirements of FCC 99-230, CC Docket No. 97-213, Third Report and Order.  In addition, as a technical matter, only cell site information is available for some packet data technologies (e.g., cdma2000 PDSN).

The set of editorial comment in the Telcordia Technologies ballot was also reviewed, and has a status of Accepted as Modified.

As mentioned above, we hope that Telcordia will be able to provide any needed clarification through submitting specific text changes to the TR-45 LAES Ad Hoc Group for consideration at our October meeting.  It would also be very helpful to have a representative for Telcordia attend that meeting. Telcordia Technologies is on the TR-45 LAES Ad Hoc Group exploder and should be receiving meeting notices.   Jenni Franz (jfranz@tiaonline.org) can be contacted for hotel reservations.

Regards,

Terri Brooks





































�We should add somem text that explains why we chose the alternative approach.  I made up the response.  Please correct as appropriate.





