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Introduction

This contribution addresses the proposed Dialed Digit Extraction (DDE) capability for UMTS as identified in 3GPP SA3-LI S3LI03_062. 

Possibly ways of providing DDE on a 3GPP UMTS architecture with IMS are addressed and then a methodology is proposed. Note that this contribution is not intended to be exhaustive in terms of identifying all possible solutions or impacts, but attempts have been made to bring out the major issues applicable to any solution.
NOTICE

©2003 Nortel Networks. The proposals in this submission have been formulated to assist working group 3GPP SA3-LI. This document is offered to the working group as a basis for discussion and is not binding on Nortel Networks. The requirements are subject to change in form and numerical value after more study. Nortel Networks specifically reserves the right to add to, or amend, the quantitative statements made herein. Nothing contained herein shall be construed as conferring by implication, estoppel, or otherwise any license or right under any patent, whether or not the use of information herein necessarily employs an invention of any existing or later issued patent.

Discussion

Three possible places for isolating and extracting Dialed Digits
 can be identified in a 3GPP UMTS architecture:

1. SGSN

2. PSTN Gateway (IMS-GW)
3. Delivery Function

The other obvious fourth alternative is to do the DDE extraction at the LEA/LEMF equipment.

There are significant issues with each of the three 3GPP UMTS alternatives. Some of the major issues to be dealt with for DDE for audio VoIP controlled by SIP signaling at a CSCF are:

1. availability of appropriate codec(s) to isolate imbedded digitized DTMF
;
2. availability of SDP information from the SIP signaling to identify the real time characteristics of the media stream;
3. knowledge of the method of carriage of Dialed Digits (DTMF) signaling events in an RTP payload (e.g., RFC 2833).
4. access to and investigation of all packets in the subject’s media stream.

In addition there are some major issues to be dealt with in terms of impact on a UMTS architecture, equipment, and network to provide a DDE capability. Such issues include:

1. impact of having to analyze every packet in every intercepted user stream for DTMF (e.g., possible identifiable delays in the subject’s content stream);

2. impact of having to have knowledge of the type of stream (e.g., RTP) and implications of making interception service specific (e.g., audio streams via RTP);

3. impact of having to implement new signaling interfaces for lawful intercept (e.g., CSCF-to-DF for SIP signaling);

4. impact of adding functionality and equipment such the natural nature and role of the equipment is fundamentally changed (e.g., neither an SGSN or DF has codec capability).
The following cases look at the four alternatives and identifies some of the issues with each.
1. SGSN DDE Isolation and Extraction
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Figure 1 – SGSN DDE Isolation and Extraction

In this scenario the control function (i.e., CSCF) and the media transport function (i.e., SGSN) are typically performed in different network elements. If a DDE function is done on the SGSN, a new interface would be needed to send the SIP signaling (e.g., SDP information) to the SGSN. Even though the SIP signaling may pass through the SGSN to the CSCF, one cannot assume that this information can be tapped on the SGSN for use with a DDE function. 
If the digits are digitized via the UE codec, codec equipment would have to be added to the SGSN to allow the DDE function to isolate and extract any codec digitized Dialed Digits. 
If Dialed Digits are encoded via a coding scheme instead of the codec (e.g., RFC 2833), the DDE functionality would need to know the coding scheme in order to decode the appropriate packets. In addition, unless there is a method to determine if a media stream has or may have Dialed Digits, every intercepted subject media stream would have to be analyzed for Dialed Digits.
Once the Dialed Digits are isolated, this new Dialed Digit IRI needs to be sent to the DF. The implications are IRI may also come from an SGSN. 

From a U.S. perspective there is the impact on system resources (allocated for interception to meet CALEA capacity requirements) for performing the equivalent of a content interception for every Pen Register/Trap&Trace warrant which normally only require IRI from the CSCF.

Conclusion: Given this method turns a SGSN into a media gateway, which is not its purpose in life, and requires the development of new UMTS interfaces for LI, this alternative seems prohibitive. 
2. PSTN Gateway (IMS-GW) DDE Isolation and Extraction 
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Figure 2 – PSTN Gateway DDE Isolation and Extraction

The advantage of doing DDE on a PSTN gateway is the gateway will normally have the functionality and equipment to do DDE since it interworks into a circuit-switch PSTN. It will have codecs and the means of extracting Dialed Digits (DTMF) and the means to extract RFC 2833 encoded digits. 
If DDE were done on a PSTN gateway, a new IAP would have to be defined for the PSTN gateway and a means of exporting the extracted Dialed Digits to the DF would be needed. This would require, at a minimum, new functionality for a PSTN gateway and may require the definition of a new UMTS interface for LI. Accordingly, this method will impact the 3GPP UMTS IMS architecture and interfaces. 
Note that this method would only isolate and report Dialed Digits for subject media streams passing thorough the 3GPP PSTN Gateway. Subject media streams passing directly into a packet network or bypassing the 3GPP PSTN Gateway would not have DDE capability. Complexities also arise (e.g., jurisdictional/location) if the PSTN gateway is not located at the access which has the warrant (e.g., centralized PSTN gateway).
Conclusion: Given the limitations with this alternative and the impact of dong a partial solution, this method does not seem feasible as either a short term or long term solution as long as the requirement is to delivery ALL subject Dialed Digits in any subject content stream.
3. Delivery Function DDE Isolation and Extraction
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Figure 3 – Delivery Function DDE Isolation and Extraction

The assumption here is the DF is a separate piece of equipment. This alternative essentially has the same issues as the SGSN solution: need codecs; need SDP information from SIP signaling; need knowledge of type of service/media stream; need knowledge of type of encoding (e.g., RFC 2833); possibly a new network interface for sending SIP signaling to the DDE function at the DF; potentially impact of analyzing every media stream and every packet of the subject content(s); potential U.S. impact with regards to Pen Registers and Trap&Trace warrants and capacity requirements. A most significant issue here is the need for codecs.
An additional impact is the increase in resources needed by the DF to do the DDE function. This is not trivial. The DF will become larger, more complex, and accordingly more costly resulting in an impact on the network cost. 
One advantage to the DF approach is off loading the network of the DDE processing which reduces the impact on the network equipment including eliminating the possibility of inducing a detectable traffic delay. 
Conclusion: Given that enhancing the DF to provide DDE may significantly impact the size, complexity, and ultimately the cost of the equipment and network, this approach may not be feasible for all networks and implementations. It may be prohibitive for small networks and implementations. The issue with codecs is significant. Accordingly this solution does not seem feasible unless law enforcement reduces the requirements to something like only extracting digits encoded via RFC 2833.
4. LEMF DDE Isolation and Extraction
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Figure 4 – LEMF DDE Isolation and Extraction

The benefit to this approach is the LEA equipment already performs the DDE function as part of dealing with VoIP media streams. The LEMF must have codecs and must be able to detect RFC 2833 encoding toprocess VoIP content streams. In addition the LEMF receives the SIP signaling with the SDP information needed to process the media stream.

Economies of scale may also be achieved when an LEMF serves multiple DFs. Rather than enhance all the DFs in a network(s), just use the existing capability in the LEMF(s). 

With this approach, nothing new is required on the network side except, from a U.S. perspective, to ensure a media steam is directed to the LEA equipment when DDE is required by a court order (e.g., send the content when DDE is part of a PEN Register warrant).
Conclusion: From a network perspective and associated impacts, and the elimination of partial solutions, this alternative seems to be the most viable solution.
Summary

Given the UE may interact with equipment external to the 3GPP network (e.g., an external PSTN gateway) and the UE may digitize or encode digits into the content stream via a method unknown to the 3GPP network and given the UE is not restricted to the use of RFC 2833, the develop of a universal DDE method for the 3GPP network, that will guarantee that Dialed Digits entered by the intercept subject will be extracted and delivered to law enforcement in ALL cases, does not seem feasible. The only way to guarantee Dialed Digits shall be reported is to delivery the actual content stream to the LEMF.
Given that a universal DDE method cannot be developed, any approach for DDE must focus on what is possible. For example, the following reduces the DDE request for assistance to something that may be possible, noting that any solution may still not be reasonably achievable due to network/system impacts:
· Only extract Dialed Digits for calls presented to the PSTN Gateway (this excludes calls/sessions bypassing the PSTN Gateway or calls routed to PSTN Gateways not within jurisdictional boundaries);

· Only extract Dialed Digits for calls which have RFC 2833 encoded digits (eliminates codec issue). While this may be feasible for a DF implemented in separate network equipment, it may still not be feasible in all cases where the DF is implemented in internal network equipment providing content carriage or routing due to the resource or potential content delay impacts.
To address these possible approaches, law enforcement must be willing to accept something less than ALL. As long as the requirement is to deliver ALL intercept subject Dialed Digits in a content stream, the only feasible method is to delivery the content stream to the LEMF.
Proposals

Since this seems to be a U.S. specific issue with respect to how to handle Pen Register and Trap&Trace orders for DDE, the proposal is to put text in the U.S. section of TS 33.108 for Release 6.
An accompanying contribution/CR Tdoc S3LI03_bbb has been prepared for TS 33.108 Release 6.










































































































































� Dialed Digits are key pad digits 0→9, *, and #  entered by the subject for use by another TSP for dialing or routing purposes.


� Although 3GPP mandates the support of RFC 2833, this does not prevent applications on the UE from the encoding of DTMF digits via the codec when the subject is communicating with SIP Proxies outside of the 3GPP network (e.g., communicating with a PSTN Gateway external to the 3GPP network).






