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1
Decision/action requested

This pCR proposes the security requirements about the mutual access prevention in the section 4.2.6 of TS33.250.
2
References

3
Rationale

In some cases mutual access between two UEs within the same PGW might be requested. If such access is enabled, a UE may send malicious packets directly to others without measures (e.g. firewall) at network side.  To prevent the mutual attack between UEs, this contribution proposes to add the security requirement about the prevention of mutual access between UEs.
4
Detailed proposal

***********************Start of the first change************************
4.2.6
Network Devices

Editor's Note: This clause will identify if there are any PGW-specific additions to the clause 5.2.6 of TS 33.117. If necessary, the PGW-specific security requirements and related test cases will be described in detail here.
4.2.6.x
MS/UE-Mutual Access Prevention
Requirement Name: MS/UE-Mutual Access Prevention
Requirement Description:

The PGW shall support a mechanism to prevent MS/UE-mutual access attacks (e.g. configure a filtering rule to drop all mutual access packets). 
Security Objective references: tba.
Test case: 

Test Name: TC_ MS/UE-MUTUAL_ACCESS_PREVENTION
Purpose:

Verify that the Network Product supports a MS/UE-Mutual Access Prevention technique. 

Procedure and execution steps:

Pre-Condition:
-
The PGW has configured two (or more) IP address segments for UEs named IPSeg 1 and IPSeg 2 (e.g. 10.40.0.0/16、10.42.0.0/16).
-
The PGW has 2 different logical or physical Ethernet ports and each port is connected to a host.
-
A PGW analyser on the network product (e.g. tcpdump) is available.
-
A packet analyzer on the UEs is available.
Execution Steps
1. The tester configures the PGW to block direct UE to UE traffic according to product documentation.
2. The tester configures a filtering rule that UEs with IP address in IPSeg 1cannot access to servers with IP address in IPSeg 2 and vice versa.
3. The PGW allocate the IP1 within the IPSeg 1 to UE 1.
4. The PGW allocate the IP2 within the IPSeg 2 to UE 2. 
5. The UE1 sends a packet with destination IP Address set to IP3 different from IP1 within the IPSeg 1.
6. The UE1 sends a packet with destination IP Address set to IP2.
7. The UE2 sends a packet with destination IP Address set to IP4 different from IP2 within the IPSeg 2.
8. The UE2 sends a packet with destination IP Address set to IP1.
Expected Results:

Using the network analyser the tester verifies that the packets are correctly received and discarded by the PGW. The tester verifies that the packets are correctly sent by the UE through the packet analyzer on the UEs. 
NOTE: 
The IP address segments allocated to UEs are separate from the IP address segments of PDN servers.
Expected format of evidence:

A log from analyser to show the process. 
***********************End of the first change*************************
