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Abstract: This pCR proposes two consolidated key hierarchy options for NextGen networks.

1	Introduction
TR 33.899 v 0.6.0 consists of six key hierarchies, in solutions #1.4, #1.6, #1.8, #1.9, #8.7 and #8.8. This pCR proposes two consolidated key hierarchy options for NextGen networks, incorporating key features of all the current solutions in TR 33.899.
· The proposed consolidated Key Hierarchies consists of a pre-shared key ‘K’, which is shared between the UE and the UDM, to derive the subsequent keys.  
· The key KSEAF is generated at the UDM/ARPF and sent to the AMF via the AUSF. This acts as the anchor key for authentication and to derive the subsequent security keys. 
· KNAS_MM , derived from KSEAF, is used to derive KNAS_MMint and KNAS_MMenc, the keys integrity for integrity protection and encryption of NAS messages transferred between the UE and AMF.
· The key hierarchy also consists of KAN, the key for NG (R)AN, from which the integrity and encryption keys for RRC and UP protection (when the UP ends at the NG (R)AN) are derived.

4 Key Hierarchies (in solutions #1.4, #1.8, #1.9 and #8.7) support derivation of KAN from KSEAF (the anchor key). Variation 1 in the consolidated Key Hierarchies is based on this. 2 Key Hierarchies (in solutions #1.6 and #8.8) support derivation of KAN from KNAS_MM. Variation 2 in the consolidated Key Hierarchies is based on this. 
· The key hierarchy also consists of slice-specific KNAS_SM, which is used to derive keys KNAS_SMint and KNAS_SMenc, for integrity protection and encryption of control plane messages between the UE and the SMF.

TR 23.799 mentions NAS message transfer between the UE and SMF. NAS keys to protect the integrity and encrypt such messages are required.

· The slice-specific key KUP, is used to derive the session keys for each slice for integrity protection and encryption.
· The key hierarchies also support AN keys for 3GPP and non-3GPP legacy networks and other NextGen RANs.

NOTE: This Key Hierarchy can be extended further to incorporate separate keys for each RAN slice if required.

2	Proposal
*************Begin of first change ***********
[bookmark: _Toc467572800][bookmark: _Toc467857606]5.1.4.z	Solution #1.z: Consolidated Key hierarchy for NextGen
Editor’s Note - Decision on  Key Hierarchy Solution Options and variations will be based on SA3 agreement of  Key Issues #1.4 and #1.7 
[bookmark: _Toc467572801][bookmark: _Toc467857607]5.1.4.z.1	Introduction  
This pCR proposes two consolidated key hierarchy options for NextGen networks, incorporating key features of 
Key hierarchies proposed in solutions #1.4, #1.6, #1.8, #1.9, #8.7 and #8.8 in TR 33.899. This solution mainly 
addresses the requirements of Key Issue #1.7 Key Hierarchy. The potential requirements specified in Key Issue 
#1.7 clause 5.1.3.7.3 Potential security requirements are:
· Keys for confidentiality and integrity of control plane shall be provided 
· Keys for confidentiality and integrity of user plane shall be provided 
· Keys to support network slicing shall be provided
· Keys to support new radio (NR) shall be provided
· Keys to support non-3GPP RAT (Radio Access Technology) access shall be provided, such as the keys for 
· ePDG in LTE.
· Keys to support backward compatibility with SAE/LTE shall be provided
	

[bookmark: _Toc467572802][bookmark: _Toc467857608]5.1.4.z.2	Solution details  
[bookmark: _Toc467572803][bookmark: _Toc467857609]5.1.4.z.2.1	Architecture   
Figure 5.1.4.z.2.1-1 describes the reference architecture for non-roaming scenario (copy of Figure 8.12.2-2 of version 2.0.0 of TR 23.799).


Figure 5.1.4.z.2.1-1: Reference architecture for non-roaming scenario
In the architecture, AMF (Access and Mobility Management Function) includes Security Anchor Function (SEAF) and Security Context Management Function (SCMF). SEAF is a function that performs UE authentication for connection via different access networks, and interacts with AUSF for retrieving authentication data stored in UDM (Unified Data Management). SCMF manages security context for both C-plane and U-plane functionality.  The C-plane functions for MM and SM messages are decoupled and handled by AMF and SMF (Session Management Function), respectively, while U-plane data is handled by UPF. This functional split requires a new key hierarchy and a corresponding security and key derivation procedure. In addition, the generation of keys for network slicing in NextGen Systems is also required to be addressed by this key hierarchy.
[bookmark: _Toc467572804][bookmark: _Toc467857610]5.1.4.z.2.2	Key Hierarchy
Key Issue #1.7 mentions the potential requirements for the key hierarchy for NextGen networks. This pCR proposes two variations of the consolidated key hierarchies, incorporating key features of solutions #1.4, #1.6, #1.8, #1.9, #8.7 and #8.8. The Key Hierarchies consist of the following keys. The justification for each key is given in detail in the evaluation section. The key hierarchies can be extended further if separate keys for RAN slices are required. In such a case, the KAN can be slice-specific. 



	K
	· The subscriber credential that is held in the UE and UDM.

	KSEAF
	· Security anchor key derived from K for authentication and derivation of subsequent keys. 

	KCP-CN_MM
	· Control plane key commonly used for NAS MM messages (between the UE and the AMF) to derive integrity and encryption protection keys.

	KSMF
	· Control plane key provided for NAS SM messages (between the UE and the SMF) of each network slice to derive integrity and encryption protection keys.

	KAN/NH
	· Key provided to the AN to derive RRC and UP integrity and encryption protection keys.

	KUP
	· User plane key for UP provided for each network slice when the user plane security terminates at the UPF.

	KAN_other
	· Key for other NextGen AN than 3GPP.

	K3GPP_AN
	· Legacy key for existing 3GPP radio network. 

	Knon-3GPP_AN
	· Legacy key for existing non-3GPP radio network.


 
This pCR proposes two consolidated key hierarchy options for NextGen networks, incorporating key features of all the current solutions in TR 33.899. Each of the consolidated key hierarchies consists of two variations.
Variation 1: KAN is derived from KSEAF.
Variation 2: KAN is derived from KNAS_MM.

5.1.4.z.2.2.1	Consolidated Key Hierarchy Option 1
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Figure 5.1.4.z.2.2.1-1: Consolidated Key hierarchy Option 1 for NextGen system

5.1.4.z.2.2.2	Consolidated Key Hierarchy Option 2
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Figure 5.1.4.z.2.2.2-1: Consolidated Key hierarchy Option 2 for NextGen system


5.1.4.z.3 	Evaluation
FFS

****************End of first Change*************
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