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Decision/action requested

Summary of GSMA discussed solution proposal with the intention to be considered in the solution space for 5G privacy discussion.
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Rationale

(With bullet points, describe the reasons for the proposed action. 
The objectives of the proposal should be clearly stated. 
Rejected alternative solutions should be mentioned if this aids understanding).

(For pseudo CR, the reason for change(s) and summary of change(s) must be clearly explained.)

4
Detailed proposal
Note to editor: pls add reference [X]
5.7.4.z
Solution #7.z: Using pools of IMSIs for privacy protection by frequent change
5.7.4.z.1
Introduction  
This solution is addressing key issue #7.2.

In [X] two options have been discussed to avoid IMSI catching by frequently changing the identity. These solutions are based on the assumption that the USIM and the home network support the use of varying IMSIs for a single user account, in such a way that no modification is required to the operation of the serving network or the mobile equipment.
In the following a short summary of the solution proposals are given. Details can be followed in the publication [X].

5.7.4.z.2
Solution details  
Option A as described in Section 6 of [X]: predefined multiple IMSIs
The USIM has been pre-equipped with a predefined set of IMSIs that can be alternated by triggering. The change of IMSI is either triggered by the USIM or by the network. Triggering by the USIM is simply done by using a different IMSI from the predefined set. Triggering by the network side is done via coding a trigger information in the RAND value used during AKA and requesting by this the USIM to change to a different IMSI from its set.
The mechanism for HSS triggered IMSI change is as follows: RAND as used in AKA has 128 bits. For including a trigger information, 64 bits of the RAND value are replaced by a MAC. The so-called SMAC is generated from SQN using K and f1, i.e. a MAC of the sequence number. The new RAND is the concatenation of 64-bit RAND and 64-bit SMAC. As stated in [X], SMAC value is indistinguishable from a random value as assumed for any MAC functions.
If AKA was successful, the USIM would check whether RAND includes a trigger information. USIM calculates SMAC with SQN, K and f1. If the result is the same as the SMAC sent by the HSS, the UE knows that the trigger was set by the home operator. Thus, the USIM will choose a new IMSI from its predefined set. This new IMSI is stored and will be used next time the UE needs to send its identity. 
All USIM pre-defined IMSIs are associated with a single account in the HSS. Thus, if UE attaches with a new IMSI, HSS can set this IMSI to the current IMSI. 
The home network will always retain the complete list of IMSIs allocated to the particular USIM. Thus synchronisation is maintained. If an attacker would force the UE to re-attach several times, the UE would use always a fresh IMSI out of the predefined set.
Note, this solution is limited by the number of IMSIs a USIM can maintain/manage. 
Option B as described in Section 7 of [X]: HSS has an unassigned a pool of IMSIs and assigns one IMSI to the USIM for usage next time
In this option, two IMSIs are recorded for each subscriber in the home network’s database. The unused IMSIs from a possible IMSI range within the operator’s domain represent a pool from which HSS/AuC can assign a new IMSI to a subscriber. The new IMSI is transferred to the USIM during AKA, encrypted within the RAND. This new IMSI is stored in the USIM and will be used next time the identity of the subscriber is requested. As long as not in usage, the same IMSI will be resent by HSS, but encoded differently due to randomization.
The pool of IMSIs and the subscriber database must be carefully managed in the HSS to not loose track which IMSI is allocated to which USIM. Therefore the scheme requires the AuC to store up to three new values for each subscriber: an IMSI-change flag indicating whether an IMSI change is required, and up to two IMSIs: one that is allocated and one that is in transit. 

Mechanism for transporting the IMSI from HSS to USIM: From the 128 bit RAND, 64 bits are used for indication whether a new IMSI is sent. This is similar to option A, but this time SMAC is used to indicate to the USIM whether there is an IMSI transferred within this RAND. Thus if SMAC comparison fails, the USIM does not need to retrieve an IMSI.
The other 64 bits are split in 48 bits, in which the 36-40 bits MSIN part of the new IMSI is encrypted, and 16 bits random value. As stated in option A, choice of functions must be in a way that also the SMAC and the concealed MSIN look random. To conceal the MSIN part, USIM and HSS create a shared key to allow the efficient encryption of the MSIN part within the max 40 bits (padded to 48 bits). This symmetric encryption key EK is generated by applying f5 to SQN and K. EK is xor-ed with the MSIN of the selected IMSI to create a concealed MSIN. The result is concatenated with the 16 bit random and 64 bit SMAC.
5.7.4.z.3
Evaluation 

Option A is limited by the predefined set of IMSIs. Privacy can be achieved depending on the number of IMSIs stored in the USIM. However, if choosen big enough, it gives a valid option to also allow the USIM to choose frequently, when to change the IMSI. 
A limitation could be the number of IMSIs that can be predefined within a USIM, but this is up to configuration. An attacker could try to exhaust the predefined IMSI set, in which case correlation between 2 IMSIs becomes possible if e.g. other parameters like location are observed. However, the MSIN part of the IMSI is encoded as 36- or 40-bit value using binary coded decimal. This means an operator could serve at least 2^36 subscribers. If each of them would have a pre-defined set of x defined in the USIM, still 2^36/x subscribers can be served. E.g. x=100 IMSIs per subscriber would result in approx.  680.000.000 subscribers. 
Editor's Note: Handling and storage of multiple IMSIs within the USIM and HSS is FFS.
For option B the challenge lies in the handling of IMSIs within the HSS, since a mismatch between USIM-stored IMSI in use and HSS-stored IMSI in use would result in synchronisation problems. However, the author claims, this out of synch cannot happen because the same concealed MSIN is sent as long as it has not been used by the UE. The RAND differs even though the same MSIN part is concealed again. 
Editor's Note: Impact on RAND calculation is FFS if RAND = 64 bits SMAC || 16 bits random || 48 bits concealed MSIN. Can the re-sending and evaluating of the different RANDs give any conclusion and possibilities to correlate the subscriber with the received RANDs? Can RAND be still as random when SMAC and MSIN are included in it?
Deny of service or forcing de-anonymization is a major concern. If a UE is not allowed to attach with its current IMSI and is requested for its long term identity, in option B there is only one IMSI available that could be used in this case while still keeping the UE anonymous. 
Editor's Note: Re-synchronisation without revealing the identity is FFS. Note, after UE has sent its identity, it should use a different one next time.
