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Abstract of the contribution: This contribution discusses the R2 LS and other documents on eLWA.
1. Introduction
This paper discusses the RAN2 LS on eLWA and other attached documents. The relevant text from the LS R2-169139 is copied below and observations are made below the critical points.
2. Discussion

“ RAN2 would like to thank SA3 for the Reply LS to R2-163147 on key change during HO for eLWA. At RAN2#96, RAN2 made some agreements (and one working assumption) on the handover without WT change where eLWA configuration is retained. The description of the RAN2 solution is described in the endorsed running CRs attached to this LS.

On particular, RAN2 has decided on the following concerning S-KWT and PDCP changes during handover without WT change where eLWA configuration is retained:

· PDCP key change: There are no changes to when and how the derivation/change of the PDCP security keys for ciphering of the packets is done. 

However, there are some changes to how PDUs sent over WLAN during the handover may be deciphered due to retaining the LWA operation:

· For PDCP PDUs sent over LTE: RAN2 has made no changes to security procedures for packet sent over LTE. This is applicable to both LTE only bearers and LTE link of an LWA bearer. After receiving and processing the HO command, UE does a switch of PDCP keys when it starts receiving packets from the target cell (i.e. UE can always decipher packets from the target cell when they are sent). 
· For PDCP PDUs sent over WLAN: RAN2 has agreed that the PDCP PDUs may continue to be transmitted over WLAN for an LWA bearer during handover without WT change where eLWA configuration is retained. This means that for packets sent/received over WLAN, UE postpone the switch of PDCP keys until it receives an “end-marker packet” (see below for details).
Observation1: The sending of the ‘end marker packet’ is a RAN procedure, not a SA3 procedure. In 33.401 the current assumption is that the UE holds only one set of PDCP keys. To support the assumption in RAN2, which is to allow the decryption of packets received over the WLAN path using previous PDCP keys till the ‘end marker packet’ is received, this assumption has to change. 
· This requires that the receiver can distinguish which packets were ciphered with which PDCP keys to avoid deciphering with the wrong PDCP key. 

Observation2: To have this distinction, the old PDCP and new PDCP keys need to be distinguished and maintained. 

To resolve this deciphering issue, a working assumption was made on an “end marker packet” solution: The transmitter (i.e. source eNB on the downlink and UE on the uplink) sends an “end-marker packet” (which contains a PDCP SN) that indicates to the receiver the last PDCP PDU ciphered with source eNB key. 

Observation3: CR R2-169105 to 36.300 says “RAN2 will adopt a user plane solution to handle PDCP key change (key marker in every packet or end marker with last SN) “, so the end marker packet is a UP packet and is expected to be encrypted by the source using the old PDCP keys. After the EM packet new PDCP keys are applied. What happens to any missing packets before the EM packet, received after the key change? Since they cannot be deciphered with the PDCP keys after the key change, the deciphering wil produce “garbage” content. However, since PDCP will just do deciphering and forward the packets to higher layers, such “garbage” packets will only be detected at higher layers (e.g. when attempting to decipher the packet’s IP header).
Hence, after receiving the “end-marker packet”, the receiver assumes that the PDCP PDUs whose COUNT value is larger than the COUNT value corresponding to the SN in the “end-marker packet” are ciphered with the target eNB key. 

Observation4: This may be the significant change that needs to be reflected in 33.401 – the receiver has to assume that any packets sent with COUNT value lower than indicated (e.g. packets received out of order) should be discarded if the source eNB key is not retained. 
Note that the UE is not required to retain both source and target eNB PDCP keys (however, a UE implementation may retain 2 PDCP DL keys).

Observation5: UE is not required to retain two sets of keys, but if it can supported it is advantageous. To have this distinction old PDCP and new PDCP keys need to be maintained at the UE. 
· S-KWT change: RAN2 agreed that when to perform S-KWT change (i.e. signalling of new WT counter) is left up to eNB implementation. Hence, S-KWT may be changed separately from the PDCP key (i.e. during or after handover)

· If the S-KWT is changed during the HO, the UE applies the new WT counter received from the eNB and the new KeNB to derive the new S-KWT when processing the handover in the same manner as when S-KWT is changed during reconfiguration in Rel-13, and the eNB also sends the new S-KWT to the WT.
Observation6: This is aligned with current SA3 approach

· If the S-KWT is not changed during the HO, the eNB may trigger RRC reconfiguration to signal WT counter to derive new S-KWT after the handover. To do this, the eNB also calculates a new key S-KWT using the new WT counter and performs a  WT Modification procedure to send the new S-KWT to WT
Observation7: Correct, aligned with SA3 assumptions.

· Once derived, the UE and WT utilize the new S-KWT the next time WLAN authentication is triggered.
Observation8: This is not aligned with SA3 assumption. When is ‘next time WLAN authentication’? Is it up to WLAN to decide this? WT can enforce the key change according to the current specification. Leaving up to WLAN may have security issues, as the WLAN network may never enforce it and UE could be using the old key for a long time.
In 33.401 “G.2.5.2
Security key update procedures

If the eNB decides  to perform S-KWT update (see clause G.2.5.1), the eNB shall increment the WT Counter and compute a fresh S-KWT, as defined in clause G.2.4.  Then the eNB shall perform a WT Modification procedure to deliver the fresh S-KWT to the WT. The eNB shall provide the value of the WT Counter used in the derivation of the S-KWT to the UE in an integrity protected RRC message. The UE shall derive the S-KWT as described in clause G.2.4.

Whenever the UE or WT start using a fresh S-KWT as PMK they shall refresh the IEEE 802.11 security. “ 
The last sentence is particularly relevant for key update and to enforce that in S-KWT, so not sure this clause need to be relaxed till the 802.11 security update happens.
Conclusion 
The changes agreed by RAN2 are mostly aligned with SA3 assumptions. However, at least some changes seem to be required to TS 33.401, as shown in text proposal below.
************************* start of changes ******************************************
G.2.6
Handover procedures
During S1 and X2 handover, the LWA DRB connection between the UE and the WT is released, the UE shall delete the S-KWT and further keys derived based on it.
Two sets of PDCP keys: If there was a handover, where the LWA configuration is retained through the same WT and WLAN as explained in clause 14.3.3 of [30], the UE may keep two sets of PDCP keys corresponding to the old PDCP and new PDCP, until an end of the marker packet is received from the old serving eNB. Once the end of marker packet is received, the UE shall completely delete all the keys derived using the old serving eNB context and retain only one set of keys corresponding to the target eNB context.
**************************** end of changes ******************************************
