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Abstract of the contribution: a lightweight security mechanism for secure the communication between V-UE and V2X control function based on AKA and PSK TLS is introduced in this proposal. 
1. Introduction

6.8.2.2 of TR 33.885 describes a solution based on GBA framework. According to GBA framework, the network has to introduce a new network element BSF, and the V2X control function has to supports NAF functions.
We propose an alternative solution for secure the communication between the V-UE and V2X control function. Since the V-UE has a USIM, and will perform an AKA procedure when attach to the network through UU interface, the MME/V-UE could derive an additional pre-shared key for V2X control function and V-UE. The V2X control function and V-UE could use this pre-shared key to do mutual authentication and establish a secure channel based on PSK TLS. 
2. Proposal

It is proposed to make the following change to TR33.885 v0.4.0.

***********************Start of the first change************************
6.8.2.X
Alternative security procedure for data transfer between UE and V2X Control Function
The V2X control function (VCF) and V-UE could use a share key to do mutual authentication and establish a secure channel based on PSK TLS. The pre-shared key could be derived during the AKA procedure when the V-UE attach to the network through UU interface.
The new key hierarchy based on the 3GPP TS 33.401 is presented as follows:

[image: image1]
According to the V2X architecture defined in the TS 23.285 there is no communication interface between VCF and MME, but VCF could communicate with HSS through V4 interface, so VCF could acquires key or materials from HSS. The new branch of key derivation is that, the V-UE and HSS derives a root key KV2X respectively for V2X service during AKA procedure, and then V-UE and VCF derive a pre-shared key KPSK from KV2X respectively. The V-UE and VCF could utilize the KPSK and PSK TLS protocol to perform mutual authentication and establish a secure channel on user plane.
Editor’s Note: How the solution works when V-UE is not connected to the network is FFS.

Editor’s Note: The advantage of this solution over GBA needs to be evaluated.
Refer to the key derivation function in TS 33.401, The KV2X and KPSK are derived as follows:
KV2X Derivation Function:
When deriving a KV2X from CK, IK and SN id when producing authentication vectors, and when UE computes KV2X during AKA, the following parameters shall be used to form the input S to the KDF.

-
FC = 0x20,

-
P0 = SN id,

-
L0 = length of SN id (i.e. 0x00 0x03),

-
P1 = SQN ( AK

-
L1 = length of SQN ( AK (i.e. 0x00 0x06) 
The exclusive or of the Sequence Number (SQN) and the Anonymity Key (AK) is sent to the UE as a part of the Authentication Token (AUTN), see TS 33.102. If AK is not used, AK shall be treated in accordance with TS 33.102, i.e. as 000…0.

The SN id consists of MCC and MNC, and shall be encoded as an octet string according to Figure A.2-1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	MCC digit 2
	MCC digit 1
	octet 1

	MNC digit 3
	MCC digit 3
	octet 2

	MNC digit 2
	MNC digit 1
	octet 3


Figure A.2-1 Encoding of SN id as an octet string

The coding of the digits of MCC and MNC shall be done according to TS 24.301 [9].

The input key Key shall be equal to the concatenation CK || IK of CK and IK.
KPSK Derivation Function:
When deriving KPSK from KV2X the following parameters shall be used to form the input S to the KDF.
-
FC = 0x21

-
P0 =  Value of the U2C Counter as a non-negative integer

-
L0 =  length of the U2C Counter value (i.e. 0x00 0x02)
The input key shall be 256-bit KV2X.
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Fig.6.8.2.X: KPSK Derivation
U2C counter maintenance

The VCF shall associate a 16-bit counter, U2C (V-UE to VCF) counter.
The U2C counter is used when computing the KPSK for the TLS tunnel setup between V-UE and VCF. The V-UE and the VCF shall treat the U2C counter as a fresh input of KPSK derivation. 
The VCF maintains the value of the U2C counter for duration of the TLS connection between V-UE and VCF. The V-UE does not need to maintain the U2C counter after is has computed the KPSK since the VCF provides the V-UE with the current U2C counter when the V-UE needs to compute a new U2C counter. 
The VCF shall initialize the U2C counter to ‘0’ when the KV2X is established or refreshed. The VCF shall monotonically increment the U2C counter for each subsequent calculation of the KPSK.
***********************End of the first change*************************
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