3GPP TSG SA WG3 (Security) Meeting #85
S3-162059
7-11 November 2016 Santa Cruz de Tenerife (Spain)
revision of S3-161760
Source:
Huawei, Hisilicon
Title:
V2X security architecture based on the new security elements 
Document for:
Approval
Agenda Item:
8.5
Work Item / Release:
FS_V2XLTE/Rel-14
Abstract of the contribution: a security architecture is proposed for V2X (PC5 and LTE-UU based). This architecture presents the new network elements/functions which are already introduced in TR 33.885, and the new reference points are clarified. 
1. Introduction

There are several new security elements or security functions which are introduced from some of the chapters in TR 33.885.

· V2X CA/KMS and TIMF(Temporary ID Management Function) are introduced in chapter 6.1.1.1.1
· RCA, LTCA and PCA are introduced in chapter 6.7.2

Those new security elements or security functions should be added into an architecture diagram, and the interfaces between those new elements and other existings should be clarified and defined.
It is proposed to deploy the V2X Control Function and Temporary Identity Management Function in one entity, and then the two functions could share the same interface V3. The benefit is reducing the number of secure channels between the V-UE and network elements on user plane.

2. Proposal

It is proposed to make the following change to TR33.885 v0.4.0.

***********************Start of the first change************************

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

AS
Application Server

CA
Certificate Authority

CME
Certificate Management Entity

CRL
Certificate Revocation List

DSA

Digital Signature Algorithm
DSRC

Dedicated Short Range Communication

LTE-V
LTE V2X 

ECIES
Elliptic Curve Integrated Encryption Scheme

ECDSA
Elliptic Curve DSA

ECCSI
Elliptic Curve-based Certificateless Signatures for Identity-based Encryption
GPS
Global Positioning System
ID
Identity

ITS
Intelligent Transportation System

KMS
Key Management System

KMF
Key Management Function
LME

Local MBMS Entity
MIKEY
Multimedia Internet Keying

OEM
Original Equipment manufacturer

PSSME
Provider Service Security Management Entity

PDU
Protocol Data Unit

PCA
Pseudonym Certificate Authority
ProSe
Proximity-based Services 
PMK
                 ProSe MIKEY Key
PVT
Public Validation Token

PMSI
Pseudonymous Mobile Subscriber ID
RSU

Road Side Unit
RSK
Receiver Secret Key

SAKKE
Sakai-Kasahara Key Encryption
SSK
Secret Signing Key

SAP
Service Access Point
TIMF
Temporary Identity Management Function
V2I

Vehicle-to-Infrastructure

V2N

Vehicle-to-Network
V2P

Vehicle-to-Pedestrian
V2V

Vehicle-to-Vehicle

V2X

Vehicle-to-Everything
VCF
V2X Control Function
WAVE
Wireless Access in Vehicular Environments
***********************End of the first change*************************
***********************Start of the second change************************
6.1.1.1.3     Security Architecture for V2X (PC5 and LTE-UU based) 
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· The VCF (V2X Control Function) is mainly responsible for authentication and authorization V-UE through HSS on user plane. 
· The TIMF (Temporary ID Management Function) is mainly responsible for distribute the temporary IDs and credentials to V-UE and V2X data source accountability.
· The TIMF could be deployed as one network element with VCF, and they share the same interface V3.

· V2X CA could be setup as multilayer CA system. No matter how to structure the V2X CA in real deployment, they could be simplified as a logical V2X CA in the security architecture diagram.
· There are two new reference points introduced:
· V7: This is the reference points between the TIMF and V2X CA/V2X KMS. Since the interworking messages on how to enrolment a key pairs from a V2X KMS or digital certificates from V2X CA are relied on existing and mature commercial products in industry, it should align with those existing protocols.
It is up to V2X Service Operator to choice V2X KMS or V2X CA. But the message on the V3 interface for enrolment and response for temporary IDs and credentials from V2X KMS and V2X CA should be unified.     
· V8: This is the reference points between the TIMF and VCF. The TIMF will forward the authentication request to VCF, and response the temporary ID request from V-UE only after acquired the successful authentication result from VCF.
***********************End of the second change*************************
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