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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7]Abstract of the contribution: This pCR proposes the security functional requirements on the PGW deriving from 3GPP specifications in the section 4.2.2 of TS 33.250.
Introduction 
Some security functions of PGW are specified in some 3GPP specifications. For example, TS 23.401 specified that the PGW shall support per-user based packet filtering (by e.g. deep packet inspection). The contribution proposes the security functional requirements on the PGW deriving from 3GPP specifications and some test cases which are related to these security functional requirements are also proposed. In addition, some references are also added in the section 2.
Proposed pCR
***	BEGIN OF FIRST CHANGES	***
[bookmark: _Toc457562780]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 41.001: "GSM Release specifications".
[3]	3GPP TR 33.117: "Catalogue of General Security Assurance Requirements".
[4]	3GPP TR 33.916: "Security assurance scheme for 3GPP network products for 3GPP network product classes".
[5]	3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture". 
[6]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[7]	3GPP TS 33.102: "3G security; Security architecture".
3GPP TR 21 912 (V3.1.0): "Example 2, using fixed text".

…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
It is preferred that the reference to 21.905 be the first in the list.
***	END OF FIRST CHANGES	***
***	BEGIN OF SECOND CHANGES	***
[bookmark: _Toc435180232][bookmark: _Toc456605685][bookmark: _Toc456645141][bookmark: _Toc457562789]4.2.2	Security functional requirements on the PGW deriving from 3GPP specifications and related test cases
 Editor’s Note: This clause will document security functional requirements on the PGW deriving from 3GPP specifications and related test cases.
[bookmark: _Toc435180233][bookmark: _Toc457562790]4.2.2.1	Security functional requirements on the PGW deriving from 3GPP specifications – General approach
Editor’s Note: This clause will document Security functional requirements on the PGW deriving from 3GPP specifications and related test cases. 
In addition to the requirements and test cases in TS 33.117[3], clause 4.2.2, a PGW shall satisfy the following:
It is assumed for the purpose of the present SCAS that a PGW conforms to all mandatory security-related provisions pertaining to a PGW in: 
-	3GPP TS 33.401[5]: "EPS security architecture";
-	other 3GPP specifications that make reference to TS 33.401[5] or are referred to from TS 33.401[5] (e.g. TS 23.401 [6]). 
Since the PDN GW is the gateway which terminates the SGi interface, the security procedures pertaining to the PGW are typically related to gateway functions. For example: 
-	Per-user based packet filtering (by e.g. deep packet inspection).
***	END OF SECOND CHANGES	***
***	BEGIN OF THIRD CHANGES	***
[bookmark: _Toc457902416]4.2.2.2 	Per-user based packet filtering

[bookmark: _GoBack]Requirement Name: Per-user based packet filtering
Requirement Reference: TBA 
Requirement Description: This requirement is identical to per-user based packet filtering (by e.g. deep packet inspection) as specified in TS 23.401, clause 4.4.3.3.
Threat References: TBA
Security Objective References: TBA
Test Case: 
Purpose:
Verify that PGW supports a Per-user based packet filtering. 
Pre-Conditions:
-	The tester has a privilege to configure the filtering policy on the PGW to make the PGW can filter the packets per-user
-	 Some UE (e.g. UE1 and UE2) are registered on the PGW.
-	The PGW can receive the packets from the UE1 and UE2. 
-	A network traffic analyser on the PGW (e.g. tcpdump) is available.
Execution Steps
1. The tester configures the different filtering policy for the UE1and the UE2 on the PGW, e.g. the PGW forwards the packets from the UE1 to SGi and drops the packets from the UE2.
2. The tester sends the packets from the UE1 to the PGW.
3. The tester sends the packets from the UE2 to the PGW.
4. The tester checks the filtered packets using the network traffic analyser. 
Expected Results:
The PGW can filter the packets per- user according the configured filtering policy, e.g. the PGW forwards the packets from the UE1 to SGi in the step 2 and drops the packets from the UE2 in the step 3.
Expected format of evidence:
Evidence suitable for the interface, e.g. screenshot contains the operation results, pcap file demonstrating that the UE2’s packets are correctly received but unavailable on the SGi interface while the UE1’s packets are correctly sent to SGi.

***	END OF THIRD CHANGES	***

