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1. Introduction

Release 14 adds mission critical video (MCVideo) as a feature extension to the existing R-13 mission critical architecture.   
Stage 1 specifies the following common core security requirements which pertain to all mission critical services (MCX) including MCVideo:

[R-5.12-001] The MCX Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer.
[R-5.12-009] The MCX Service shall provide a means to support end-to-end security for all media traffic transmitted between MCX UEs.

[R-5.12-010] End-to-end security shall be supported both within and without network coverage and regardless of whether the traffic is transmitted directly or via the network infrastructure.

[R-5.12-011] Subject to regulatory constraints, the MCX Service shall provide a cryptographic key management service(s).

[R-5.12-012] The cryptographic key management service(s) shall support both pre-provisioning and over-the-air provisioning of cryptographic keys.

[R-5.12-013] The cryptographic key management service(s) shall ensure that cryptographic keys are confidentiality protected, integrity protected and authenticated when delivered over-the-air.

[R-5.12-014] The MCX Service shall provide end-to-end confidentiality and integrity protection to the MCX User Profile when transferred to and/or from and while stored on an MCX Server, an MCX UE or both.
Furthermore, the Release 14 security WID states the following architecture strategy, “The information contained in the Release 13 Stage 2 security architecture defined for MCPTT (TS 33.179) shall be the foundational security architecture for mission critical data, video and enhancements to maintain cohesion and integration between Mission Critical services.  The R-13 MCPTT security architecture (defined in TS 33.179) shall be reused as much as possible in the design of the R-14 MCPTT security architecture.”
To satisfy the above Stage 1 requirements and in the spirit of the WID strategy, the following pCR proposes a security architecture for MCVideo that follows the security paradigms and schemas defined in 33.179 for MCPTT.
2. pCR to TR 33.880
************************ Start of change 1 *********************************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[xa]
3GPP TR 22.280: "Mission Critical Services Common Requirements (MCCoRe)".
[xb]
3GPP TR 22.281: "Mission Critical Video services over LTE".
[xc]
3GPP TR 33.179: "Security for Mission Critical PTT over LTE".
************************ End of change 1 *********************************
************************ Start of change 2 *********************************
7.6.x Solution #X: Mission critical video (MCVideo)

7.6.x.1 General

This solution addresses security for the MCVideo service including key management, protected MCVideo private communications, and protected MCVideo group communications.  Requirements for MCVideo can be found in 22.280 [xa] and 22.281 [xb].
7.6.x.2 MCVideo key management functional model

The intent of the common key management functional model is to create a common architecture for MCX services consistent with the existing PTT key management functional model already defined in 33.179 [xc].   As the intent is to create a common key management functional model, it is proposed that the MCVideo key management functional model aligns with the MCPTT key management functional model defined in clauses 7.2 through 7.2.2 of 33.179 [xf].

7.6.x.3 MCVideo private and group key management

The intent of the common key management architecture for MCX services is that individual identity based encryption key material assigned to a user will be used consistently across all MC services to protect the delivery of private and group communication keys.  MCVideo key management for private and group communications should be architecturally consistent with the existing PTT key management architecture as already defined in 33.179 [xc].  
Key management for private keys consists of the initiator randomly generating a session key.  This session key is encrypted and signed using IBE.  The protected session key is then shared with the target of the private communication.  

Key management for group keys consists of the GMS generating a group master key (GMK), encrypting and signing the GMK using IBE, and delivering the GMK to the members of the group.

With the above in mind, it is proposed that key management for MCVideo align with the MCPTT key management architecture using IBE as the protection mechanism for delivering MCVideo private and group communication keys.

7.6.x.4 Protected MCVideo private communications

In MCPTT for a protected private call, a symmetric key is created and passed to the target device using IBE during call setup.  The symmetric key is subsequently used for SRTP protection of the media throughout the session.  The intent is to reuse this private call structure as part of the common architecture for MCX protected private communications.  MCVideo should follow the common architecture for protecting private video communications and therefore it is proposed that MCVideo protected private communications align with MCPTT protected private communications by using a symmetric key created and passed to the target device using IBE during video private communications setup.

7.6.x.5 Protected MCVideo group communications

In MCPTT for a protected group call, a symmetric master key (GMK) is created and passed by the group home GMS to each group member using IBE.  The traffic key derived from the GMK is subsequently used for SRTP protection of the media throughout a unicast group session and for inbound SRTP protection of the media during multicast group communications. The intent is to reuse this group call structure as part of the common architecture for protected group communications.  MCVideo should follow this architecture for protecting group video communications and therefore it is proposed that MCVideo protected group communications align with MCPTT protected group communications by using a master symmetric key created and distributed by the group home GMS to derived the group traffic key as defined in clause 7.3 of 33.179 [xc].

7.6.x.6 Application plane protection for MCVideo

Application plane protection for MCPTT requires private and group application parameters to be carried in a payload separated from the signalling plane and protected using a symmetric key. The Client-Server Key (CSK) is used for this purpose.  The intent is to reuse the signalling plane protection schema as the common architecture for application plane protection.  MCVideo should follow this schema for protecting the application plane, and therefore it is proposed that MCVideo application plane protection align with MCPTT application plane protection by using the CSK as defined in clauses 9.1 and 9.3 of 33.179 [xc].
7.6.x.7 Floor control protection for MCVideo

Floor control protection for MCPTT requires the creation of a Key for Floor Control (KFC) derived from the CSK and in the case of multicast, the distribution of a Multicast Key for Floor Control (MKFC) by the group home GMS. The intent is to reuse the MCPTT floor control protection schemas as the common architecture for floor control protection.  MCVideo should follow these schemas for protecting unicast and multicast floor control and therefore it is proposed that MCVideo floor control protection align with MCPTT floor control protection by using a KFC and MKFC as defined in clause 9.4 of 33.179 [xc].
************************ End of change 2 *********************************
************************ Start of change 3 *********************************
8.x Evaluation of Solution #X: Mission critical video (MCVideo)

With respect to the Stage 1 MCVideo security requirements in 22.280 [xa], 22.281 [xb] and the derived security requirements in clause(s) YY, MCVideo key management, MCVideo protected private communications and MCVideo protected group communications should share a common security architecture with the other MCX services wherever possible.
Solution #X proposes that all aspects of the MCVideo security architecture (key management functional model, key distribution, protected private MCVideo communications, and protected group MCVideo communications) align with the MCX common architecture (i.e. the MCPTT security architecture) as proposed in clause 7.7.x.

With alignment to the common MCX security architecture as a goal, and using the MCPTT security architecture as the baseline, it is recommended that Solution #X be selected as the way forward for the MCVideo security architecture as it fully aligns with the MCPTT security architecture and therefore also aligns with the common MCX security architecture.
************************ End of change 3 *********************************
3. Conclusion

To satisfy the Stage 1 MCVideo security requirements, we kindly ask SA3 to consider the above pCR.

