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Abstract of the contribution:

Solution 2.7 provides an authentication framework where EAP methods and EPS AKA can be handled in a uniform way. In a new solution, cf. companion contribution S3-161881, a variant of EPS AKA with authentication confirmation, called EPS AKA*, was introduced. The present contribution shows how EPS AKA* can be included in this authentication framework. It is not the intention of the present contribution to propose a selection among the available options; this is left for a later meeting. Nevertheless, such a selection shall be made, i.e. not all options shall be standardized. 
A few editorial changes unrelated to EPS AKA* were made as well. 

The Word comments can be deleted when implementing the pCR. 
----------------------- start of pCR to TR 33.899, v050 -----------------------

5.2.4.7
Solution #2.7: Authentication framework

5.2.4.7.1
Introduction  

This solution addresses key issue #2.1 Authentication framework. It is a framework for subscription authentication (as opposed to equipment authentication or (human) user authentication). It covers access to the NextGen Core via 3GPP-defined access networks, in particular E-UTRAN and NextGen-NewRadio, as well as via trusted non-3GPP access networks. 

Editor's Note:Solution 3.4 
shows how access via untrusted non-3GPP access networks can be included in this authentication framework in principle. However, some modification of the text and of figure 5.2.4.7.2.4-1 below are required to reflect the role of the NG-PDG. 
All UEs considered here are NG-UEs, i.e. UEs that are able to communicate with a NextGen Core over the NextGen NG1 interface, cf. TR 23.799. LTE UEs are not considered here. 

Editor's Note: It is ffs whether LTE UEs need to be considered. 
5.2.4.7.2
Solution details  

5.2.4.7.2.1
Candidate authentication methods

The present solution shows how support for 

· EPS AKA
· EPS AKA* (as defined in solution 2.x
)
· Any EAP method

can be provided in a uniform way. 

Editor's Note: It is for further study in SA1, SA2, and SA3 whether authentication not based on AKA-credentials should be allowed in NextGen, and, if so, whether it should be allowed over 3GPP-defined access networks.

If authentication methods not based on AKA-credentials are admissible in NextGen then the present solution envisages that only support for such methods that are EAP methods needs to be provided, irrespective of the type of access network. Examples of EAP methods not based on AKA-credentials are EAP-TLS and EAP-TTLS. 

Non-3GPP access networks: 

For non-3GPP access networks attached to a NextGen core network, the present solution envisages that only support for EAP authentication methods needs to be provided, irrespective of the type of credentials used. This applies to both trusted and untrusted access.

When AKA-credentials are available in the UE then the present solution proposes to use EAP-AKA' for access over trusted non-3GPP access networks.


 

3GPP access networks: 

The present solution describes several alternatives for authentication over 3GPP-defined access networks for the case when AKA-based credentials are used (more details in 5.2.4.7.2.5 below):

1a) EPS AKA is always used for AKA-based authentication over 3GPP-defined access networks or

1b) EPS AKA* is always used for AKA-based authentication over 3GPP-defined access networks or

2) EAP-AKA' is always used for AKA-based authentication over 3GPP-defined access networks or

3) the choice among EPS AKA, EPS AKA* and EAP-AKA' for AKA-based authentication over 3GPP-defined access networks is taken by the AUSF. 

Only one of these alternatives should be standardized. If alternative 3) was selected the choice among EPS AKA, EPS AKA* and EAP-AKA' could be further narrowed down, cf. clause 5.2.4.7.2.5.
Editor's Note: If authentication methods with non-AKA credentials over 3GPP access networks are admissible in NextGen then text further above states that these methods will be EAP methods in the context of the present solution. It is expected that the suppport for any EAP method over 3GPP-defined access networks would be very similar to the support for EAP-AKA' envisaged in alternatives 2 and 3 above and detailed in 5.2.4.7.2.5. 

NOTE1: 
The issue of EAP-AKA vs UMTS AKA has already been discussed for EPS in Rel-8, cf. TR 33.821, clause 7.2.2, and, as a result, UMTS AKA was selected, which was later enhanced to become EPS AKA. (EAP-AKA' was not available at the time when TR 33.821, clause 7.2.2, was written as EAP-AKA' was motivated by EPS AKA.) This does not imply, of course, that the outcome of this discussion should be the same for NextGen. Note also that the independence of the authentication framework from the access network was already required for EPS in Rel-8, cf. TR 23.882, clause 5, bullet 19.

NOTE2: 
The UE needs to support both, EPS AKA and EAP-AKA‘ anyhow: EPS AKA for legacy LTE access to the EPC (backward compatibility); EAP-AKA‘ for legacy non-3GPP access to the EPC. For the UE, there is no difference between EPS AKA and EPS AKA*.
5.2.4.7.2.2
Transport considerations

It is assumed that, for this solution, authentication messages need to be transported over three interfaces: 

· UE to SEAF (Security Anchor Function; for the present solution the SEAF resides in the serving network. The EPS-equivalent of this interface is realized by the NAS protocol.)

· SEAF to AUSF (AUSF may be in home or visited network.)
· AUSF to ARPF (The ARPF is always in the home network, according to clause 5.2.1.2.)

Over all three interfaces, authentication messages can be transported in a uniform fashion, independent of the particular authentication method, in the following way: 

UE to SEAF:

Transport for EAP messages is provided already today over a variety of access network types, e.g. WLAN, Ethernet, and WiMAX. Transport for EAP messages is currently not defined for 3GPP-access networks, but no obstacle is seen for this in principle. E.g. EAP messages and EPS AKA messages could be transported over a NextGen-version of the NAS protocol in a uniform way. The messages between UE and SEAF are quite similar for EAP-AKA' and EPS AKA. The messages between UE and SEAF are identical for EPS AKA and EPS AKA*.
SEAF to AUSF: 

It is envisaged that this interface is DIAMETER-based. Authentication messages relating to different authentication methods may be carried in the same or different DIAMETER AVPs.

AUSF to ARPF:

When AUSF is in the home network then this interface may be identical to SWx today. For the case that AUSF is in the visited network (which is discussed for the purpose of performance improvements), a roaming version of SWx would need to be defined. This roaming version of SWx would be expected to be rather similar to S6a between MME and HSS today.
Editor's Note: The final decision over the format of the transport for authentication messages will be taken by CT1 and CT4 respectively. If EAP is carried over RRC then also RAN is to be included in the decision process.
5.2.4.7.2.3
Efficiency considerations

Identity exchanges

The EAP frameworkin RFC 3748 describes an optional EAP-method-independent identity exchange initiated by the authenticator that may be followed by an EAP-method-specific identity exchange initiated by the EAP server. These exchanges introduce additional roundtrips and conflict with the NextGen objective of increased efficiency of security procedures. 

The present solution avoids the need for identity exchanges between the UE and the SEAF by including the needed identity in the Attach request sent from the UE to the MM (Mobility Management function in the serving NextGen core network). 

· The subscription identifier included in the Attach request may have the form of an IMSI or a NAI, or a concealed version of an IMSI or NAI (e.g. temporary identifier or pseudonym or encrypted identifier used for enhancing user identity confidentiality). Any concealed version of an IMSI that cannot be mapped to an IMSI by the MMF is assumed to leave the MCC and MNC parts in the clear. Any concealed version of a NAI is assumed to have the information used for routing in the clear. 

· The MMF forwards the identifier to the SEAF.

· If the identifier is a (concealed) IMSI then the SEAF canonically transforms it into a NAI. If the identifier is a NAI then the SEAF does not transform it.

· Then the SEAF sends a message containing the NAI obtained in the previous step to the AUSF. This message starts the authentication procedure. This message may be of the form of an EAP identity response for all authentication methods. 

Editor's Note: The final definition of the Attach procedure is within the remit of SA2. 

Editor's Note: Enhanced forms of subscriber identity confidentiality are still under study. 

Roundtrips between serving network and home network

In general, EAP methods may have many roundtrips between authenticator (SEAF in a NextGen setting) and AUSF. In a NextGen setting, EAP-AKA' would have two roundtrips between SEAF and AUSF, while EPS AKA would have one. EPS AKA* would necessitate one additional Authentication Confirmation message to the AUSF, but the SEAF could proceed with its interaction with the UE as it would not have to wait for a response. The performance impact of the additional roundtrips for EAP methods could be reduced by

· placing a AUSF in the serving network; this would, at least for EAP-AKA', but potentially many other cases, necessitate a roaming interface between AUSF and ARPF, or between AUSF and some other form of authentication centre holding the long-term secrets. The exchange between AUSF and ARPF would consist in only one roundtrip; additional roundtrips would occur inside the serving network, which would reduce delay. 

Editor's Note: For this approach, it needs to be further considered how the uniformity of the authentication framework could be ensured as the interface between the AUSF and the backend authentication centre (e.g. HSS) could be dependent on the authentication method. 

· using the concept of EAP Re-authentication Protocol (ERP) as in RFC 6696. With ERP, the initial authentication would necessitate the full number of roundtrips between serving and home network, as required by the EAP method; but subsequent authentications could be run between the UE and ERP server in the serving network. 

Statelessness of AUSF
· For EAP methods and EPS AKA*, the AUSF needs to keep state until receiving confirmation of successful UE authentication. If statelessness is considered a performance advantage then EPS AKA may be used. For EPS AKA, strictly speaking no AUSF would be needed. If there is a AUSF for the sake of the uniformity of the authentication framework then the AUSF can simply act as a pass-through function (or rather a front-end to the ARPF), and keeping state in the AUSF would be avoided. In neither case would the ARPF have to keep state. 

Computation effort

· The computation effort for EPS AKA and EPS AKA* is lower than that for EAP-AKA' for both UE and server. It is ffs whether this would be a decision criterion, e.g. for low-power UEs with very limited capabilities. 

Length of messages

Editor's Note: text tba
5.2.4.7.2.4
General information flow

The following figure (5.2.4.7.2.4-1) depicts the general information flow for the present solution. The flow applies to all candidate authentication methods described in 5.2.4.7.2.1, i.e. to any EAP method used over 3GPP- or non-3GPP access networks as well as EPS AKA and EPS AKA* over 3GPP-access networks. 

The information flow for the authentication procedure is described as follows: 

· The flow starts with an Attach request from UE to MMF
· MMF extracts the identifier and forwards it to SEAF
· SEAF transforms identifier into NAI (if needed, cf. clause 5.2.4.7.2.3).

· SEAF and AUSF exchange one round of authentication request / response message.

· Depending on the authentication method, AUSF requests authentication vectors or other authentication material from the ARPF, before sending the response to SEAF
Editor's Note: it is ffs whether 3rd-party authentication centres will be available in NextGen, based on service requirements.

· SEAF and UE exchange one round of authentication request / response message.

· If the authentication method is EPS AKA, the authentication procedure stops here. (In the figure below, n=1 for EPS AKA.)
· If the authentication method is EPS AKA*, the SEAF sends an Authentication Confirmation message to the AUSF, then the authentication procedure stops. (In the figure below, n=1 for EPS AKA*.)
· If the authentication method is an EAP method, SEAF and AUSF exchange further rounds of authentication request / response messages as required by the EAP method. Each such round is followed by either a Success message from SEAF to UE or a further round of authentication request / response messages between SEAF and UE. (In the figure below, n>1 for EAP methods; n=2 for EAP-AKA'.) The authentication procedure stops when the UE receives an EAP Success message. 

After the completion of the authentication procedure SEAF has an intermediate key available. This intermediate key is called MSK in the case of EAP methods and KASME in the cases of EPS AKA and EPS AKA* (but the name does not matter, it is just a key). It will be used by the SCMF for deriving further keys. 

The further steps in the figure are not part of the authentication procedure any more. They show for informational purposes what happens after the end of the authentication procedure (based on the corresponding steps in EPS; these steps are not known for NextGen yet). 

· SCMF derives keys for protection of NAS signalling and forwards them to MMF via the SEAF. 
· MMF runs Security Mode procedure with UE.

· MMF sends Attach Accept protected with NAS keys. 

Note that neither the SEAF nor the MMF need to obtain any knowledge about the type of the access network. The choice of the authentication method is implied in the subscription identifier. So, this information flow realizes an access network-agnostic framework. More on this can be found in the next subclause 5.2.4.7.2.5. 
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Figure 5.2.4.7.2.4-1 

5.2.4.7.2.5
Alternatives for AKA-based authentication over 3GPP-defined access networks 

NOTE: 
Depending on the alternative, the form of NAI should allow the AUSF to distinguish between protocols. An approach similar to the one for root NAIs in TS 23.003, 19.3.2, that allows distinguishing between EPS AKA and EAP-AKA‘, could be taken (use of different leading digits). 

Alternative 1a: EPS AKA is always used for AKA-based authentication over 3GPP-defined access networks

A UE using a 3GPP-defined access network always includes IMSI in Attach request, and SEAF transforms it canonically into NAI. This transformed NAI must be of a type different from any NAI received by the AU directly from the UE. AUSF determines, based on type of NAI, that authentication method of choice is EPS AKA. From that point onwards, DIAMETER AVPs as in S6a could used between AU and AAA (but this is within the remit of stage 3). SEAF determines, based on received DIAMETER AVP, that this is the case of EPS AKA, i.e. it runs one authentication request /response roundtrip with the UE, which completes the authentication. 

If the AUSF determines, based on the NAI, that the authentication method is an EAP method, it acts as an EAP server. The SEAF recognises from the response from the AUSF that this is the case of an EAP method and SEAF acts according to the EAP framework. (This then implies, according to the assumption for Alternative 1a, that the access network is non-3GPP, but the AUSF server need not know this.)
Alternative 1b: EPS AKA* is always used for AKA-based authentication over 3GPP-defined access networks

A UE using a 3GPP-defined access network always includes IMSI in Attach request, and SEAF transforms it canonically into NAI. This transformed NAI must be of a type different from any NAI received by the AU directly from the UE. AUSF determines, based on type of NAI, that authentication method of choice is EPS AKA*. From that point onwards, DIAMETER AVPs as in S6a could used between AU and AAA (but this is within the remit of stage 3). SEAF determines, based on received DIAMETER AVP, that this is the case of EPS AKA*, i.e. it runs one authentication request /response roundtrip with the UE and sends an Authentication Confirmation message back to the AUSF, which completes the authentication. 

If the AUSF determines, based on the NAI, that the authentication method is an EAP method, it acts as an EAP server. The SEAF recognises from the response from the AUSF that this is the case of an EAP method and SEAF acts according to the EAP framework. (This then implies, according to the assumption for Alternative 1b, that the access network is non-3GPP, but the AUSF server need not know this.)
Alternative 2: EAP-AKA' is always used for AKA-based authentication over 3GPP-defined access networks

A UE using a 3GPP-defined access network always includes NAI in Attach request, as used in EAP. SEAF forwards NAI unchanged. (Variant: UE includes IMSI and SEAF transforms it canonically into NAI. Note that the latter would have the advantage of making the Attach request shorter as an IMSI is typically shorter than NAI.) AUSF decides, based on NAI, that EAP method of choice is EAP-AKA‘. EPS AKA does not occur at all in this alternative, so SEAF acts according to the EAP framework.

Alternative 3: The choice between EPS AKA, EPS AKA* and EAP-AKA' for AKA-based authentication over 3GPP-defined access networks is made by the AUSF
A UE using a 3GPP-defined access network always includes IMSI and SEAF transforms it canonically into NAI. This transformed NAI must be of a type different from any NAI received by the SEAF directly from the UE. AUSF determines, based on type of NAI, that either some sort of EAP method shall be used or a choice has to be made between EPS AKA, EPS AKA*,  and EAP-AKA'. In the latter case, AUSF decides (presumably based on overall policy and not on a per-UE basis) whether to use EPS AKA, EPS AKA*,  or EAP-AKA‘. SEAF acts depending on the DIAMETER AVP(s) in the received response. 

Editor's Note: In case alternative 3 is selected, it is ffs whether the AUSF should have the choice among the three protocol variants EPS AKA, EPS AKA*,  and EAP-AKA', or whether the standard should rule out one of EPS AKA and EPS AKA*.
Editor's Note: For all three alternatives in this subclause, compliant UE behaviour is assumed. It is ffs whether network-side policing for non-compliant UEs trying to use a different authentication method (e.g. non-AKA-based EAP method) would be required. 
5.2.4.7.3
Evaluation 
Security: 

o
No attacks on EAP-AKA' nor on EPS AKA are known that would speak against the use of these protocols in NextGen. EPS AKA* is a new proposal, but it is believed that it is at least as strong as EPS AKA; more can be found in the evaluation section of solution 2.x
.
o
EAP-AKA' and EPS AKA* offer some additional security compared to EPS AKA in that it provides proof to the home network that the subscriber was actually present in the authentication whereas in EPS AKA the home network has to trust the visited network in this respect. However, this proof provided by EAP-AKA' and EPS AKA* cannot guarantee the subscriber's continued involvement in any communication following the completion of the authentication procedure. The relevance of this security property for NextGen is ffs. 

Handovers and idle mode mobility within NextGen and with other RATs: 
o
It should be studied whether there are any advantages associated with the use of EAP-AKA' or EPS AKA or EPS AKA* in this respect. 

Backward compatibility to LTE: 

o
For services like wireless broadband access and VoLTE, AKA has been proved to be an applicable way for authentication and key distribution and negotiation. It may be necessary to reuse the mechanism since it’s widely supported in core network, terminal and proved to be effective in previous communication systems. If EPS authentication is not supported, users who are only allowed to access a fully next generation network and may not be able to roam back to an LTE network or may not be able to access the next generation network that is tunnelled via LTE network. It is expected that the initial deployments of next generation systems will be an overlay system.

Possibility of enhancements and 3GPP control: 

o
It should be also borne in mind that EPS AKA and EPS AKA* are under complete control of 3GPP, which may facilitate future enhancements if needed. On the other hand, EAP methods are under the control of the IETF, and the IETF WG "EAP Method Update" has the status "concluded". 
Editor's Note: This solution shall be evaluated against the new key issue 2.z
.
----------------------- end of pCR to TR 33.899, v050 -----------------------

�included in the TR since v050


�cf. contribution "EPS AKA enhanced with UE authentication confirmation"


�This EN is no longer needed here as it is has been contained in Solution 3.4 since v050 of the TR.


�the only change to this figure is that the message Auth_Conf was added for supporting EPS AKA*


�cf. contribution "EPS AKA enhanced with UE authentication confirmation"


�see S3-161988
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