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Abstract of the contribution: We propose an evaluation of solution #1.2.
1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G.
The document already includes Solution #1.2: Periodic local authentication and packet count check.  This pCR adds evaluation text for that solution.
2. Text proposal
In line with the discussion presented in the previous clause it is proposed to introduce the following changes to [1]. 
~ ~ ~ Start of first text proposal ~ ~ ~
5.1.4.2
Solution #1.2: Periodic local authentication and packet count check

5.1.4.2.1
Introduction 

This solution addresses some aspects of key issue #1.3, namely the threat of an attacker inserting significant quantities of rogue data into an established traffic channel.

5.1.4.2.2
Solution details 
The solution is the same as the "Signalling procedure for periodic local authentication" (3GPP TS 33.102, clause 6.4.7, and 3GPP TS 33.401, clause 7.5), adapted as necessary to fit the Next Generation architecture.

Potential adaptations could be to help detect replacement of packets (not just addition or deletion of packets). For example: the signaling procedure could report on number of bits transmitted/received for various traffic types (not just a simple count of packets); or it could report a digest of all data transmitted/received within a window requested by the network; or it could report a digest of packets that were transmitted/received with robust error correction (this would prevent random bit errors causing a failed digest).  A further set of adaptations could be to allow a similar report to run between the UE and the home network.

The appropriate polling/reporting frequency might vary; for instance, a UE sending occasional small readings might be polled (or report) less frequently than another UE that consumes data much faster.

Editor’s note: The detailed solution to fit the Next Generation architecture is ffs.
5.1.4.2.3
Evaluation 

This solution allows the network to detect if there is a significant difference between the number of packets that the UE has sent and received, and the number of packets that the network has received and sent respectively.  In particular it allows the network to detect if more packets have been received than were genuinely sent – which is the most obvious indicator of abuse.

It thus addresses the threat of an attacker inserting quantities of rogue data on an established traffic channel.  It does not, though, provide precise integrity protection of data, but some of the suggested adaptations could make it very difficult for an attacker to modify data transmitted/received while still avoiding detection.
This solution can address part of Key Issue #1.13: Security Implications of Low Latency, in particular the risk of attacks on vulnerable network edges. The mechanism can be used to request a UE report on data transmitted/received, which can then be compared with the report from the network edge. Allowing the report to run between the UE and home network would provide assurance to the home network of billing integrity in vulnerable roaming scenarios. 

Types of fraud which involve both a compromised network edge and a compromised UE could still evade detection, but such frauds may be difficult to execute. 
Integrity protection of the user plane is another method to prevent these attacks.
Editor's Note: It is FFS how the HN could use the UE reports to the HN on number of packets sent, as comparing these reports with charging records sent by the VN, possibly some time later, may be complex.
~ ~ ~ End of first text proposal ~ ~ ~
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