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Introduction 
At SA3#81 in Anaheim, SA3 agreed on a major update of the 3GPP security profiles for TLS, X.509 certificates, CRLs, IKEv2, ESP, and SRTP. The update provides a good basis for future releases. However, several issues remain, and as attacks, IETF standards, and deployments are updated constantly, yearly reviews of the security profiles are in order. Cryptographic algorithms and security protocols are a very active area with rapid changes in both standardization and deployments. While we do not anticipate as large update as in Rel-13, we anticipate significant updates in Rel-14 as well as in future releases.
TLS and DTLS
The 3GPP profiles for TLS and DTLS are in TS 33.310 Annex E
- The IETF TLS working group is currently working to finalize TLS 1.3 [1] and DTLS 1.3. The 3GPP profiles should be updated with mandatory support of TLS 1.3 and DTLS 1.3 when these protocols are standardized. The profiles for TLS 1.2, DTLS 1.2, and TLS 1.1 should than also be aligned with TLS 1.3 and DTLS 1.3. But TLS 1.3 may not be published as RFCs in time for Rel-14, we propose to wait with alignment until the RFC is published.
- The draft specifying ECDHE_PSK ciphersuites [2] and which 3GPP has a Rel-13 dependency on has been adopted as a working group item. It is also a normative reference in TLS 1.3. Because of the working group adoption, the name has been updated.
- The TLS working group has published several security improvements [3][4] for TLS 1.2 that are recommended to support. We propose that 3GPP recommends support of these extensions.
- TLS 1.1 does not support any ciphersuites without weaknesses and should be deprecated when possible. However, we believe that TLS interoperability between Rel-14 and Rel-12 is important. For that reason we do not believe that making TLS 1.1 “shall not support” is possible in Rel-14 as TLS 1.2 was not mandatory to support in Rel-12.
- The TLS profile allow several options (1024-bit MODP, 160-bit ECC) giving 80 bit security or less, a security level that according to NIST recommendations [5] should have been forbidden no later than 2010. The current minimal requirement by NIST is 112 bit, and US and EU recommendations agree on 128-bit security level as the future minimum. The current minimum requirements for US governments are 3072-bit MODP and 384-bit ECC.
Recent research shows that resourceful attackers have likely been able to break some algorithms with 80-bit security for several years [6][7]. In many cases, the security is not increased by implementing or even using new algorithms, it is only increased by not supporting the old weak algorithms. 80-bit security will likely be trivial to break when Rel-14 nodes are taken out of service. The support of such weak options in the 3GPP standards is not only a security risk; it’s also a risk for negative media coverage and publicity for 3GPP and the industry [7][8][9].
- We propose that key lengths and group sizes giving less that 112-bit security shall be forbidden. We also propose that key lengths giving at least 128-bit security shall be supported.
- We propose that all weak options shall be possible to disable in network nodes.
- As the TLS implementation cannot check the security of the application layer, and in basically all cases, several protocols are transmitted over a single TLS connection (either different protocols in parallel or different protocols on top of each other), the current recommendation is that protocols in need of compression define their own secure compression (e.g. HTTP/2). The TLS working group recommends that compression is forbidden. We propose that 3GPP forbids TLS compression.
- Some text in Annex E talks about TLS client and TLS server. We propose to change this to UE and Network node. Core nodes acting as TLS Clint should for example not be forced to support ciphersuites without encryption. 
- We propose to change most occasions of the words enabled, prohibited, required, and forbidden to just “shall be supported” and “shall not be supported”.
- The TLS profile has a 192-256 bit security level as should support, but an elliptic curve group is missing. This is required by many governments. We propose to add this.
- As Diffie-Hellman groups are not formally TLS cipher suites, we propose to move them to their own subsection.
- The ciphersuites without encryption was not updated in Rel-13 due to time constraints. This needs to be done in Rel-14. As NULL encryption does not give any confidentiality and privacy, IETF has forbidden the use of ciphersuites without encryption and will not standardize any more. If some companies wants to continue using ciphersuites without encryption, the only available set (ECDSA, RSA, PSK) with PFS is TLS_ECDHE_ECDSA_WITH_NULL_SHA, TLS_ECDHE_RSA_WITH_NULL_SHA, and TLS_ECDHE_PSK_WITH_NULL_SHA. Standardizing new cipher suites outside IETF is not an option, as it would not gain adoption in TLS libraries. Note that while there are collision attacks on SHA-1 (making it very weak for signatures), there are no attacks on HMAC-SHA-1 or the use of SHA-1 as a PRF. Both are still rated as 128-bit security by NIST and valid for use far beyond 2030.
- We propose to move cipher suites without encryption to their own subsection.
The proposed changes are implemented in CR S3-161912.
We propose the following changes to TS 33.210 Annex E (Rel-14):
· For ECDHE, elliptic curve groups of less than 255 bits shall not be supported.
· For ECDHE, secp384r1 (P-384) shall be supported.
· For DHE, Diffie-Hellman groups smaller than 2048 bits shall not be supported.
· For DHE, Diffie-Hellman groups of at least 4096 bits shall be supported.
· Non-PFS cipher suites shall be possible to disable in network nodes.
· TLS compression shall not be supported.
· RFC7627 and RFC7919 should be supported.
· If cipher suites without encryption are implemented, then TLS_ECDHE_ECDSA_WITH_NULL_SHA, and TLS_ECDHE_RSA_WITH_NULL_SHA shall be supported.
· If PSK cipher suites without encryption are implemented, then TLS_ECDHE_PSK_WITH_NULL_SHA shall be supported.
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