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 Abstract of the contribution: This contribution proposes a new security solution for the SA2 solution 4.18 in clause 6.4.18 in the TR 23.799 for Infrequent Small Data 
1 Introduction 

This security solution addresses SA2 solution in clause 6.4.18 in SA2 TR 23.799 for Infrequent Small Data. 

The SA2 solution in 4.18 in TR 23.799 is based on using the methods in new RAN developed for 5G, specifically the “RRC Inactive Connected/Active Connected” states and potential optimizations thereof. The solution thus assumes that the AN does not release the UE context. In case the AN releases the UE context, the solution falls back to regular CN IDLE state handling. The solution also assumes that the AN does not release the connection to the CN-CP.
2 Proposal
It is proposed to add the proposed security solution in the pCR to TR 33.899.
3 pCR 
***
BEGIN CHANGES
***
	Note to the rapporteur: All text is NEW. Therefore, for easier reading, track-changes are not present.


5.14.4
Solutions

5.14.4.x
Solution #14.x: Security solution for Infrequent Small Data

5.14.4.x.1
Introduction  

This security solution address key issue #14.1 in SA3 TR 33.899.

This security solution addresses solution 4.18 for Infrequent Small Data in clause 6.4.18 in TR 23.799 [2]. Solution 4.18 in TR 23.799 is based on using the "RRC Inactive Connected/Active Connected" states and potential optimizations thereof. The solution thus assumes that the AN does not release the UE context. In case the AN releases the UE context, the solution falls back to regular CN IDLE state handling. The solution also assumes that the AN does not release the connection to the CN-CP.
This security solution is based on the following assumptions:

- 
the CN CP UE security contexts are established at attach or session setup; 
- 
the AN has a master key similar to the KeNB in LTE; This master key in AN is derived from the CN CP UE security context. Further security keys used in AN for integrity protection and encryption are derived from the master key in AN.
- 
AN is the de/encryption and possible integrity protection termination point of UP data sent between the UE and the AN;
- 
An equivalent to the {NCC, NH} pair defined in LTE is reused in NextGen;

The proposed security solution is based on the security solution for RRC connection resume and suspend procedures in LTE Rel-13, but further enhanced (see bullet below) in order to send encrypted user plane data in uplink multiplexed with RRC Connection Resume Request message (sent in message 3 in LTE Rel-13). 
NOTE: This solution is using the same terminology (i.e. same signaling message names) as used for the RRC connection resume and suspend procedures defined in LTE Rel-13. They need to be updated when RAN has progressed in their work. 
-
Next Hop Chaining Counter (NCC) is provided to the UE in the message RRC Connection Suspend. The NCC is associated with the master key in AN (similar to KeNB in LTE), that is to be used by the UE and AN at subsequent state transition from RRC Inactive Connected State to RRC Active Connected State. The UE performs key derivation, either horizontal or vertical key derivation by checking the NCC value when it decides to initiate transition to RRC Active Connected State;
5.14.4.x.2
Solution details 
5.14.4.x.2.1
Connection establishment flow 
This clause shows how a PDU session is established for a UE device that sends data infrequently.

The procedures are depicted in the Figure 5.14.4.x.2.1-1.

[image: image1.emf]UE AN

User Plane 

Function 

1. Session Setup Request

12. RRC Connection Suspend (Resume ID, NCC) 

10. DHCPv4 or SR/RA messages

Control Plane 

Function (SM 

Function)

2. Apply Operator Policy

9. Session Setup Response

3. Select UP

Policy 

Control

Data 

Network

4. Resource Setup

5. User plane setup

6. Store UE Context

7. Session Setup Response

13. RRC Inactive Connected State

8. Store UE Context

11. Remove UE context


Figure 5.14.4.x.2.1-1: The procedure of session setup for infrequent data

It is assumed for this procedure that the UE is attached to the network. As part of the attach procedure, subscription data is fetched from the Subscriber Data Management function.

1.
The UE initiates a session setup request. The UE provides information indicating the PDU session type (e.g. Non-IP/IP). 
2.
The SM function may interact with the Policy control function which determines the QoS property of the connection based on information such as UE request, and operator policy.

3.
The SM function selects user plane function and a tunnel identifier associated with the UE. 
4.
The SM function may request the AN to setup resources for the session.

5.
In case of IP-based PDU type, the SM function triggers the establishment of user-plane session.

6.
The SM function stores the UE context with all necessary UE and PDU session data. 

7.
The SM function completes the establishment in CP and optionally in UP and provides the AN function with Uplink tunnel information.
8.
The AN function stores the UE context.

9.
The AN sends Session Setup Response message to the UE. The session setup is now completed.

10.
In case IP, IPv6 stateless address auto-configuration or DHCPv4 procedure may be triggered between UE and the SM function over the user plane and the control plane between SM and User Plane Functions.

11.
In case of IP-based PDU type, after the IPv6 stateless address auto-configuration or DHCPv4 allocation procedure is finished the UP Plane function may delete the UE context to release resources during a possibly long UE inactivity period. This may be triggered due to UE inactivity during a time period.
12.
Due to e.g. user inactivity during a time period the AN function moves the UE to RRC Inactive Connected State. The AN sends RRC Connection Suspend message towards the UE. A new identifier identifying the UE context in AN, the Resume ID, is provided as well. The Next Hop Chaining Counter (NCC) associated with the AN master key that is to be used at subsequent state transition from RRC Inactive Connected state to RRC Active Connected state, is also included. If no unused {NH, NCC} pair is available in the AN, then the AN shall include the NCC associated with the current AN master key. The UE and the AN store the related context information. 
13. AN and UE enter RRC Inactive Connected State.

5.14.4.x.2.2
Uplink PDU Transfer Flow (in same AN node)
This clause shows how an Uplink PDU is transfer from a UE device that sends data infrequently.

The procedure is depicted in the Figure 5.14.4.x.2.2-1.

[image: image2.emf]UE AN User Plane 

Function

6. RRC Connection Suspend (new Resume ID, NCC)

9. Forward PDU

Control Plane 

Function (SM 

Function)

1: RRC Connection Resume Request (Resume ID, 

ShortResumeMAC-I), encrypted and integrity protected PDU 

4: RRC Connection Resume (Resume ID)

Data 

Network

3. Forward PDU (PDU)

8. User Plane setup

2. Decrypt and 

integrity check PDU

10. Remove UE 

context

7. RRC Inactive Connected State

Optional 

Inactivity timer 

running

5: RRC Connection Resume Complete 


Figure 5.14.4.x.2.2-1: Uplink PDU transfer

It is assumed for this procedure that the UE is attached to the network and that a PDU session is established, the UE is in RRC Inactive Connected State and no UE context is currently established in the CN UP.
1. The UE decides to send uplink User Plane data. UE and AN needs to transition to RRC Active Connected state. 
The UE performs key derivation, either horizontal or vertical key derivation by checking the NCC value received from AN at transition to RRC Inactive Connected State. The UE derives the AN CP keys and AN UP keys from the AN master key. The UE calculates ShortResumeMAC-I using the new AN CP keys. The UE encrypts and integrity protects the User Plane data in the PDU. The UE transmits the Resume ID and the ShortResumeMAC-I to AN in RRC Connection Resume Request message. The UE sends the encrypted and possibly integrity protected PDU multiplexed with the RRC Connection Resume Request message. In case the UE knows that this is the last PDU to be transmitted for this occasion the UE may indicate it together with the last PDU. 
2. The AN performs same key derivation functions as the UE in step 1 and verifies ShortResumeMAC-I. The AN decrypts and integrity check the User Plane data.
3.
The AN encapsulates the PDU into a tunnel protocol header and forwards the PDU to the User Plane function indicated by the tunnel identifier part of the UE Context. 
4.
The AN indicates to UE that it has transitioned to RRC Active Connected state and transmission of PDU is completed, by sending message RRC Connection Resume.
5.
The UE sends RRC connection resume complete.

6.
After the AN has forward the PDU, the AN initiates transition to RRC Inactive Connected state triggered by last PDU marking or due to UE inactivity during a time period. The AN sends the RRC Connection Suspend message towards the UE. A new identifier identifying the UE context in AN, the Resume ID, that is used at the subsequent transition from RRC Inactive Connected state back to RRC Active Connected state is provided as well. The Next Hop Chaining Counter (NCC) associated with the AN master key that is to be used at subsequent state transition from RRC Inactive Connected state to RRC Active Connected state, is also included. If no unused {NH, NCC} pair is available in the AN, then the AN shall include the NCC associated with the current AN master key. The UE and the AN store the related context information. 
7. AN and UE enter RRC Inactive Connected State.
8.
The User Plane function receives the uplink PDU and as the UE Context does not exist the User Plane function requests the Control Plane function for the UE context. The User Plane function may select the Control Plane function based on the user plane tunnel identifier in the received PDU.

In case that a UE Context already exists in the User Plane functions this step is omitted.

9.
The User Plane function forwards the PDU to the Data Network. The User Plan function may enforce e.g. QoS marking, charging etc.

10.
The User Plane function may remove the UE context according to e.g. a last PDU marking or e.g. due to inactivity.
5.14.4.x.2.3
Uplink PDU Transfer Flow (in different AN node)
This clause shows how an Uplink PDU is transferred from a UE that sends data infrequently. The Uplink PDU is sent by the UE to a cell in an AN node that is different to the AN node where the UE and AN transitioned to RRC Inactive Connected State.
Editor’s Note: The detailed solution for mobility will be developed in the RAN WGs.
The procedure is depicted in the Figure 5.14.4.x.2.3-1.
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Figure 5.14.4.x.2.3-1: Uplink PDU transfer

It is assumed for this procedure that the UE is attached to the network and that a PDU session is established, the UE is in RRC Inactive Connected State and no UE context is currently established in the CN UP.
1. The UE decides to send uplink User Plane data. UE and AN needs to transitions to RRC Active Connected state. 
The UE performs key derivation, either horizontal or vertical key derivation by checking the NCC value received from AN at transition to RRC Inactive Connected State. UE derives the AN CP keys and AN UP keys from the AN master key. The UE calculates ShortResumeMAC-I using the new AN CP keys. The UE encrypts and integrity protects the User Plane data in the PDU. The UE transmits the Resume ID and the ShortResumeMAC-I to AN in RRC Connection Resume Request message. The UE sends the encrypted and possibly integrity protected PDU multiplexed with the RRC Connection Resume Request message. In case the UE knows that this is the last PDU to be transmitted for this occasion the UE may indicate it together with the last PDU. 
2. The new AN node identifies the old AN node based on the Resume ID received from the UE in step 1. The new AN provides the Resume ID and ShortResumeMAC-I to the old AN. The old AN identifies the UE security context.  The AN performs same key derivation functions as the UE in step 1 and verifies the ShortResumeMAC-I.

3. If the verification of the ShortResumeMAC-I.is successful, then the old AN responds to the new AN with the UE security context.

4. The AN decrypts and integrity check the User Plane data.
5.
The AN encapsulates the PDU into a tunnel protocol header and forwards the PDU to the User Plane function indicated by the tunnel identifier part of the UE Context. 
6. The AN indicates to UE that it has transitioned to RRC Active Connected state and transmission of PDU is completed, by sending message RRC Connection Resume.
7. The UE sends RRC connection resume complete.

8.
After the AN has forward the PDU, the AN initiates transition to RRC Inactive Connected state triggered by last PDU marking or due to UE inactivity during a time period. The AN sends the RRC Connection Suspend message towards the UE. A new identifier identifying the UE context in AN, the Resume ID, that is used at the subsequent transition from RRC Inactive Connected state back to RRC Active Connected state is provided as well. The Next Hop Chaining Counter (NCC) associated with the AN master key that is to be used at subsequent state transition from RRC Inactive Connected state to RRC Active Connected state, is also included. If no unused {NH, NCC} pair is available in the AN, then the AN shall include the NCC associated with the current AN master key. The UE and the AN store the related context information. 
9. AN and UE enter RRC Inactive Connected State.
10.
The User Plane function receives the uplink PDU and as the UE Context does not exist the User Plane function requests the Control Plane function for the UE context. The User Plane function may select the Control Plane function based on the user plane tunnel identifier in the received PDU.

In case that a UE Context already exists in the User Plane functions this step is omitted.

11.
The User Plane function forwards the PDU to the Data Network. The User Plan function may enforce e.g. QoS marking, charging etc.

12.
The User Plane function may remove the UE context according to e.g. a last PDU marking or e.g. due to inactivity.
5.14.4.x.2.4
Downlink PDU Transfer Flow

This clause shows how a Downlink PDU is transferred from a Data Network to a UE device that sends and receives data infrequently.

The procedure is depicted in the Figure 5.14.4.x.2.4-1.
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Figure 5. 14.4.x.2.4-1: Downlink PDU transfer

It is assumed for this procedure that the UE is attached to the network and that a PDU session is established, the UE is in RCC Inactive Connected State and no UE context is currently established in the User Plane functions.

1.
The application server in the Data Network transfers a mobile terminated PDU towards the User Plane Functions. 

2.
The User Plane functions receives the downlink PDU and as the UE Context doesn’t exists the User Plane functions requests the proper Control Plane functions for the UE context. 

In case that a UE Context already exists in the User Plane functions this step is omitted.

3.
The User Plane function encapsulates the PDU into a tunnel protocol header and forwards the PDU to the AN identified by he AN tunnel identifier part of the UE context. 
4.
When the AN receives the PDU, then the UE and AN needs to transition to RRC Active Connected state. The AN needs to page the UE and initiates RAN paging.

5. The UE initiates the transition to RRC Active Connected state. The UE performs key derivation, either horizontal or vertical key derivation by checking the NCC value received from AN at transition to RRC Inactive Connected state. The UE derives the AN CP keys and AN UP keys from the AN master key. The UE calculates the ShortResumeMAC-I using the new AN CP keys. The UE transmits the Resume ID and the ShortResumeMAC-I to AN.
6. The AN performs same key derivation functions as the UE in step 5 and verifies ShortResumeMAC-I. The AN indicates to the UE that transition to RRC active state is successful and completed.
7.
The UE sends RRC connection resume complete.

8. The AN encrypts and integrity protects the User Plane data in PDU. 
9. The AN forwards the encrypted and integrity protected PDU to the UE. The UE decrypts and integrity check the User Plane data in the PDU.
10.
After the AN has forwarded the PDU to the UE, the AN initiates transition to RRC Inactive Connected state. The AN sends the RRC Connection Suspend message towards the UE. A new identifier identifying the UE context in AN, the Resume ID, that is used at the subsequent transition from RRC Inactive Connected state back to RRC Active Connected state is provided as well. The Next Hop Chaining Counter (NCC) associated with the AN master key that is to be used at subsequent state transition from RRC Inactive Connected state to RRC Active Connected state, is also included. If no unused {NH, NCC} pair is available in the AN, then the AN shall include the NCC associated with the current AN master key. The UE and the AN store the related context information. 
11. AN and UE enters RRC Inactive Connected State.

12.
The User Plane function may remove the UE context due to e.g. inactivity.
5.14.4.x.3
Evaluation 
***
END OF CHANGES
***
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