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Abstract of the contribution: This contribution adds texts and updates figures to clarify the solutions 8.2 & 8.3 for network slicing security key issue #8.3.
1. Introduction

This contribution adds texts and updates figures to clarify the solutions 8.2 and 8.3 for UE authentication for network slice access, which covers part of the key issue #8.3 in Section 5.8 Security Area #8: Network Slicing Security. The solutions 8.2 & 8.3 are tied to the Group-B type of network slicing as described in Annex-D of TR 23.799 [2]. The clarifications proposed in this contribution are summarized as followings.
1) Update Figure 5.8.4.3.2.1 and Figure 5.8.4.4.2.1 to reflect the security functions newly introduced in 5G security architecture [1].
2) Add texts to clarify the updated figures for procedure descriptions.
· Security functions newly introduced in 5G security architecture
· Derivation of keying materials, e.g., NSI-specific key, NSI-specific Master Key

· Mutual Validity Check on NSI-specific key and Security Capability Negotiation between UE and NSI during Session Establishment

3) Update or remove Editor’s Notes based on the updated figures and added texts for the clarifications on procedure descriptions.
2. References
[1] 3GPP TR 33.899 v 0.5.0, “Study on the Security Aspects of the Next Generation System”
[2] 3GPP TR 23.799 v1.0.0, “Study on Architecture for Next Generation System”
3. Text Proposal
It is proposed to introduce the following changes to TR 33.899 [1].

*** Start of First Change ***
5.8
Security area #8: Network Slicing Security  

5.8.4
Solutions
5.8.4.2
Solution #8.2: UE Authentication only by AUSF 
5.8.4.2.1
Introduction

This solution addresses key issue #8.3. It assumes that AUSF only has interface with ARPF (equivalent to HSS in LTE)

5.8.4.2.2
Solution details

To describe the UE Authentication by AUSF, we propose a possible procedure, which is compatible to the Network Slice Architectures in clause 6.1.1, 6.1.2, and 6.1.3 of TR 23.799.


 [image: image2.png]SEAF NSI-2

CPF
Authentication & Authgrization g NSI-1 g NSI-2
UPF UPF

Generate AUSF Generate AUSF
Base Key Base Key
(e.g., Kaswe in LTE) (e.8., Kase in LTE)
AUSF Base Key
Generate Network Generate Network Slice
Slice Specific Key Specific Key using AUSF Base
using AUSF Base Key
Key

Deliver N Specific Kez
Deliver NSI-2 Specific Key

Validjty Check on NSI-1 Specific Key

AS Key Derjvation for NSI-1

Validity|Check on NSI-2 Spetific Key

AS Key Derjvation for NSI-2





Figure 5.8.4.2.2.1: UE Authentication by AUSF
1. UE and AUSF perform mutual authentication. 

2. UE and AUSF derive AUSF Base Key. (AUSF Base Key indicates a key corresponding to the KASME in LTE)

Editor’s note: How the AUSF Base Key is derived is FFS.

3. AUSF provides AUSF Base Key to SEAF.

4. SEAF generates NSI-specific keys using AUSF Base Key and sends it to each NSI. UE also derives NSI-specific keys in the same way as in SEAF. NSI-specific keys can be derived using the AUSF Base Key and NSI specific information such as Network Slice ID, etc.
Editor’s note: It is assumed that the Network Slice ID is preconfigured in UE as part of the parameters consisting NSSAI (Network Slice Selection Assistance Information). The set of parameters of NSSAI may be defined based on the SA2 discussions on Network Slicing.
5. UE and NSI-1perform the mutual validity check on NSI-1 specific key and then derives AS (Access Stratum) key respectively. The validity check on NSI-1 specific key can be performed during the session establishment toward NSI-1. For the mutual validity check on NSI-1 specific key, UE and NSI-1 can calculate and verify the message authentication code for NSI-1 specific key respectively. During the session establishment, UE can also provide its own security capability (security algorithms, etc) to NSI-1. Based on the information, NSI-1 can decide the proper security configuration (e.g., security algorithm, key size, etc) and send it back to UE. UE can then use such information for AS key derivation for NSI-1. 
6. UE and NSI-2 perform the mutual validity check on NSI-2 specific key and then derives AS (Access Stratum) key respectively. The validity check on NSI-2 specific key can be performed during the session establishment toward NSI-2. For the mutual validity check on NSI-2 specific key, UE and NSI-2 can calculate and verify the message authentication code for NSI-2 specific key respectively. During the session establishment, UE can also provide its own security capability (security algorithms, etc) to NSI-2. Based on the information, NSI-2 can decide the proper security configuration (e.g., security algorithm, key size, etc) and send it back to UE. UE can then use such information for AS key derivation for NSI-2.

Editor’s note: How the AS Key is derived is FFS.
Editor’s note:  AUSF in this solution corresponds to AU in 6.1.1 and 6.1.3, and Authentication & Authorization in 6.1.2 of TR 23.799 [2].
5.8.4.3
Solution #8.3: UE Authentication by AUSF and NSI

5.8.4.3.1
Introduction

This solution addresses key issue #8.3. It assumes that AUSF and NSI has interface with ARPF (equivalent to HSS in LTE).
Editor’s note: Whether AUSF and NSI has interface with the same ARPF or not is FFS.

5.8.4.3.2
Solution details

To describe the UE Authentication by AUSF and NSI, we propose a possible procedure, which is compatible to the Network Slice Architectures in clause 6.1.1, 6.1.2, and 6.1.3 of TR 23.799 [2].
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Figure 5.8.4.3.2.1: UE Authentication by AUSF and NSI
1. UE and AUSF perform mutual authentication for Network Access. 
2. UE and AUSF derive AUSF Base Key. (AUSF Base Key indicates a key corresponding to the KASME in LTE)

Editor’s note: How the AUSF Base Key is derived is FFS.

3. ARPF generates NSI-specific Master Keys using ARPF Master Key and sends it to each NSI via AUSF. (ARPF Master Key indicates a key corresponding to the Ki in LTE) UE also derives NSI-specific Master Keys in the same way as in ARPF. NSI-specific Master Keys can be derived using the ARPF Master Key and NSI specific information such as Network Slice ID, etc.
Editor’s note: It is assumed that the NSI-specific Master Key is derived and sent to each NSI by ARPF since the Master Key (e.g., Ki in LTE) is stored and used for authentication only in ARPF.
Editor’s note: It is assumed that the Network Slice ID is preconfigured in UE as part of the parameters consisting NSSAI (Network Slice Selection Assistance Information). The set of parameters of NSSAI may be defined based on the SA2 discussions on Network Slicing.

4. UE and NSI-1perform mutual Authentication for Slice Access and then derives AS (Access Stratum) key respectively. The mutual authentication can be performed during the session establishment toward NSI-1. As a result of successful authentication, UE and NSI-1 can derive the intermediate key for AS key derivation. During the session establishment, UE can also provide its own security capability (security algorithms, etc) to NSI-1. Based on the information, NSI-1 can decide the proper security configuration (e.g., security algorithm, key size, etc) and send it back to UE. UE can then use such information for AS key derivation for NSI-1.
5. UE and NSI-2perform mutual Authentication for Slice Access and then derives AS (Access Stratum) key respectively. The mutual authentication can be performed during the session establishment toward NSI-2. As a result of successful authentication, UE and NSI-2 can derive the intermediate key for AS key derivation. During the session establishment, UE can also provide its own security capability (security algorithms, etc) to NSI-2. Based on the information, NSI-2 can decide the proper security configuration (e.g., security algorithm, key size, etc) and send it back to UE. UE can then use such information for AS key derivation for NSI-2.
Editor’s note: How the AS key is derived is FFS.
Editor’s note:  AUSF in this solution corresponds to AU in 6.1.1 and 6.1.3, and Authentication & Authorization in 6.1.2 of TR 23.799 [2].
Editor’s note: It is assumed that the Authentication for Slice Access is tied to the SM (Session Management) Function (e.g., during the session establishment). How the result of authentication, e.g., NSI-specific keys, can be provided to the MM (Mobility Management) Function is FFS.
*** End of First Change ***
