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Abstract of the contribution: This contribution proposes the security threats and security requirements of some DOS attacks scenarios about the RAN signalling plane. These DOS attack scenarios are based on the feature of the next generation network, e.g., massive connectivity and diverse services.


1. Introduction
NextGen system is expected to host diverse services and provide connectivity to massive number of IOTdevices simultaneously. However, the air interface resources are constraint. An attacker may use large number of IOT devices to lauch DOS attacks to consume the air interface resources, and affect the normal devices to connect the network. The risk of DOS attacks in the air interface may be more serious than the core net.
This proposal introduces some scenarios about the signalling plane DOS attacks between UE and gNB. There may be some similar DOS scenarios descripted in other chapters, in TR 33.899. Here, we mainly emphasis the security threats on the RAN side, and propose the corresponding security requirements at the RAN side. Considering gNB is closest to the source of these DOS attacks, it may be more efficient to prevent these DoS attacks at the gNB.
2. Proposal
***********************Start of the first change************************
5.4.3.*	Key issue #4.*: Signalling plane DOS attacks
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NextGen system is expected to host diverse services and provide connectivity to massive number of devices simultaneously. These devices include various types of IOT device with the possiblity of huge number for each IoT device type. If the control policy of RRC connection at the gNB is not done properly, an attacker may utilize such weakness and possibly cause a denial of service attack on the available RRC connection resources.
Efficient control policy of RRC connection is required in the NextGen system to decrease the potential of RRC control plane DOS attacks.
5.4.3.*.2	Security threats
If the control policy of RRC connection at the gNB is not proper, an attacker would utilize such weakness to launch the following DOS attacks:
· Massive IOT devices of one type wake up at the same time to request and setup RRC connection. This may exhaust the available RRC connection resources at the gNB, and cause a DOS attack to other IOT devices or possibly other UEs.
E.g. the meter terminals only report the data of meter in a specific period, and they keep in the sleep mode in most of time. If huge number of meter terminals connects to the network at the same time (e.g. woken up by the network, or by the service timing), then the RRC connection maybe exhausted, and other types of IOT devices may not be able to connect to the network.
· A large number of IOT devices, controlled by the attacker via compromising the IoT server, repeatedly initiate RRC connection setup during a short period of time, which may consume the available RRC connection resource at the gNB and possibly cause a DOS attack.
E.g. the meter devices communicate with a third party IOT server, an attacker compromises the IOT application server. The attacker could control these meter devices to repeatedly wake up in a short period of time, which may cause available RRC connection resources to be exhausted, and cause a DOS attack to other types of IOT devices.
· Huge numbers of illegal IOT devices repeatedly initiate the RRC connection setup and authentication process (e.g. many IOT devices, belonging to network A, try to connect to network B ), causing DOS attack to other normal IoT devices.
5.4.3.*.3	Potential security requirements
The gNB shall support to control the maximum number of RRC connection for each type of IOT devices at the same time. It shall be possible for the gNB to be able to identify the IoT device type or IOT service type during the RRC connection.
The gNB shall support to control the RRC connection requesting frequency for each IOT devices, to prevent the DOS attack caused by a large number of IOT devices repeatedly initiate RRC connection setup procedure in a short period.
The gNB shall support a method to identify illegal IOT devices and reject the RRC connection requestion, to prevent the DOS attack caused by a large number of IOT devices which belong to one MNO network but repeatedly try to connect to another victim network in a short period. 
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