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Abstract of the contribution: This contribution proposes authentication procedures to access network slices, where MNO will authenticate and authorize UEs.   

1.	Introduction
This solution addresses the key issue #8.3: Security on UEs’ access to slices. 
In this key issue, it is required that the procedure of how to select and access slices for UEs should be protected and secured with proper authentication. As observed by 3GPP TR 22.864, services offered by a network slice could either belong to the MNO or a 3rd party service provider.  For the attach procedure of UEs’ access to network slices, following scenarios should be considered:
Scenario#1: UE is authenticated and authorized by MNO. 3rd party provider entirely relies on MNO for authentication and authorization.
Scenario#2: UE is authenticated by MNO. 3rd party provider relies on MNO authentication but provides authorization to the UE.
Scenario#3: UE is authenticated and authorized by MNO. 3rd party provider relies on MNO authentication and provides additional authorization to the UE. 
Scenario#4: UE is authenticated by MNO. 3rd party provider performs secondary authentication and provides authorization to the UE.
Scenario#5: UE is authenticated and authorized by the MNO. 3rd party provider performs secondary authentication and provides secondary authorization. 
Scenario#6: There is no primary authentication and authorization of the UE by the MNO. 3rd party provider performs authentication and authorization of the subscription.
In this proposal, we propose a slice selection and access authentication procedure addressing the access scenarios #1 and #5 above. 
2.	Proposal 
pCR
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5.8.4.z 	Solution #8.z: Network authentication supporting network slices
5.8.4.z.1	Introduction  
This solution addresses the key issue #8.3: Security on UEs’ access to slices. 
As observed by 3GPP TR 22.864, services offered by a network slice could either belong to the MNO or a 3rd party service provider.  This solution addresses the attach procedure of UEs’ access to network slices with following scenarios, defined under key issue #8.3:
Scenario#1: UE is authenticated and authorized by MNO. 3rd party provider entirely relies on MNO for authentication and authorization.
Scenario#5: UE is authenticated and authorized by the MNO. 3rd party provider performs secondary authentication and provides secondary authorization.
5.8.4.z.2	Solution details  
This solution presents initial attach and UE authentication, together with authorization, to a network slice. 
NOTE 1: In this solution, some terms, e.g. SSF or Common CP NF, are in line with the SA2 network slice architecture in 6.1.1 in TR 23.799.
The call flow figure and steps are described as follows:  



Figure 5.8.4.z-1 Initial attach procedure

Step 1: The NG-UE sends an Attach Request message to the AN, carrying IMSI and other assisting slice authentication information if available. RAN forwards the attach request to the SSF (either with SEAF function or co-located with SEAF)
Step 2: The SSF forwards IMSI, together with other information, to AUSF/ARPF for network authentication
Step 3: AUSF/ARPF returns authentication vectors (AVs) to SSF
Steps 4-5: SSF sends Authentication Request to the UE, which replies with Authentication Response after authenticating the network
Step 6: SSF selects an appropriate slice for the UE based on the UE’s subscription information, UE capabilities, and/or service type etc, if available
Step 7: SSF sends an Attach Request message to MM, forwared to AU/SEAF associated with the selected slice. MM and AU/SEAF belong to Common CP NF
Step 8: AU/SEAF sends to Authentication Data to AUSF/ARPF associated with the selected slice for slice authentication
Step 9: Slice AUSF/ARPF returns the Slice AVs to the AU/SEAF in Slice.
Steps 10-11: Slice AU/SEAF sends Slice Authentication Request to the UE, which replies with Slice Authentication Response after authenticating the network. 
Step 12: MM sends an Attach Response message to SSF, destinated to UE. 
Note: Steps 7-12 are optional, depending on whether Slice Authentication is required
Step 13: SSF sends Attach Response to UE.

5.8.4.z.3	Evaluation 
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