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Abstract of the contribution:  This contribution describes a proposal for Authentication and Key Agreement procedure between the UE and the NextGen core network via for non-3GPP access.
1
Introduction
3GPP TR 23.799, clause 6.8.2, describes deployment and solutions options for non-3GPP access.  Three different deployment cases are illustrated in the clause 6.8.2, as follows:
“
Case 1: NextGen architecture with 3GPP access only.

Case 2: NextGen architecture with non-3GPP access under umbrella coverage of controlling 3GPP access.
Case 3: NextGen architecture with stand-alone non-3GPP access.
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Figure 6.8.2.1-1: Architecture for decoupling and independent evolution of AN and CN

“
This contribution describes a solution proposal for Authentication and Key Agreement (AKA) for the above Case 3.  
2
Proposed Solution
***************Start of Changes****************

5.2.4. Z
Authentication and Key Agreement procedure for untrusted non-3GPP Access

The following high-level architecture is used for standalone untrusted non-3GPP accesses. The details of this architecture are specified in the TR 23.799. 
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A standalone non-3GPP access may support both trusted and untrusted non-3GPP accesses. However, currently only untrusted non-3GPP accesses are considered. Trusted non-3GPP accesses will be considered at a later phase of this work.

In this release it is assumed that UEs that access the NextGen CN over non-3GPP access utilize the 3GPP NAS signalling.
Over untrusted non-3GPP access: 

a. The UE discovers and selects the N3IWF with the same procedure as the ePDG selection in TS 23.402.
b. The UE uses IKEv2 to establish an IPsec tunnel with the selected N3IWF. During this IPsec tunnel establishment the UE is authenticated to the NextGen CN via NG2.

c. After authentication, NAS messages are exchanged between the UE and CP functions via the established IPsec tunnel and via NG2. The N3IWF transparently forwards the NAS messages via NG2.
d. IKE and IPsec are used on the interface between the UE and the N3IWF but additional protocols may be used if needed. 

e. Regardless how many PDU sessions the UE has, there is only one IKE security association between the UE and N3IWF.
5.2.4. Z.1
Solution Overview 

As shown in Figure 5.2.4.z.1.1, upon successful IP connection of a UE to a non-3GPP access followed by N3IWF discovery, the UE starts the IKEv2/EAP-AKA’ protocol exchange to establish an IPsec Tunnel with N3IWF.  During the establishment of the IPsec tunnel, N3IWF starts a 3GPP attached procedure over NG2 on behalf of the UE and attached the UE to NextGen core. The UE sends 3GPP attach parameters to N3IWF, embedded in IKEv2/EAP-AKA’ messages during the IPsec tunnel establishment.
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Figure 5.2.4.z.1.1: High-level Control Plane Procedure for Untrusted non-3GPP Access

Figure 5.2.4.z.1.2 depicts the protocol stack for Untrusted non-3GPP access.
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Figure 5.2.4.z.1.2: IKEv2/EAP/EAP-AKA` Protocol Stack for non-3GPP Access
Editor’s Note:  UE and non-3GPP connectivity and N3WIF discovery are outside the scope of this solution. 

After successful attach / NAS authentication and establishment of IPsec tunnel between the UE and N3IWF, the UE sends NAS messages to N3IWF via the IPsec tunnel which is relayed to the NAS layer CP function over NG1 – as shown in the figure 5.2.4.z.1.3
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Figure 5.2.4.z.1.3: NAS Encapsulation within IPsec Tunnel for non-3GPP Access
5.2.4. Z.2
Attach Procedure via Untrusted non-3GPP Access

This section describes the Attach procedure with flow between the UE and CP function for Un-trusted non-3GPP access, as depicted in Figure 5.2.4.z.1.4.
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Figure 5.2.4.z.1.4: Attach with EPA-AKA flow for Non-3GPP Access

The Attach with EPA-AKA flow for Non-3GPP access is as follows:

1.
Before attempting IKEv2 connection establishment, the UE first needs to discover an N3IWF. This is achieved by configuring in the UE one or more of the following:

-
An IP address (or set of IP addresses) of N3IWF node(s).

-
An FQDN (or set of FQDNs) that can be resolved into IP address of an N3IWF.
-
using DHCP configuration.
2.
UE sends IKE_AUTH Request

3.  N3IWF creates an Attach Request (identity, type) message on behalf of the UE and sends this message to the CP functions over NG2. The identity IE includes the identity received in step 2d and the type IE indicates that this is an attach request over trusted non-3GPP access. The UE sends to N3IWF the information required to create the Attach Request by including the appropriate attributes in message 2c (EAP-RES/AKA-Identity). 3GPP will define These attributes.

4.  The CP functions send an Authentication Request (Authentication Vectors) back to N3IWF. The TEKs are the Transient EAP Keys (i.e. K_aut and K_encr) which are used to protect the EAP-AKA’ signaling between the UE and N3IWF. The TEKs keys are generated as specified in RFC5448. These keys are included in the Authentication Request only when the type IE in the Attach Request indicates non-3GPP access. 

5.
The N3IWF sends an EAP-REQ/AKA-Challenge message to UE. The payload contains the Authentication vectors for key derivation. With authentication vectors.

6-8. The UE verifies the AUTN, generates the session keys (MSK, EMSK, K_aut, K_encr, etc.) and derives the Result (RES) which is sent to N3IWF in an EAP-RSP/AKA-Challenge message. The N3IWF sends an Authentication Response (RES) to CP functions over NG2. As normally, the CP functions verify RES and, if correct, they respond with an Attach Accept message. This message may include parameters (referred to as IEs in the above figure) that should be transferred to UE, e.g. a new temporary UE identity.

9-10.
The CP Functions complete the authentication procedure towards the UE and provides the security context for the UE, including the generic attach security context and the security context for the setup of the IPsec Tunnel. The CP functions forward the security context for the establishment of the IPsec Tunnel over NG2 to the N3ASF

Upon a successful Attach with EPS-AKA procedure, an IPsec SA is established between the UE and N3IWF.  As part of IKEv2 phase 2, in addition to an IPsec SA, the UE also receives an internal IP address that it will be bounded to this IPsec SA.  The internal IP address will be used as a source IP address for IP packets carrying NAS messages from UE to CP – also referred to as NAS bearer.

5.2.4. Z.3
Evaluation

1) Solution allows for common NextGen Core (i.e. common NG2 interface)

2) Solution does not need a new EAP method (although it does require EAP to carry additional parameters in a transparent container)

3) Solution works with EAP methods other than EAP-AKA’ (e.g. in case SA3 decides to go with alternative EAP methods even for 3GPP access)

***************End of Changes****************
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