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Abstract of the contribution: This contribution presnts a discussion on how MASA guarantee the delivery of the serving network public key in a secure manner to the NG-UE. MASA provide the NG-UE of all security measures that defeat any attack which maliciously intend to make the NG-UE falsely accept the authentictity of an attacker as the serving network. Based on this discussion, it is proposed that the following Editor’s Note be deleted. Editor’s Note: How the solution proves the authenticity of the serving network public key is ffs.
1. Introduction
NG-MASA as described in TR33.899 clause 5.2.4.12 has the following Editor’s Note: Editor’s Note: How the solution proves the authenticity of the serving network public key is ffs. This contribution describes how MASA guarantees the authenticity of the Serving Network public key as it is being delivered in the Initial Authentication Response message..
2. Trust Model Discussion
MASA relies on the very well known and defined trust model which depends on when two entities A & B do not have a trust relationship but at the same time each one of A & B has a separet trust relationship with a third entity C, it is very common that A & B can dynamically with the assistance of party C to establish a trust relationship between them.

This concept is well defined in current 3GPP EPS-AKA and other many security models.
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2.1. MASA Trsut Relationship details

2.1.1 NG-UE and Home Network
It is assumed that the NG-UE has a trust relationship with its home network that can be represented by the security credentials in the (e)UICC which is based on symmetric key. 

2.1.2. Serving Network and Home Network 

Throughout 3GPP history, the serving network and the home network has always had a specific trust relationship that allows the two networks to offer different services to their respctive customers, i.e., NG-UEs. This trust relationship exists when the serving network and home network belong to the same 3GPP operator or in the roaming scenario.

The following are some of the services that rely hevily on the fact that there is a trsut relationship between the serving and the home networks:

1. The handling of proper billing and charges

2. Allocation of proper and needed resources to guarantee the delivery of the dynamically negotiated Quality of servce.

3. Etc.

2.2. MASA Guarantee SN public Key authenticity
MASA uses the above described trust model to achieve end-to-end secure solution which guarantees the delivery of serving network ID and public key to the NG-UE in a secure manner that defeats all documented security threats and attacks. The following describes the high level details of the solution.

1. MASA relies on the trust relationship between the serving and home network by trusting the serving network to communicate all the correct and needed information from the NG-UE to the home network HSS over the Authentication and Data Request message, e.g., including the Serving Network ID, the IAR message as has been received by the SeAN from the NG-UE, the HID as receibved from the NG-UE, etc.
2. MASA relies on the trust relationship between the Home Network and the Serving Network for the Home network to deliver the security information that allows the serving network to validate the authenticity of the UE that is requesting the use of the serving network resources., e.g. in 4G, AV, Kasme, XRES, etc. and in MASA IAS encryption and integrity protection keys, RAND2 to protect IAS from replay protection, AV, etc.
3. When SN receives the Authentication & Data Response from the ttrusted home network with success, in MASA serving network is assured that the NG-UE has been authenticated by the HN and thius the HN is providing the SN with the security credentials that will enable to the SN to securely deliver all needed information to the NG-UE, including the AV, SN ID, and SN Public Key.

4. When SeAn builds the IAS, it includes SN ID and SN Public Key that is transmitted while being integrity protected and optionally can be encrypted.

5. When NG-UE receives the IAS message from the serving network, the UE validates the following:

a. Validates that RAND2 is the same as RAND that the NG-UE included in the IAR message while encrypted and integrity protected. In other words no one is able to see RAND2 ecxcept the Home Network and thus the fact that the SN is transmitting RAND2, it is an indication that this SN is trusted by the NG-UE home network.

b. Validates the integrity protection of the IAS based on IASKint which can ONLY be available to the SN after being delivered to the SN by the NG-UE home network. Another indication that the serving network is being trusted by the NG-UE home network.

c. Recovers the received AV which also could be integrity protected only or both integrity protected and encrypted and then authenticate the serving network using RAND and AUTN. After this validation, the NG-UE is assured that is being served by a serving network that is being trusted by the NG-UE home network.

6. After the validation in step No. 5, the NG-UE is assured of the following:

a. The IAS is fresh and not being replayed by an attacker.

b. The IAS authenticity is validated and received from e serving network that is trusted by the NG-UE home network.

c. The IAS is received from a serving network that has been authenticated using a secure mechanism based on EPS-AKA and RAND and AUTN.

d. Every single piece of information that is included in the IAS has been inserted and provided by the current serving network that has proven to be trusted by the NG-UE home network.

7. If the validation in step 6 is TRUE, then the SN ID and SN Public key which has been delivered to at least be integrity proitected and possibly encrypted is authentic and belong to the serving network.

3
Conclusion

MASA guarantees that the IAS delivered to the NG-UE by the serving network is secure and authentic and thus the NG-UE can trust the recived information to the same level it trusts its home network. This means that the following Editor’s Note “Editor’s Note: How the solution proves the authenticity of the serving network public key is ffs“ clause 5.2.4.12.2.3.2 can be deleted.
SA3 is kindly requested to agree to the companion pCR for the TR 33.899.
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Initial Authentication Request (IAR)
{[[Inner Block]KIARenc+RAND1+IMSI+MAC]HPKenc + HID}


Initial State


Utilize Home Network Public Key (HNPK) to prevent IMSI leakage. Protect all communication scenarios from UE to network.
Protect the Initial Authentication Request using HNPK.
Protect the Initial Authentication Response using (e)UICC based keying.


Initial Authentication Response (IAS)
{[RESPONSE+ security parameters]KIASenc+RAND2+MAC}
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