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Discussion
A new key issue #7.X on “Privacy protection of network slice identifier” is proposed under security area #7 “subscriber identifier privacy”.
pCR
<< To the editor: all text is new, the revisions show the changes against 1071 >> 
5.7.3.5	Key issue #7.X: Privacy protection of network slice identifier
5.7.3.5.1	Key issue details
NextGen architecture introduces the concept of network slices. A slice will contain core network and RAN elements. 
In order for the user to choose and to attach to a slice, an identification will be needed. The UE or the provider of the slice may use such slice identifier to select the relevant functions within a certain network slice. One option discussed in 3GPP TR 23.799 [X] is the usage of a multi-dimensional descriptor (MDD) for a network slice.
Based on such network slice identification and on other information (e.g. subscription) available in the network, the UE can use different network slices depending on the type of application and service it requires.

5.7.3.5.2	Security and privacy threats 
If an attacker can correlate the slice identifier can be connected to with the subscriber identity, it is possible to identify a group of users that use the same slice, i.e. they belong to the same interest group, e.g. a group of police men or firefighters in MCPTT. If an attacker wants to deny service for a particular user group, the connection between subscriber identity and network slice identification may lead to such attack.
Note: Similar threats as in clause 5.7.3.2.2 also apply.	Comment by aj: Note to rapporteur, section number may need to be adapted when integrating pCRs.

5.7.3.5.3	Potential security requirements
Ed.note: It is ffs whether for privacy purposes the identifier of a network slice may be temporary.
The identifier of a network slice may be confidentially protected.
It shall be not possible feasible by an unauthorized party to correlate a network slice identifier with long-term user subscription identifiers.
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