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Abstract of the contribution:
This contribution proposes a solution for the security context generation and management for heterogeneous access technology at UE side. 
1. Discussion
In the section 6.12.1.of TR 23.799-50 [1], a unified authentication framework is proposed. At the UE side, supplicant executes the authentication process with the peer on network side. CP-AU performs UE authentication process and interacts with AAA functionality for carrying out the authentication. AAA is the profile repository and authentication function of the Home Network. It stores the subscriber profile and the subscriber long-term credentials and authentication algorithms.
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Figure 6.12.1.1.1-1: Reference architecture for Unified authentication framework for in non-roaming scenario

In the section 6.12.1.1.2 in TR 23.799-50, it describes the functional allocation for authentication and key agreement is as follows:
· the CP-AU is a function located in the NextGen CN. The CP-AU performs authentication for the UE agnostically to the access network(s) the UE is connected to.
-
The authentication framework supporting a security context hierarchy to introduce flexibility in deriving the required security context, while maintaining access-dependent aspects in the access networks. Specifically, in this solution:

-
The CP-AU generates at UE authentication and subsequently maintains the Authentication Security Context. The Authentication Security Context is generated upon UE authentication and is applicable to all security functionality for the UE, i.e. CP-CN Signalling Protection, CP-AN Signalling Protection, and User Plane Protection. The Authentication Security Context may be used to derive additional security contexts, e.g. for the specific access network or the CP signalling protection, depending on the UE capabilities and the other functionality (e.g. MM, SM, etc.) required to provide services to the UE.
-
The CP-AU Authentication Function, upon successful UE authentication derives from the Authentication Security Context, the UE security context(s) for the specific functionality as applicable, further processing the context as follows, e.g.:

-
for AN UP and CP protection: delivers, over AU-AN in NG2, per-UE access independent security context (e.g. keying material) at least to the AN functions.
 -
for CP-CN signalling protection: if control plane needs to be protected between the UE and the CN, CP-AU distributes the CP security context required to protect it.
Editor’s note:
Which entities are provided such security context is FFS and dependent on the solutions for mobility management and session management.

-
The CP-AN receives the access independent security context for the UE and generates and maintains the access network specific UE AN Security Context (e.g. for ciphering and integrity protection) based on the AN Security Context provided by the CP-AU. This includes deriving, in the AN, keying material  for use with that access technology.
-
in case of inter-AN mobility, the source AN may transfer to the target AN the access independent security context received from the CP-AU. Then the target AN derives the access dependent AN Security Context specific to the target AN. As an alternative, the source AN or the target AN may trigger the CP-AU to deliver the access independent security context to the target AN, which in turn derives the access dependent AN Security Context for the UE.
Editor's note:
Whether and how established security associations or contexts are transferred between Network Functions and (re)used, e.g. when the UE's serving Network Function(s) change due to mobility is FFS.
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Figure 6.12.1.1-3: Security Context Hierarchy in the Unified Authentication Framework

In the 4G LTE network, non-3GPP access technologies scuh as Wi-Fi and WiMax have been integrated in to the 3GPP system to provide pervasive access services. 

In section 5.27 of TR-22.891-e00, it requires the next generation network to integrate even more access technologies, including Bluetooth, fixed broadband access etc. into the 3GPP system. The requirement ments are as follows:

· The future network shall be able to provide 3GPP services to the UE using various 3GPP and non-3GPP access networks (e.g. WLAN, Fixed broadband access, Bluetooth, etc.). 

· simultaneous connection to different accesses, capability for the UE to access the 3GPP services provided by the 5G network using non-3GPP access e.g. FMSS…, 

· authentication to access to future network through a non-3GPP access shall use 3GPP credentials.
Considering the requirement on supporting of multiple access technologies in TR 22.891, and also the unified authentication framework and the security context hierarchy recommended in TR 23.799-50, the authentication and context management for different access technologies shall be further elaborated. Therefore, in this proposal, we continue the work on the basis of some of the work done in SA2 and proposed an security context structure at UE side with simultaneous connections of different access technologies and also propose a security derivation method based on the unified authentication framework and and the proposed security context structure. 
2. Proposal
It is proposed to add the following requirement to the section “5.3.4.x
Key Issue #3.y: Security Context Management for UE with Multiple Access Technologies” of TR33.899.
References
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* * * Start of changes * * * *

5.3.4.x
Solution #3.y : Security Context Management for UE with Multiple Access Technologies 

5.3.4.x.1 Introduction

The next generation network system will support multiple access technologies, including previous generation radios, next generation radio, Wi-Fi access technologies, etc. Many of the UE support multiple access technology and UE may establish multiple connections simultaneously to the network with the same 3GPP credentials after the initial authentication based on unified authentication framework. In TR 23.799 [1]， a solution (6.12.1) in key issue 12 for authentication framework has been included. It includes a uniformed authentication framework and a security context structure at the network side.  But a security context structure has not been defined for UE yet. Therefore, we proposed a security context structure at UE side with the uniform authentication framework and network side security context structure taken into consideration. 

5.3.4.x.2 Solution details
With the Next Gen system, a UE may have several simultaneous connections to the network. Different connections may utilize different access technologies. However, different access technology may authenticate with network using the same 3GPP credentials. This solution outlines how the UE authenticates with network and derives security context for each access technology. 

In this solution, different access technology shares the same supplicant at UE side. The supplicant is responsible for the authentication for different access technologies. 

· When the supplicant performs mutual authentication with authentication unit at the network side (CP-AU), if an authentication security context has not been established at the supplicant, then the UE establish a security context within the supplicant. 

Editor notes: UE, device and supplicant need further clarification with SA1 and SA2 respectively
· If the supplicant already has an established authentication security context, then the UE can use the existing authentication security context for mutual authentication with the network authentication entity. If the authentication succeeds, then both the Supplicant and CP-AU update the authentication security context.

· Supplicant transmits the derived security context to the relevant access technology module for the protection of communications. 

Editor notes: Use of term security context in various places need ffs.
Fiugre 5.3.4.x.2-1 shows an example structure of the security context.
[image: image3.png]Secure Storage and
Processing

v ‘supplicant

Authentication
security Context

N

Access Technology 1:
Security Context

Access Technology 2:
Security Context





Figure 5.3.4.x.2-1: Security Context Structure for UE with Simultaneous Connections
Figure 5.3.4.x.2-2 shows the detailed procedure for UE with two different access technologies to establish security context with the uniform authentication framework and the security context derivation method proposed above:

1. The device with access technology 1 within the UE sends a request to Supplicant for authentication. 

Editor Notes: whether device inside UE can request supplicant to perform authentication is ffs.
2. Supplicant authentication with CP-AU within the core network, during which supplicant communicates with Secure Storage and Processing at UE side and CP-AU communicats with credential repository at network side for authentication vectors respectively（2a and 2b）. 

3. Supplicant and CP-AU establish Authentication Security Context with both CP-AU and Supplicant (3a and 3b)

4. Supplicant and CP-AU transmit security context to the relevant device at the UE side and Access Newtork at network side. 

5. Both devices and AN installs the security context and use them for data/signalling protection.

6. The device with access technology 2 within the UE sends a request to Supplicant for authentication. 

7. Supplicant authentication with CP-AU within the core network. The authentication procedure reuses the security context established through the authentication for the first access technology. 

8. Supplicant and CP-AU update Authentication Security Context.

9. Supplicant and CP-AU transmit security context to the relative device (device with access technology 2) at the UE side and Access Newtork at network side.

10. Both devices and AN installs the security context and use them for data/signalling protection.
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Figure 5.3.4.x.2-2: Authentication and Security Derivation with Simultaneous Connections. 
Authentiction Security context:

· Kauth:  key derived after authentication procedure

· Counter: maintained at both supplicant and CP-AU per authentication security context. It is increased by one after each authentication.

· Fast Reauthentication ID: an ID used by supplicant to perform fast reauthentication. 

· Timer: a value specifies the validity of the keys

Editor Notes: Counter and fast authentication ID need for further clarification
After the authentication is finished successfully, the supplicant needs to derive security context for an individual access technology. To isolate the authentication security context from access technologies, the authentication security context is protected and is inaccessible to the individual acces technology. A key derived from Kauth is transmitted to an access technology for data and signalling protection. An example key derivation can be as follows:

· KAT = KDF(Kauth, counter )

The Kauth is always kept within the supplicant and only the KAT is passed to the access technology. Therefore, the session key for an individual access technology is securely isolated from each other. 

* * * End of Changes * * * 
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