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Abstract of the contribution: This contribution proposes a high-level solution approach for Key issue #2.4: Device identifier authentication
1. Introduction

One common way to perform authentication of the reported device identifier is by using a certificate associated with the device (i.e., device certificate).  This pCR proposes a device authentication solution for the NextGen System that makes use of such device certificates.

2. Proposal
It is proposed that SA3 approve the pCR to TR 33.899.

3. pCR
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5.2.4.x
Solution #2.x: Device Identifier Authentication using the Device Certificate

5.2.4.x.1
Introduction  

This solution addresses the Key issue #2.4: Device identifier authentication. In this solution, during the manufacturing of the device, it is securely provisioned with a device certificate and the private key associated with the certificate. The device certificate includes the device identifier (e.g., IMEI in EPS) within a field of the certificate. 
The device certificate is signed by a Certificate Authority (CA). The CA can be a device manufacturer CA or a 3rd party CA that is trusted by the manufacturer. Irrespective of the CA used to sign the device certificate, the operator (or the entity that is performing authentication of the reported device identifier) makes the decision (e.g., as part of operator device certification process) on whether to trust the CA used to sign the device certificate. 
5.2.4.x.2
Solution details  
In this solution, the device authentication is proposed to be performed using NAS messages after the NG-UE’s subscription is successfully authenticated and the security protection is established using keys derived from subscription authentication (similar to NAS Identity Request and Identity Response in EPS). The method proposed here is very similar to the variant 1 of the solution described in clause 5.4.4.2.2 (Enhanced AKA authentication) in TR 33.868 [aa].
Providing device authentication requires that the device has been provisioned with the device certificate. A secure part of the device stores the sensitive device keys such as the private key associated with the device certificate and performs all cryptographic operations that make use of these sensitive keys are performed within the secure part.
NOTE: Secure storage and processing requirements for device credentials and identifiers within the NG-UE is covered in key issue 5.y.
The high-level message flow for NG-UE attachment with device authentication to the NextGen systems using the device certificate is given in the figure below. 
Editor’s Note: The split of functionality between the CP-CN and CP-AU for device authentication is FFS. 
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Figure 5.2.4.x.2-1: NG-UE attach with device authentication
Editor’s Note: It is FFS whether some of the steps in the message flow in the above figure can be optimized (e.g., by combining some of the steps).
1) NG-UE is pre-provisioned (e.g., during device manufacturing) with the device certificate. The certificate (or the public key) of the CA used to sign the device certificate is provisioned in the AAA by operator. Alternatively, this information can be provisioned in the HSS, in which case the AAA has to retrieve the CA certificate from the HSS. Note that the AAA may be configured with the CA certificate(s) for the device(s) that are authorized by the operator.
Editor’s Note: It is FFS exactly where the CA cert (or public key of the CA cert) used to sign the device certificate is stored within the Next-Gen system (e.g., AAA or HSS or another network entity).
Editor’s Note: It is FFS whether the EIR has a role in device authentication (e.g., for revoking services to devices reported stolen).
Editor’s Note: In this solution, it is assumed that the device manufacturer trusted CA cert is used to authenticate the device certificate. It is for FFS whether a service provider trusted CA issued device certificate can be used for device authentication (e.g., OEM issued device certificate is used to secure the issuance/enrollment of service provider trusted CA issued device certificates). The latter approach has the advantage that the service provider doesn’t have to trust the manufacturer trusted CA certs once the devices are enrolled. 
Editor’s Note: The assumption that the CA used sign the device certificate needs to be trusted by the service provider or operator that is performing the device authentication may not meet requirements of all use cases/service providers or operators. It is FFS how to meet these use cases/requirements.
2) The NG-UE sends attach request to the network. After successful subscription authentication (e.g., EPS AKA) by the network, secure communication is established between the UE and the network.

3) CP-AU/CP-CN decides to perform device authentication. This decision may be made based on either the subscription information retrieved from the AAA/HSS or the local policy of the CP-AU.
4) CP-AU/CP-CN sends the request for device identifier and the certificate associated with the device and receives it using protected NAS messages (e.g., Identity Request / Identify Response).  Use of protected NAS messages ensures that the device identity privacy is maintained. The device certificate is only requested by the CP-AU/CP-CN if it wants to perform device authentication and can be skipped if CP-AU/CP-CN wants to only retrieve the device identifier of the device or can obtain the device certificate by other means (e.g. from UE subscription profile).
5) CP-AU/CP-CN retrieves from AAA the information necessary for performing the device authentication. This step can be skipped if the CP-AU/CP-CN has all the information necessary for performing the device authentication.

6) CP-AU/CP-CN sends the device authentication challenge. Optionally, if the network wants to refresh the security context by binding it with the device authentication credentials, it may request the UE to generate a key (KDevice) during the device authentication process.
7) UE generates the device authentication response and sends it to CP-AU/CP-CN.

8) CP-AU/CP-CN verifies the device response and optionally calculates the KDevice.
9) If the network decides to bind the security context using keys derived from device authentication (e.g. to provide a binding between IMSI and IMEI), the network initiates a security mode command and completes the attach procedures.
5.2.4.x.3
Evaluation 

FFS
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