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Abstract of the contribution: This contribution mainly discusses security for service provider connection in next generation system.
1. Introduction 
This contribution is going to address the security for service provider connection in next generation system, in order to clarify and discuss the security issues for different roles in this scenario.
2. Discussion
Next generation network will be designed to serve not only new functions for mobile handset, but also to connect industries (such as manufacturing and processing, intelligent transport, remote health care). Since next generation network is aimed at supporting new business models, such as “connection support by service provider” scenario in TR22.861, security needs to be taken in into account to enable the new business model. 
The following paragraphs are from the SA1’s TR.

TR22.861 v14.0.0
5.1.2.7Traffic scenario 7: connection support by service provider
Control of connectivity based on authorization by the content or service provider can serve various business models. A content or service provider may be willing to pay for the cost of any type of connectivity used for traffic delivery without requiring a user to use specific Apps. In one example, utility company may pay for the traffic generated for the smart meters installed in each house.
This traffic scenario can be further enhanced with out-of-the-box connectivity provision. For the device manufactures or the service providers with global presence, it is hard to know when and where their devices and services will eventually be deployed and activated. Consequently, the manufacturer and the providers will not be able to pre-provision the devices with PLMN specific and IoT service specific information. In this case, rather than requiring a user to manually provision the device, it would be better for the network to provide connectivity to the UE as long as the device manufacture or the service provider is willing to pay for the device. In fact, from a service user point of view, for a device bought at the local store, the device should be usable right away (i.e. out of the box) without any further user involvement for the connection management. 

When service provider pays for the connectivity service for the devices, it is necessary to prevent fraudulent use of the provided connectivity. For that, the network needs to filter out traffic other than for the intended service.

In the traditional mobile system, the authentication model evolves a subscriber (UE) and the operator network, so the authentication mechanism is established between the subscriber/UE and the operator network. This authentication model doesn’t wholly capture the evolved business and new services of next generation network. 
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Figure 2.1 Legacy two-party authentication model for 3G/4G
For next generation network, the business model may further include the network, service provider/ device manufacturer, user of the service, and device, according to the “connection support by service provider” scenario. It’s necessary to consider security and trust issues for these roles in the new business model: 
· The service and network need to trust each other, because for the next generation network, the service or the manufacture pays for the network connection.
· The service or the manufacture pays for the device in order to get network connectivity, so in order to enable the service only pays for desirable devices using this service, the service needs to authorize device/user to get access to the network. 
· When service provider pays for the connectivity service for the devices, it is necessary to prevent fraudulent use of the provided connectivity, which means network access authentication and/or authorization is necessary.
· When the user buy a device in order to access to the service cennectivity, user should trust the device with it’s service information, and device should serve the user exclusively, so there should be mutual trust between user and device (e.g. passcode). 
In fact the security aspects for subcription generation and management to IOT devices are considered also in SA1. The following paragraphs are from the SA1’s TR.
5.1.2.7 TR22.861 v14.0.0
5.1.1.2 Internet of Things security aspects

Some of the devices are expected to be simple sensor kind of devices, potentially without user interfaces. In addition, as devices are expected to be used and managed (e.g., the device owner may sell the device to another user who can then use the device with a subscription to their own network operator) by end users a method of dynamic subscription generation and management is needed in addition to statically provisioned subscription. 
5.1.2.3 Traffic scenario 3: Internet of Things security
In the future it is expected that devices sold outside operators’channels will likely not be preconfigured with operator-specific subscription credentials. In the following traffic scenario an end user buys a 3GPP enabled smart band or other device, which has not been preconfigured for any operator. 
Having obtained a subscription (for the device), when the device tries to connect to the 3GPP network there shall be a mechanism to get to the device appropriate subscription credentials over the 3GPP network so that the device is used in its intended way.
SA1 TR 22.861 ve00 has the following requirements:

[PR.5.1.3.5-002] The 3GPP system shall be able to support enhanced authentication, authorization and charging mechanisms to support various types of connectivity (e.g., subscribed, OTB or content-aware connectivity), with or without the presence of operator credentials in the device.
Base on the above scenarios and requirements from SA1, for the connection support by service provider, the business model may further include the network, service provider/ device manufacturer, user of the service, and device, as shown in the following figure. 
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Figure 2.2 four-party model for the connection support by service provider
For the four parties in the connection support by service provider scenario, the security requirements are the following:
· Mutual trust should be established between the 3GPP network and the service provider.
· Device/user should be authorized by the service to access to the network.
· The device can access to the network with information (e.g., certificate) of the manufacture or the service providers, as long as the mutual trust is established between the 3GPP network and the service provider (e.g., the device manufactures or the service providers is willing to pay for the connection)
· The network should be able to mitigate malicious access. Said differently, the network should be able to authenticate the UE when it tries to access the network for the specific service. It should do so, based on the mutual trust of the service provider or manufacture, even if device is not preconfigured with operator-specific subscription credentials.
· The device should be able to authenticate the network to mitigate malicious network attacks, such as false base station attacks.
In order to support the “connection support by service provider” scenario in SA1, it’s necessary to consider the security mechanism to fulfill the above security requirement in SA3.
3. Proposals  
It is kindly proposed to introduce this key issue into the NG network.
4. pCR 
**************************************************start of change*************************************
5.2.3.y
Key issue #x.y: <security for service provider connection>
5.2.3.y.1
Key issue details
Note: In this key issue, when it is said that service provider or manufacture pays for the network connection, service provider or manufacturer means a 3rd party in general.
Next generation network will be designed to serve not only new functions for mobile handset, but also to connect industries (such as manufacturing and processing, intelligent transport, remote health care). Since next generation network is aimed at supporting new business models, such as “connection support by service provider” scenario in TR22.861, security needs to be taken in into account to enable the new business model. 
In the traditional mobile system, the authentication model evolves a subscriber (UE) and the operator network, so the authentication mechanism is established between the subscriber/UE and the operator network. This authentication model doesn’t wholly capture the evolved business and new services of next generation network. 
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Figure 2.1 Legacy two-party authentication model for 3G/4G
For next generation network, the business model may further include the network, service provider/ device manufacturer, user of the service, and device, according to the “connection support by service provider” scenario. 
SA1 TR 22.861 ve00 has the following requirements:

[PR.5.1.3.5-002] The 3GPP system shall be able to support enhanced authentication, authorization and charging mechanisms to support various types of connectivity (e.g., subscribed, OTB or content-aware connectivity), with or without the presence of operator credentials in the device.
Based on the SA1 scenario and requirement, it’s necessary to consider security and trust issues for these roles in the new business model: 
· The service and network need to trust each other.

· The service needs to authorise device/user to get access to the network.
· It is necessary to prevent fraudulent use of the provided connectivity, which means network access authentication and/or authorization is necessary.
· When the user buy a device in order to access to the service cennectivity, user should trust the device with it’s service information, and device should serve the user exclusively, so there should be mutual trust between user and device (e.g. passcode).. 
For the connection support by service provider, the business model may further include the network, service provider/ device manufacturer, user of the service, and device, as shown in the following figure. 
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Figure m.n four-party model for the connection support by service provider
5.2.3.y.2
Security threats 

Next generation systems are expected to support a large number of devices that can be used by different service, as described in the “connection support by service provider” scenario in SA1. The following threats to the network and device/user needs to be taken into account
If there is no mutual trust between service provider and the network, there is a risk for manipulating the network connection and tampering the service data, which may cause fake service billing information to the network. 
If the device/user isn’t authorized or authenticated by the service, an attacker may be able to impersonate a legitimate device of the service, thus the service and its network resource could be misused.

If the device/user isn’t authenticated or authorised for the network access, the network resources (e.g., network spectrum) would be misused. 
If the device/user does not authenticate the network, malicious network attack could happen e.g. false base station.
5.2.3.y.3
Potential security requirements

SA1 TR 22.861 ve00 has the following requirements:

[PR.5.1.3.5-002] The 3GPP system shall be able to support enhanced authentication, authorization and charging mechanisms to support various types of connectivity (e.g., subscribed, OTB or content-aware connectivity), with or without the presence of operator credentials in the device.
Based on the above SA1 requirement, the security requirements are the following:
· Mutual trust should be established between the 3GPP network and the service provider.
· Device/user should be authenticated and authorised to access to the network.
· The 3GPP network should be able to mitigate malicious access.
· The device should be able to authenticate the network to mitigate malicious network attacks, such as false base station attacks.
****************************************************end of change*****************************************
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