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Abstract of the contribution: The document describes why the group key revocation mechanism in MCPTT needs to be corrected
Introduction

Revocation in MCPTT is currently achieved by transmitting a GMK containing zero'd bytes. To quote 33.179, clause 7.3.2:

"To revoke a security context, the group management server repeats the above steps with a GMK consisting of zero bytes."
This document discusses this revocation mechanism, and shows that either the mechanism will result in a privacy leak, or the mechanism will fail.

Description of Issue

The issue occurs as the User Salt is generated using the GMK as the key to the KDF. In turn, the user salt is used to mask the GMK-ID. TS 33.179 states:
For each user, the GMS creates a 28-bit User Salt by hashing the user's MCPTT ID through a KDF using the GMK as the key as defined in clause F.1.3. The User Salt is xor'd with the 28 least-significant bits of the GMK-ID to create the 32‑bit GUK-ID. The process for generating the GUK-ID is summarized in figure 7.3.1-3.
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Figure 7.3.1-3: Generating the GUK-ID

Consequently, when GMK is revoked, a GMK is distributed containing zero bytes. In this case, one of two things could be done (the specification is currently unclear on this point):
1.
The user salt is calculated using a zero'd key. 

2.
The user salt is calculated using the old 'revoked' GMK.

In the first case, an attacker knows the zero'd key and hence can calculate user salts. If the user's identity is known to the attacker the attacker can remove the user salt and recover the GMK-ID from the GUK-ID in the MIKEY header. Alternatively, if the GMK-ID is known to the attacker, the attacker could calculate the user salt and check whether the recipient has a particular identity. If the attacker neither knows the MCPTT ID or GMK-ID, but has revocation messages for the same key for multiple users, the MCPTT IDs and GMK-IDs may be recovered by finding collisions on the GMK-ID. In any of these cases, a privacy leak occurs.

In the second case, the receiver is unable to calculate the user salt on receiving the zero'd GMK, as the receiver does not know which GMK has been revoked. Consequently, the receiver is unable to calculate the GMK-ID and revoke the key and the process fails.
In either case, the solution requires modification to ensure secure use.

Solution

The GMK need not be revoked by sending a zeroed key. It could also be revoked by simply sending an indication that the GMK had been revoked. As the GMK is transported with a GMK parameters payload (MIKEY extension payload defined in Annex E.6), this parameter payload could also contain a field which indicates whether the GMK has been revoked or not. 
Accordingly the GMK parameter payload is modified with a 32-bit 'Status' which indicates the status of the GMK (revoked or not). The field is added as follows:

1                   2                   3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

! Next payload  ! Type          ! Length                        !

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

!                              IV(1)                            !

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

!                              IV(2)                            !

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

!                              IV(3)                            !

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

!                              IV(4)                            !

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ =
!    Length                     !        MCPTT Group ID         ~ |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ |

~          MCPTT Group ID       ! 0-3 octets of random padding  ! |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ e

!                         Activation time (1)                   ! n

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ c

!                         Activation time (2)                   ! r

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ y

!                            Status                             ! p

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ t
!    Length                     !              Text             ~ e
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ d
~           Text                ! 0-3 octets of random padding  ! |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ |
!    Length                     !             Reserved          ! |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ |

!                  0-15 octets of random padding                ! |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ =
A GMK is now be revoked by re-issuing the GMK with a changed 'Status' parameter.
Conclusion
The solution described is implemented in S3-161062. This change has no impact on any other Stage 2 or Stage 3 specification. 

It is requested that SA3 accepts this correction to prevent a privacy leak of the GMK-ID.
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