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Abstract of the contribution: Propose a key issue that how key derivation performed for network slicing, and provide a solution based on a recommended schem of key derivation.
1. Discussion
Network slicing is a mandate requirement for 5G system, with this feature, UE can access different network service served by different network slice. In order to perform integrity and confidentiality protection per slice, UE need to have network slice security context. Keys are most import elements in the security context, so, how the keys are derived from root keys for each slices need to be studied.
2. pCR
************************************************** Start of change *******************************************************
5.8.1
Introduction 

Editor’s Note: The text in this close needs to be reformulated in a more coherent manner.
Network slicing will be an important component of the Next Generation network. It enables the operator to create networks customised to provide optimized solutions for different market scenarios which demands diverse requirements, e.g. in the areas of functionality, performance and isolation. A network slice is composed of a collection of logical network functions that supports the communication service requirements of particular use case(s).The features and requirements of slicing cause security problems and lead to security requirements. There are some key issues to address to assure the security of slicing network.

Functionalities and capabilities within 3GPP scope that enables the next generation system to support the Network Slicing and Network Slicing Roaming requirements are defined in TR 22.864 [6]. Solutions for the network slicing which include architecture and functionality are defined in TR 23.799 [2].

The support for network slicing concept is studied in TR 23.799 [2] where several related features with potential security implications are considered such as the sharing of network functions and the isolation between the different slices. In particular in relation to isolation, several security requirements are proposed in TR 22.864 [6] where it is implied that network slices might be potentially open for 3rd parties to run their own functions or even might be entirely managed by external parties such as an enterprise or a public safety organization.

Other requirements and use cases from [6] indicate that the service access model is different in the Next Generation systems. UEs are not only able to access the services through different types of access networks: 3GPP, non-3GPP, trusted and less trusted, but also able to simultaneously access services provided by different network slices. All these capabilities combined lead to a proliferation in the number of possible deployment scenarios for example depending on which functions are shared, which type of network access is used, what is the trust relationship between the service provider and the network operator, etc.  

The key issues that need to be addressed by SA3 on this security area include but not limited:

-
Security isolation of network slices;

-
Security mechanism of each slice;

-
Security on UEs’ access to slices;

-
Security on sensitive network elements;

-
Security on management of slicing;

-
Security on interacting with third party;

-
Security of inter slice communications

-
Security key hierarchy schems for network slicing
-
Virtualization security
Editor’s note: A note is to be added to clarify that security isolation of network slices applies to both physical isolation and logical isolation.

**************************************************** End of first change ************************************************
**************************************************** Begin of second change*******************************************
5.8.3.x
Key Issue #8.x: Security key hierarchy schems for network slicing
5.8.3.x.1
Key issue details

TR 23.799 (ref.[2].Annex D) introduces scenarios for support of multiple slices per UE. In order to isolate network slices, different security context per UE per slice is needed, but security context per slice on UE may have common part, particularly for the keys.
Besides common keys for all network slices, the following five schems for slice specific key derivation have been identified. Schem A is applicable for scenario of group A and only one slice security context is active on UE at a time. For other schems, multiple slice security contexts can be active on UE at same time, and they are applicable for scerario of group B, meanwhile schem D and E also applicable for scenario of group C.
-
Schem A derives slice specific keys from different long term keys, UE needs to attach to each slice separately, and detach from one slice before attach to another slice.

-
Schem B derives slice specific keys from same root keys (e.g. CK and IK in LTE), UE needs to attach to each slice separately, and does not need to detach from one slice before attach to another slice. UE-CN secure signalling (e.g. NAS in LTE) is per slice.
-
Schem C derives slice specific keys from key for CN (Kcn, e.g. Kasme in LTE) and key for AN (Kan, e.g. Kenb in LTE). UE is capable to attach once to access all network slices. A common control function for managing Kcn is needed (e.g. security anchor in 5.1.3.2). UE-CN secure signalling is per slice.
Editor’s note1:
To schem C, it is FFS whether different slice derives slice specific keys for CN directly from the Kcn or from a key derived from the Kcn.

-
Schem D derives slice specific keys for UP-CN from Kcn and derives slice specific keys for AN from Kan. UE is capable to attach once to access all slices. A common control function for managing Kcn is needed. Common control function(s) are needed for handling UE-CN secure signalling and dispatch slice specific signalling. UE-CN secure signalling is not per slice.

Editor’s note2:
It is FFS whether more than one common control functions are needed for handling UE-CN secure signalling and dispatch slice specific signalling.

-
Schem E derives slice specific keys for UP only. The only difference between schem E and D is that keys for CP-AN is not slice specific for schem E.
Editor’s note3:
Whether Kan is derived from a root key or from Kcn is FFS. If Kan is derived from a root key, then different slice will have same Kan in mode B.
Editor’s note4:
It is FFS whether UE has secure signalling exchange with more than one virtual serving functions in a slice.
Editor’s note5:
Except for schem A and E, how common signalling (e.g. location management) is handled is FFS.

The question that which schem is used for corresponding scenario and what the detail of the schem is should be studied.

[image: image1.emf]AAA1 SF1

AAA2 SF2

NG-UE

Active UE-CN 

secure signalling

Inactive UE-CN 

secure signalling

Long term key and root keys

UE/KMS

UE/CN

UE/CN-C

Kcn

CKcp-cn

Ikcp-cn

Kan

UE/AN

Ckcp-an

IKup-cn

CKup-cn

Ikcp-an Ckup-an Ikup-an

Active Inactive

Schem A

UE/CN-U

UE/AN-C UE/AN-U

Long term key and root keys

UE/KMS

UE/CN

UE/CN-C

Kcn

CKcp-cn

Ikcp-cn

Kan

UE/AN

Ckcp-an

IKup-cn

CKup-cn

Ikcp-an Ckup-an Ikup-an

UE/CN-U

UE/AN-C UE/AN-U


Figure 5.8.3.x.1-1 Schem A
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Figure 5.8.3.x.1-2 Schem B
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Figure 5.8.3.x.1-3 Schem C
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Figure 5.8.3.x.1-4 Schem D
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Figure 5.8.3.x.1-5 Schem E
5.8.3.x.2
Security threats

tba. 

5.8.3.x.3
Potential security requirements

-
Key hierarchy schems should be specified for network slicing.

************************************************** End of second change **********************************************
************************************************ Begin of third change **********************************************
5.8.4.y
Solution #8.y: UE connects to multiple slices using key hierarchy schem E
5.8.4.y.1
Introduction

This solution addresses key issue #8.x.

5.8.4.y.2
Solution details  

When UE connects to multip slices, a common function for authentication is used to authenticate user, and a security control function (SeCF), which is common for all slices, is used to handle all UE-CN security signalling. The two common functions maybe combined into one serving function or maybe separate. There may be a slice selector (SS), which maybe combined with the SeCF or not, to determine the entry point of a slice and mark the signalling from a slice to NG-UE with the slice id.
Following figure 5.8.4.y.2-1 shows the attach procedure using key hierarchy schem E:
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Figure 5.8.4.y.2-1 Attach procedure
Step 1: The NG-UE sends an Attach Request message, which is an UE-CN signalling, to the RAN.
Step 2: The RAN forwards the Attach Request message to a SeCF.

Step 3: The SeCF ask an AU to authenticate the user by sending an Authentication Request message.
Step 4: The AU sends an Authentication Data Request to AAA.

Step 5: The AAA sends an Authentication Data Response (AVs) to the AU.

Step 6: The AU generate CP-CN keys (e.g. CKcp-cn, IKcp-cn) and Kan based on the AVs received from AAA.
Step 7: The AU performs user authentication procedure to the NG-UE via the SeCF.

Step 8: After successful authenticate the user, the AU sends an Authentication Response (CP-CN keys, Kan) to the SeCF.
Step 9: The SeCF sends a Location Update Request message to a common MM function.

Step 10: The common MM function performs update location procedure and download subscription from the HSS, the subscription includes slice information the user subscribed.
Editor’s note1: It is FFS what does the slice information contain, e.g. slice id, slice description.
Step 11: The common MM function sends a Location Update Response (slice infor) message to the SeCF.
Step 12: The SeCF sends a CN-AN sig1 (Kan) message to RAN, e.g. Initial Context Setup Request. The CN-AN sig1 message contains an Attach Accept message, which is a UE-CN signalling. The Attach Accept message will be forwarded to NG-UE by RAN.
Step 13: RAN generates CP-AN keys (e.g. CKcp-an, IKcp-an) based on the Kan.
Step 14: RAN and NG-UE establish radio connection.
Following figure 5.8.4.y.2-2 shows the service request procedure or radio resource modification procedure using key hierarchy schem E:
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Figure 5.8.4.y.2-2 Service request / Resource modification procedure
Step 1: The NG-UE sends a Service Request (slice id) message or Resource Modification Request (slice id) mesage to a SeCF.
Editor’s note2: It is FFS how NG-UE knows the slice id, e.g. by provisioning or other way.

Step 2: The SeCF sends a Session Setup Request message or Session Modification Request message to a SM of the slice identified by the received slice id.
Step3: The SM performs the UP-CN connection setup or modification procedure per slice.

Step4: The SM sends a Session Setup Response message or Session Modification Response message to the SeCF.

Step5: The SeCF send a CN-AN sig2 (Kan, slice id) message to the RAN, which may include a UE-CN sig1 message, e.g. Session Management Request message.

Step6: The RAN generates the CP-AN keys based on the Kan, and generate UP-AN keys per slice (e.g. CKup-an, IKup-an) based on the Kan and the received slice id.
Step7: RAN and NG-UE establish radio connection.

5.8.4.y.3
Evaluation 

FFS
**************************************************** End of change ************************************************
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