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Abstract of the contribution: This contribution proposes a solution for communication security between the V2X network entities and between the V-UE and the V2X Control Function
1 Introduction 

The contribution proposes a security solution for several reference points in the V2X architecture reference model based on reusing existing security mechanism devised for ProSe in TS 33.303.
2 Proposal

It is proposed to approve the changes below for inclusion in TR 33.885.
3 pCR 

***
BEGIN CHANGES
***

6.y
Solution for communication security with the V2X network entities
6.y.1
Addressed key issues

The solution addresses Key issue #1 on V2X communication security (clause 5.1).

6.y.2
Justification of the solution
The architecture reference model for V2X is based on that of ProSe where the different V2X network entities are playing similar roles and thus running similar procedures as in ProSe. This is reflected in the reference point names where the numbering (V1, V2, V3…) is consistent with that in the ProSe reference point names (PC1, PC2, PC3…). Security mechanisms that protect interfaces like PC2, PC3 and PC4 have been already devised in TS 33.303. Therefore, it is valid to consider similar mechanisms applicable for V2X.
6.y.3
Description of the solution

6.y.3.1
Security of the reference point V3 between the V-UE and the V2X Control Function

It is proposed to reuse the security mechanisms from TS 33.303 clause 5.3 where UICC OTA mechanisms are used for configuration transfer to the UICC, and GBA for the data transfer to the UE.
6.y.3.2
Security of the reference point V2
It is proposed to reuse the mechanisms from TS 33.303 clause 5.4 
6.y.3.3
Network domain security

For all interfaces between network entities such as V4 and V6, it is proposed to reuse the mechanisms from TS 33.303 clause 5.2.
***
END OF CHANGES
***
