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Discussion

This contribution tries to tackle the wording issues pointed out by edithelp and also discusses the editor's notes in 33.117. It proposes to resolve the majority of editor's notes. 

1.
Editor's Note: Security objectives could be used to give a concise overview of the security requirements. This subclause can remain empty until the requirements in the present Annex are stable [quoted from TR 33.806, Annex B.2]. For the content, TR 33.806, clause 5.5, can be taken as a starting point.
Because Security objectives are not used at all, thus this editor's note should be deleted. Furthermore,it is proposed to delete all headings security objective reference in the security requirements (clause 5.2) (not shown in the pCR, as it would make it too long)
2.
Editor's Note: Take TR 33.806, Annex B, as a starting point for the requirements. Take TR 33.806, Annex D, as a starting point for the test cases. 

2a.
Editor's Note: Each requirement shall be immediately followed by its test case(s). If a test case can be used to address several requirements then a reference to a test case further up in the TS may suffice. 

These editor's notes have been handled in the document already, so they can be deleted.
3.
Editor's Note: some more generic text on the purpose and content of this clause tba. 

 As the subclause headings of 5.1 are self-explanatory, this section can be deleted 
4. 
Editor's Note: Take TR 33.806, Annex B.3.2 through B.3.7, as a starting point. Keep substructure of Annex B.3.3 through B.3.7 as appropriate.

4a.
Editor's Note: starting from Annex B.3.3 
These haven been dealt with already, so they can be deleted

5.
Editor's note: Clarify what is meant by 'personal data' and if/how a tester decides that all ' personal' data sources have been checked.
Open

6.
Editor's note: Requirements around firmware authentication are FFS.

Open

7. Editor's note: It is FFS whether a documentation check only is sufficient i.e. that actual test verification by the evaluators is not required. This issue can be reviewed after the pilot evaluation of the MME.
Open

8.
Editor's Note: It is ffs whether the tester shall check the adequacy of the list of system functions in pre-condition 1, if so, how could he do it?
This refers to 1. The manufacturer shall supply the list of system functions which include network services, local access via a management console, local usage of operating system and applications.

9.
Editor's Note: Test cases TBA.

Dealt with already, so can be deleted
10.
Editor's Note: it is ffs whether this requirement can be generalized to cover both GTP-C and GTP-U or that a separate requirement or no requirement for GTP-U is needed.

Open

11.
Editor's Note: Take TR 33.806, Annex B.4, as a starting point. Keep substructure of Annex B.4 as appropriate.

Dealt with already, so can be deleted

12.
Editor's Note: It needs to be tested in addition that a correct configuration of protocols and services survives a system reboot.

A system reboot is proposed to be added to the test cases.

13.
Editor's Note: It is FFS on how to further expand the test case to include review of system files and libraries to ensure no undeclared files or libraries are present.

Open

14.
Editor's note: It is FFS whether a documentation check only is sufficient i.e. that actual test verification by the evaluators is not required. This issue can be reviewed after the pilot evaluation of the MME.
Open

15.
Editor's Note: It is FFS whether this test case applies to non-UNIX based operating systems as well.
It is proposed to delete this editor's note and fix this when problems with non-UNIX based operating systems arise in testing.

16. Editor's Note: test cases and security objective references tba.
Dealt with already, so can be deleted

17. Editor's Note: how to review the list of services, for each interface, against the minimum security requirements is ffs.

17a. Editor's Note: how to establish a list of insecure services is ffs.

Open

18.
Editor's note; the scope for Vulnerability Scanning (i.e. application only or both application and Operating System) shall be clarified.
It is proposed to include applications, as the differentiation between OS and application are not clean. Furthermore, why would anyone allow known vulnerabilities in applications, such as web servers?

19.
Editor's Note: how to review the list of services, for each interface, against the minimum security requirements is ffs.

19a. Editor's Note: how to establish a list of insecure services is ffs.

Open

20.
Editor's Note: It is ffs whether this severity rating is to be established by 3GPP or rather as part of the accreditation process of the evaluator's test lab. An example could be CVSS.
It is proposed for 3GPP not to invent its own severity rating, especially as there has been no effort on this so far.

21.
Editor's Note: how to review the list of services, for each interface, against the minimum security requirements is ffs.

21a. Editor's Note: how to establish a list of insecure services is ffs.

Open 
Proposal

It is proposed to accept the following pCR.
Furthermore, it is proposed to remove Security objective references.

********************************* First Change *****************************

4
Void

********************************* Next Change *****************************

5
Catalogue of security requirements and related test cases



********************************* Next Change *****************************

5.1.1
Void

********************************* Next Change *****************************

5.2
Security functional requirements and related test cases


********************************* Next Change *****************************

5.2.3
Technical baseline


********************************* Next Change *****************************

5.2.3.4.2.1
Accounts protection by at least one authentication attribute.

Requirement Name: Accounts protection by at least one authentication attribute.
Requirement Description: The various user and machine accounts on a system shall be protected from misuse. To this end, an authentication attribute is typically used, which, when combined with the user name, enables unambiguous authentication and identification of the authorized user.

Authentication attributes include:

-
Cryptographic keys

-
Token

-
Passwords
This means that authentication based on a parameter that can be spoofed (e.g. phone numbers, public IP addresses or VPN membership) is not permitted. Exceptions are attributes that cannot be faked or spoofed by an attacker. 

NOTE: 
Several of the above options can be combined (dual-factor authentication) to achieve a higher level of security. Whether or not this is suitable and necessary depends on the protection needs of the individual system and its data and is evaluated for individual cases.

Security Objective references: tba.
TEST CASE:

Test Name: TC_ACCOUNT_PROTECTION

Purpose:

To ensure that all accounts are protected by at least one authentication attribute.
Procedure and execution steps:

Pre-Conditions:

1)
All predefined accounts are identified in the documentation accompanying the Network Product.

2)
Instructions of how to create new accounts are provided in the documentation accompanying the Network Product.

3)
Instructions of how administrator user can view all existing accounts in the database are provided in the documentation accompanying the Network Product.

NOTE: 
No test is provided here for finding undocumented hard coded accounts as such tests may be impossible to define in a general way. 

Execution Steps:

The accredited evaluator's test lab is required to execute the following steps:

1)
After login via account with necessary access rights (e.g. Admin) search in the database for any undocumented account.

2)
Attempt login to all predefined accounts identified (either documented or not) with and without using the respective authentication attribute.

3)
Create a new account by following instructions in documentation.

4)
Attempt login to the newly created account.

Expected Results:

1)
It is not possible to login to any predefined account without using at least one authentication attribute that satisfies the conditions in the requirement.

2)
It is not possible to login to any newly created account without usage of at least one authentication attribute that satisfies the conditions in the requirement.
Expected format of evidence: tba
********************************* Next Change *****************************

5.2.3.4.2.2
Predefined accounts shall be deleted or disabled.

Requirement Name: Predefined accounts shall be deleted or disabled.
Requirement Description: All predefined or default accounts shall be deleted or disabled. Many systems have default accounts (e.g. guest, ctxsys), some of which are preconfigured with or without known passwords. These standard users shall be deleted or disabled. Should this measure not be possible the accounts shall be locked for remote login. In any case disabled or locked accounts shall be configured with a complex password as specified in clause 5.2.3.4.3.1 Password Structure. This is necessary to prevent unauthorized use of such an account in case of misconfiguration.

Exceptions to this requirement to delete or disable accounts are accounts that are used only internally on the system involved and that are required for one or more applications on the system to function. Also for these accounts remote access or local login shall be forbidden to prevent abusive use by users of the system.
Security Objective references: TBA.
TEST CASE: 
Test Name: TC_PREDEFINED_ACCOUNT_DELETION

Purpose:

To ensure that predefined accounts are deleted or disabled unless there is specific exception as defined in the requirement 5.2.3.4.2.2.
Procedure and execution steps:

Pre-Conditions:

1)
All predefined accounts are identified in the documentation accompanying the Network Product.

2)
Instructions of how administrator user can view all existing accounts in the database are provided in the documentation accompanying the Network Product.

NOTE: 
No test is provided here for finding undocumented hard coded accounts as such tests may be impossible to define in a general way.

Execution Steps:

1)
Check in documentation of the existence of any documented predefined account and what is the reason for existence.

2)
After login via account with necessary access rights (e.g. Admin) search in the database for any undocumented account.

3)
Check the password complexity of such existing predefined accounts according to the test provided in clause 5.2.3.4.3.1.

4)
Attempt remote login to such predefined accounts.

Expected Results:

1)
Predefined accounts are either deleted/ disabled or, if existing, the reason is in accordance with the requirement exception.

2)
If there are active predefined accounts in accordance with the requirement exception then there is no remote login possibility.

3)
If predefined account is either disabled or locked then it shall anyway fulfil the complex password requirements as specified in clause 5.2.3.4.3.1 after enabling or unlocking it.

Expected format of evidence: 


Evidence can be presented in the form of screenshot/screen-capture on showing for example a remote login failure or complexity of a password of e.g. locked or disabled accounts.
********************************* Next Change *****************************

5.2.3.6
Logging


********************************* Next Change *****************************

5.2.6.2.2
Interface robustness requirements

Requirement Name: Manipulated packets that are sent to an address of the network device shall not lead to an impairment of availability.
Requirement Description:

A network device shall be not affected in its availability or robustness by incoming packets, from other network element, that are manipulated or differing the norm. This means that appropriate packets shall be detected as invalid and be discarded. The process shall not be affecting the performance of the network device. This robustness shall be just as effective for a great mass of invalid packets as for individual or a small number of packets.

Examples of such packets are:

-
Mass-produced TCP packets with a set SYN flag to produce half-open TCP connections (SYN flooding attack).

-
Packets with the same IP sender address and IP recipient address (Land attack).

-
Mass-produced ICMP packets with the broadcast address of a network as target address (Smurf attack).

-
Fragmented IP packets with overlapping offset fields (Teardrop attack).

-
ICMP packets that are larger than the maximum permitted size (65,535 Bytes) of IPv4 packets (Ping-of-death attack).

-
Uncorrelated reply packets (i.e. packets which cannot be correlated to any request). 

Sometimes the relevant behaviour of the network device will be configured. In other cases, the behaviour of the network device may only be verified by the relevant tests.

Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.
Test case: Refer to Test Case in clause 5.4.4
********************************* Next Change *****************************

5.3
Security requirements and related test cases related to hardening


********************************* Next Change *****************************

5.3.2.1
No unnecessary or insecure services / protocols

Requirement Name: No unnecessary or insecure services / protocols

Requirement Description: 

The network product shall only run protocol handlers and services which are needed for its operation, and which do not have any known security vulnerabilities. In particular, by default the following services shall be initially configured to be disabled on the network product by the vendor. Disabled protocols may still need to be enabled for other reasons by the operators, e.g. remote diagnostics.

-
FTP

-
TFTP

-
Telnet

-
rlogin, RCP, RSH

-
HTTP

-
SNMPv1 and v2

-
SSHv1

-
TCP/UDP Small Servers (Echo, Chargen, Discard und Daytime)

-
Finger

-
BOOTP server

-
Discovery protocols (CDP, LLDP)

-
IP Identification Service (Identd)

-
PAD

-
MOP

NOTE 1:
As an alternative to disabling the HTTP service, it is also possible for this service to remain active for reasons of user friendliness. In this case, however, queries to the web service may not be answered directly on this port but from a redirected to HTTPS service.

Note 2:
 Full documentation of required protocols and services of the network product and their purpose needs to be provided by the vendor as prerequisite for the test case.

Test Case: TBA


Test Name: TC_NO_UNNECESSARY_SERVICE

Purpose:

To ensure that on all network interfaces, there are no unsecure services or protocols that might be running.

Procedure and execution steps:

Pre-Conditions:

A list of all required network protocols and services containing at least the following information shall be included in the documentation accompanying the Network Product:

-
protocol handlers and services needed for the operation of network product;

-
their open ports and associated services;

-
and a description of their purposes.

The tool used shall be capable to detect and identify the protocol handlers and running services in the system.

Execution Steps

The accredited evaluator's test lab is required to execute the following steps:

1.
Verification of the compliance to the prerequisites:

a.
Verification that the list of available network services and protocol handlers is available in the documentation of the Network Product.

b.
Validation that all entries in the list are meaningful and reasonably necessary for the operation of the Network Product class.

2.
Identification of the network services and protocol handlers by means of capable tools or any other suitable testing means.

3.
Validation that there are no entries in the list of network services and handlers apart from the ones that have been mentioned and deemed necessary for the operation of the Network Product in the attached documentation.
4.
The tester shall reboot the network product and re-execute execution steps 2 and 3 without further configuration.
Expected Results:

The report will contain: 
-
The names and version of the tool(s) used. 
-
Information of all the protocol handlers and services running in the network product. 

Result will show:
-
There are no unnecessary services running in the network product except for the ones which are deemed necessary for its operation. 
-
Any undocumented services running on the network product should be highlighted and brought out in the report.
-
The behaves the same after reboot as before.
Expected format of evidence:

A report provided by the testing agency which will consist of the following information:

-
The used tool(s) name and version information

-
Settings and configurations used 

-
The output pertaining to the test case performed and

-
The test results i.e. services existing or not existing in the MME

********************************* Next Change *****************************

5.3.3.1.6
External file system mount restrictions

Requirement Name: External file system mount restrictions

Requirement Description: 

If normal users are allowed to mount external file systems (attached locally or via the network), OS-level restrictions shall be set properly in order to prevent privilege escalation or extended access permissions due to the contents of the mounted file systems.

Implementation example: In Linux systems, administrators shall set the options nodev and nosuid in the /etc/fstab for all filesystems, which also have the "user" option.

Test Case: 

Test Name: TC_EXTERNAL_FILE_SYSTEM_MOUNT_RESTRICTIONS
Purpose:

Verify that OS-level restrictions are set properly for users that are allowed to mount external file systems (attached locally or via the network). This is to prevent privilege escalation or extended access permissions due to the contents of the mounted file systems.
Procedure and execution steps:

Pre-Condition:

Tester has admin access to check and configure the external filesystem mount permissions in the OS.
Tester has username and password of a user in the network product that has external filesystem mount privileges.

Execution Steps

Execute the following steps:

1.
The tester shall verify that OS-level restrictions are set properly in order to prevent privilege escalation due to the contents of the mounted file systems (e.g. In Linux systems, administrators shall set the options nodev and nosuid in the /etc/fstab for all filesystem, which also have the "user" option). The tester checks that OS-level parameters are configured correctly on the system.

2.
The tester mounts an external filesystem prepared by the tester with files exploiting privilege escalation methods (e.g. with writable SUID/GUID files).

3.
The tester tries to gain privileged access to system by using a suitable privilege escalation method using the contents of the mounted file system and then confirms that privilege escalation doesn't happen.


Expected Results:

The OS-level restrictions are set properly in order to prevent privilege escalation or extended access permissions due to the contents of the mounted file systems.
Any privilege escalation method used by the tester should be blocked.
Expected format of evidence:

Screenshot containing the configuration file showing that OS-level restrictions are set properly for users that are allowed to mount external file systems.
********************************* Next Change *****************************

5.4
Basic vulnerability testing requirements


********************************* Next Change *****************************

5.4.2
Port Scanning

Requirement Name: Port scaning
Requirement Description: 
It shall be ensured that on all network interfaces, only documented ports on the transport layer respond to requests from outside the system.

The test for this requirement can be carried out using a suitable tool or manually performed as described below. If a tool is used then the tester needs to provide evidence, e.g. by referring to the documentation of the tool, that the tool actually provides functionality equivalent to the steps described below.
Security Objective references: TBA
Test Case: 

Test Name: TC_BVT_PORT_SCANNING

Purpose:

To ensured that on all network interfaces, only documented ports on the transport layer respond to requests from outside the system

Procedure and execution steps:

Pre-Conditions:

A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:

1.
all interfaces providing IP-based protocols;

2.
the available transport layer protocols on these interfaces;

3.
their open ports and associated services per transport layer protocol;

4.
and a free-form description of their purposes.

Editor's Note: how to review the list of services, for each interface, against the minimum security requirements is ffs.

Editor's Note: how to establish a list of insecure services is ffs.

The port scanning tool that is used shall be capable to detect open ports on the relevant transport layer protocols.

NOTE: 
It might not be possible for certain transport layer protocols (like UDP) to unambiguously detect whether a port is open or not by means of external port scanning. Also in some circumstances it might not be efficient to do external port scanning, e.g. if there are security measures to limit the rate a system can be probed. In those cases the accredited evaluator's test laboratory determines another means suitable to verify which ports are open.

Execution Steps

The accredited evaluator's test lab is required to execute the following steps:

1.
Verification of the compliance to the prerequisites:

a.
Verification that the list of available network services is available in the documentation of the Network Product 

b.
Validation that all entries in the list of services are meaningful and reasonably necessary for the operation of the Network Product class

2.
Identification of the open ports by means of capable port scanning tools or other suitable testing means

3.
Verification that the list of identified open ports matches the list of available network services in the documentation of the Network Product 

Expected Results:

The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output containing all the technically relevant information about test results is evidence and shall be part of the testing documentation.

All discrepancies between the list of identified open ports and the list of available network services in the documentation shall be highlighted in the testing documentation.

Expected format of evidence:

NA
********************************* Next Change *****************************

5.4.3
Vulnerability Scanning

Requirement Name: Vulnerability Scanning
Requirement Description: 
The purpose of vulnerability scanning is to ensure that there no known vulnerabilities (or that relevant vulnerabilities are identified and remediation plans in place to mitigate them) on the Network Product, both in the OS and in the applications installed, that can be detected by means of automatic testing tools via the Internet Protocol enabled network interfaces.
Vulnerability scanning tools may also report false positives and they shall be investigated and documented in the test report.

The test for this requirement can be carried out using a suitable tool or manually performed as described below. If a tool is used then the tester needs to provide evidence, e.g. by referring to the documentation of the tool, that the tool actually provides functionality equivalent to the steps described below.
Security Objective references: TBA
Test case: 
Test Name: TC_BVT_VULNERABILITY_SCANNING

Purpose:

The purpose of vulnerability scanning is to ensure that there no known vulnerabilities (or that relevant vulnerabilities are identified and remediation plans in place to mitigate them) on the Network Product that can be detected by means of automatic testing tools via the Internet Protocol enabled network interfaces.

Procedure and execution steps:

Pre-Conditions:

A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:

-
all interfaces providing IP-based protocols;

-
the available transport layer protocols on these interfaces;

-
their open ports and associated services;

-
and a free-form description of their purposes.

NOTE 1: 
This list is to be validated as part of the BVT port scanning activity.

Editor's Note: how to review the list of services, for each interface, against the minimum security requirements is ffs.

Editor's Note: how to establish a list of insecure services is ffs.

The used vulnerability scanning tool shall be capable to detect known vulnerabilities on common services. The used vulnerability information shall be reasonably recent at the time of testing.

Execution Steps

The accredited evaluator's test lab is required to execute the following steps:

1.
Execution of the suitable vulnerability scanning tool against all interfaces providing IP-based protocols of the Network Product.

2.
Evaluation of the results based on their severity, e.g. the CVSS severity.


Expected Results:

The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output is evidence and shall be part of the testing documentation.

The discovered vulnerabilities (including source, example CVE ID), together with a rating of their severity, shall be highlighted in the testing documentation.

NOTE 2: 
This testing documentation is input to the vulnerability mitigation process (that may include patching). This is part of the product lifecycle management process developed by GSMA SECAG.

Expected format of evidence:

NA
********************************* End of Changes *****************************

