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Abstract of the contribution:

This contribution proposes a solution detailing the steps a UE could take to ensure a network is authorized to serve the UE. It also includes cross-references to Security Areas #10 "Network domain security" and #11 "Security visibility and configurability".
1.  Pseudo Change Request

***********START OF CHANGES******************
5.6.4
Solutions
5.6.4.z
Solution #6.z:  Network Authorization by UE
5.6.4.z.1
Introduction  


This is a solution for key issue #6.2: Network Authorization. It also includes cross-references to Security Areas #10 "Network domain security" and #11 "Security visibility and configurability".
5.6.4.z.2
Solution details  
A UE may proceed as follows to authorize a network:

The UE extracts the identity of the network serving the UE, e.g. SN-id = Serving Network Identity (in case EPS AKA is used) or ANID = access network identity (in case EAP-AKA’ is used) from a received authentication message. If a list of authorized serving/access network identities is available in the UE then the UE checks whether the received serving/access network identity is contained in this list. If so the UE proceeds. If a list of forbidden serving/access network identities is available in the UE then the UE checks whether the received serving/access network identity is contained in this list. If so the UE aborts the procedure by sending a reject message. If an identity was broadcast in a user-friendly (human-readable) form over the radio then the UE compares this broadcast identity with the received serving/access network identity. If they do not match then the UE aborts the procedure by sending a reject message. In all other cases, the UE displays the received serving/access network identity to the user. The user can then identify serving network identities that do not belong in the geographical area he is located in. In addition, the UE may block certain services, depending on risk model.

NOTE: The authentication of the serving/access network identity in EPS AKA or EAP-AKA’ by the UE is no end in itself, but is used as a basis for a decision either by the UE (based on lists) or by the human user whether to proceed with connecting to this network. Merely comparing the serving/access network identity received with a broadcast identity (cf. next paragraph) is not enough as both may match, but may point to a network name not acceptable to the user. Therefore, unless there are lists of trusted or forbidden access networks in the UE, the serving/access network name needs to be displayed to the user for making a decision.

There are variants of this: Security area#10 on Network Domain Security contains a solution that proposes the use of Circles of Trust. The list of authorized serving network identities available in the UE could reflect membership of the network in one of these Circles of Trust. Due to the guarantees provided by the Circles of Trust, the UE can be assured that the received serving network identity has not been spoofed by means of impersonation in the Interconnection network.
For the steps above, where something is displayed to the user, or where lists can be configured in the UE, there is an obvious dependency on Security area#11 on" Security visibility and configurability".
5.6.4.z.3
Evaluation 

***********END OF CHANGES******************

