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This PCR provides changes for Key Issue #2.1: Authentication framework
1. Introduction
The goal of this PCR is to add details to the use case for Key Issue #2.1: Build an authentication framework that is robust, flexible enough to support the various services and is access technology agnostic.
2. PCR
****************** Begin Change *******************

5.11.3.4
 Key Issue #11.4: On demand security framework

5.11.3.4.1
Key issue details

The next generation system is expected to accommodate various services defined in the 3GPP TRs 22.861, 22.891, 22.862. 22.863. In order to guarantee better support operator or 3rd party services, the 3GPP network should support a flexible authentication framework for network and service access.

The purpose of this key issue is to identify how the authentication framework could efficiently and adequately support different kinds of scenarios and applications.

This key issue would address the following general aspects:

-
establishment of mutual trust and security between 3GPP network operator and a 3rd party service
Editor's note: the inclusion of the word 'trust' is ffs

Editor’s note: It is ffs whether 3d parties are to be involved in the authentication between the UE and the network or services.

-
provide the authentication capability of the network to operator and 3rd party services 

Editor’s note: network uses the authentication capability of the service in order to enable service related or network access authentication

5.11.3.4.2
Security threats 

Weak authentication could cause the resource of operators to be  misused or overloaded.
It is envisioned that a large number of devices (e.g. IoT devices) are expected to be supported and serviced by 5G networks. Each of these devices may perform a full authentication procedure (e.g. AKA) each time they connect or re-connect using different access network (e.g. non-3GPP). Such a volume of authentication requests / responses that may traverse back-and-forth between the UE and the network may cause the resources of the 5G HSS / AuC to be exhausted thus causing a DoS scenario. 
5.11.3.4.3
Potential security requirements

The authentication framework shall be protected against misuse and overload.

Editor's Note: The following requirements need more motivation, e.g. from threats. 

Editor's Note: It is ffs whether the authentication framework shall support establishment of mutual trust and security between a 3GPP network operator and 3rd party services.

· The authentication framework shall support authentication for network and service access. 

· The authentication framework shall support authentication based on network and service. 

· The authentication framework shall support authentication for 3GPP and non-3GPP defined access networks.

Editor's Note: It is ffs whether the authentication framework shall support alternative authentication methods with different types of credentials. The types of credentials and how to use these credentials are ffs.

· EPS AKA shall be supported for accessing to LTE network either during initial access or via mobility events.

-
The system shall support enhanced authentication mechanism while maintaining backward compatibility.
· The system shall support efficient (e.g., low message overhead) authentication procedures
******************* End Change ********************

3. Conclusion

It is proposed to add the contents of this PCR to TR 33.899
[image: image1.png]



