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Abstract of the contribution
This contribution adds text to address the Editor notes in 5.8.3.2   
1. Pseudo Change Request

***********START OF CHANGES******************
5.8.3.2 
Key Issue #8.2: Security mechanism differentiation for network slices

5.8.3.2.1
Key issue details

The next generation network will be a service-oriented network and different services have different requirements, including security. As proposed in TR 22.891 (ref.[7] 5.2.3 ), the 3GPP System shall have the capability to conform to service-specific security assurance requirements in each single network slice, rather than the whole network, which means every slice can have service-specific security mechanisms(including e.g. policy, protocols and functions and so on) configured. 
-
On eMBB services, we could reuse or optimize the mechanism in LTE, i.e. to keep the authentication and credential management entities within the core network and use IMSI as the user’s only credential. 

-
On IoT services, the more quick access authentication protocol should be considered to meet the requirement of large amount devices visit "AN" (e.g. RAN node or common function node), the lighter cryptographic algorithms or/and protocols should be considered to meet low cost and low battery situation on IoT devices.

The UE when it does network attach is supposed to include a network slice selection parameter ( E.g.multi dimensional descriptor (MDD)) if it has one. Based on the network selection parameter the controller node in the default network slice will make choice and assign the UE to a dedicated network tenant or to a dedicated application specific network slice indicated by a slice type. Each network slice can define its own security policies and security mechanisms.
When choosing security mecahnsism for each slice, one should balance between the potential threat, required security and its cost. Every single service scenario may have different consideration. Definition of security mechanism in every slice should consider these aspects. 

Editor’s note: It is FFS for other service technology requirements on security mechanisms. It is FFS how to define the controlling policy on security mechanisms.

5.8.3.2.2
Security threats 

Different network slice tenants may have different access authentication requirements. E.g network slices belonging to public safety or police may be sensitive and may have different access authentication than a network slice that is commercially used.  In addition, network slices hosting application specific functions may have access security as well session security as demanded by the application. In the absence of proper level of security for each network slice, both access and session can get compromised.


5.8.3.2.3
Potential security requirements.

To satisfy security requirements from different types of network slices, the 3GPP System shall have the capability to conform to service-specific security assurance requirements in a single network slice, rather than the whole network. Different security mechanisms shall be supported to meet the slice specific requirement. The controlling policy among different security mechanisms shall be supported.

It should be possible to define access security mechanisms as well as session security mechanisms (e.g.control plane, user plane, handover etc) for every network slice.
***********END OF CHANGES******************

