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1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G.
The pCR introduces an additional key issue for “area #2 Authentication”, based on a requirement from 3GPP TR 22.861. This requirement calls for enhanced authentication “to authenticate a user and a device (e.g. using biometric authentication”.  The pCR also describes some related security threats and potential security requirements, as well as some solutions which could meet the requirements

2. Text proposal
In line with the discussion presented in the previous clause it is proposed to introduce the following changes to [1]. 
The first proposed text adds some additional References:
~ ~ ~ Start of first text proposal ~ ~ ~
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 23.799: "Study on Architecture for Next Generation System".
[3]
3GPP TR 22.861: "Feasibility Study on New Services and Markets Technology Enablers for Massive Internet of Things". 

[4]
3GPP TR 22.862: "Feasibility Study on New Services and Markets Technology Enablers - Critical Communications". 

[5]
3GPP TR 33.849: "Study on subscriber privacy impact in 3GPP".

[6]
3GPP TR 22.864: "Feasibility Study on New Services and Markets Technology Enablers - Network Operation".
[7]
3GPP TR 22.891: "Study on New Services and Markets Technology Enablers".
[8]
3GPP TS 22.185: "Service requirements for V2X services".
[9]
NGMN Alliance [Internet]. [cited 13 April 2016]. Available from: https://www.ngmn.org

[10]
NGMN 5G White Paper V1.0 [Internet]. [cited 13 April 2016]. Available from: https://www.ngmn.org/fileadmin/ngmn/content/downloads/Technical/2015/NGMN_5G_White_Paper_V1_0.pdf
[11]
5G Ensure Project [Internet]. [cited 30 March 2016]. Available from: http://www.5gensure.eu/
[12]
5G Ensure Deliverable D3.1 - 5G-PPP security enablers technical roadmap (early vision) [Internet]. [cited 30 March 2016]. Available from: http://www.5gensure.eu/sites/default/files/Deliverables/5G-ENSURE_D3.1-5G-PPPSecurityEnablersTechnicalRoadmap_early_vision.pdf
[13]
3GPP TR 22.863: "Feasibility Study on New Services and Markets Technology Enablers - Enhanced Mobile Broadband". 

[m] 

FIDO UAF Complete Specifications, version 1.0, December 2014, http://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208.zip
[n] 
Mobile Connect, https://developer.mobileconnect.io/about
~ ~ ~ End of first text proposal ~ ~ ~
~ ~ ~ Start of second text proposal ~ ~ ~
5.2.3.a 
Key Issue #2.a: Authentication of the user 

5.2.3.a.1 
Key issue details

The following requirement is stated in clause 5.1.3.5 of [3]:

"Enhanced authentication mechanism shall enable an operator to provide efficient means to authenticate a user and a device (e.g., using biometric information)."

This could mean one or both of the following and it is not clear in [3] which is intended:

-
the operator needs to be able to determine and verify the identity of a user already associated with that device; or
-
the operator needs to be able to determine and verify the identity of a user, even if that user is using the device for the first time.

There may be some overlap here with the “identifications of subscriptions” issue discussed in clause 5.2.3.3.1. 

Efficient authentication for a group of IoT devices to reduce the signalling overhead is required in NextGen network to lighten the impact on the network, and more importantly, to decrease the chance of signalling storm. But treating devices as a group could create problems if the devices have (or potentially could have) different users. 

5.2.3.a.2 
Security threats

A device may be used by an attacker other than an intended user, compromising privacy of user data and/or integrity of data reported by the device (e.g. the user’s medical information may be contaminated with data pertaining to the attacker). If the same device has multiple users, then these users may be able to compromise each other’s privacy and/or the integrity of each other’s data.  If actions are billed on a per-user basis, then fraudulent usage may occur (by pretending to be a different user of the device, the fraudulent user transfers the bill to that other user).

An attacker may learn or compromise user authentication information (PINs, biometrics etc.) from a device or from a server. This may lead to loss of user privacy and authentication fraud. Use of a central server may lead to a mass compromise of multiple users’ information at once. 

User privacy may be compromised if the user is authenticated using the same credentials toward multiple services and relying parties. Use of a common credential may allow the user’s actions across services to be linked together, and so create pervasive tracking of the user beyond the user’s awareness and consent. 

Where IoT devices are authenticated as a group, an attacker may get his own IoT device registered as part of another user’s group, or may take control of a device which is part of some other user’s group. The actions of the attacker would then be attributed (e.g. billed) to the victim user. 

5.2.3.a.3 
Potential security requirements

It shall be possible for devices to securely authenticate a single registered user, or any one of a set of registered users. 

For any given device, it shall be possible for a mobile network and/or an IoT service to determine: whether a registered user has been authenticated; which user has been authenticated (if there are several registered users); the means that were used to authenticate the user (e.g. was it PIN, password or biometric); and/or other factors related to the reliability of authentication (e.g. how recently was this done, were there retries?)  

It shall be possible for devices to register new users, in such a way that an operator and/or IoT service can associate the newly-registered user with an already-known party (e.g. the known user of another device). 

Sensitive user authentication data (especially biometric information) shall be stored in a way which makes compromise very difficult. Mass compromise of many users’ data shall be prevented. Tracking of a user across different services without the user’s consent shall be prevented.

Where devices are joined into a group, for purposes of authentication to a network and/or IoT service, each group shall have a designated owner who is recognized by the network and/or IoT service (for purposes of responsibility, billing etc). A device shall not join or leave a group without this action being confirmed by the owner of that group. For any given group-joined device, the owner shall be able to determine if a new user registers to the device, or if the user of the device otherwise changes; the owner shall then be able to decide whether the device remains part of the group. 

~ ~ ~ End of second text proposal ~ ~ ~
~ ~ ~ Start of third text proposal ~ ~ ~
5.2.4.a 
Solution #2.a: Device reporting on local user authentication

5.2.4.a.1
Introduction  

This solution addresses the first part of key issue 5.2.3.a:

 -
the operator needs to be able to determine and verify the identity of a user already associated with that device;
The associated security requirements are achieved by avoiding central storage of user authentication information (PINs, biometric data etc.). Rather, such data is stored locally on the device: the device authenticates the user locally, and then securely reports (to the mobile network, service provider etc.) which user has been authenticated and how it was done.

5.2.4.a.2
Solution details  
Several specifications for this solution have been developed by the FIDO Alliance [m]. Some key points are as follows:

· For each user authentication method (“Authenticator”) supported by the device (“FIDO client”), there is a preloaded attestation key. This enables the service (“FIDO server”) to be sure that the device is compliant to the FIDO specifications.

· When registering a user of the device towards a service, the device generates a unique cryptographic key-pair for that (user, service) pairing; and then proves the public key belongs to the device using the attestation key

· The (user, service)-specific key is then used to sign reports to the service, indicating whether the user has been authenticated, how recently this was done etc.

These mechanisms protect user privacy: as well as preventing the central storage of biometric data, keys used with different relying parties will not allow any such party to link all the actions to the same user.

As the FIDO mechanism allows reporting to several different parties, it can address the requirements for a group owner and/or IoT service provide to be able to tell who is using which devices, as well as for the operator to learn this info. 

5.2.4.b 
Solution #2.b: Authenticating a new user for a device using a known device

5.2.4.b.1
Introduction  

This solution addresses the second part of key issue 5.2.3.a:

 -
the operator needs to be able to determine and verify the identity of a user, even if that user is using the device for the first time.

The proposed solution is to verify the new user by messaging a device and subscription that is already associated with that same user (e.g. a personal smartphone that the user already possesses). Provided that the new user has already registered such a “master” device with the operator, then the operator is able to identify the same user when he or she attempts to register to additional devices. 

5.2.4.b.2
Solution details  
Several specifications for this solution have been developed by the GSMA, called “Mobile Connect” [n]. 

In brief, an online service captures the user’s (claimed) MSISDN, and then a challenge message is sent to the “master” device associated with that MSISDN, asking the user to confirm his identity (and actions) within that service. The specific service here would be the act of registering to a new device i.e. using that device for the first time.  

Several different levels of authentication are available on the master device, ranging from simple SMS and pushed USSD to SIM applets. These can be used for single factor authentication (proof of possession of the master device) or two factor authentication (proof of possession + PIN etc.)  GSMA has defined four Levels of Assurance (LoA) in total. 
~ ~ ~ End of third text proposal ~ ~ ~
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