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Abstract of the contribution:
This contribution proposes a security area "Authorization". ' AUTHO ' is a placeholder for the correct number (to be inserted by the rapporteur). 

Here is how the updated document was taken into account: 

610: complete text, but Authorization was promoted from key issue to security area, and UE-network authorization and network-UE authorization were made into two different key issues. 
************************************Start of changes*******************************************************
5.AUTHO
Security area #AUTHO: Authorization 
5.AUTHO.1
Introduction 

This security area covers both, authorization of the UE to access the network and authorization of the network to serve the UE. 

5.AUTHO.2 Security assumptions
tba

5. AUTHO.3
Key issues
5.AUTHO.3.1
Key issue: UE Authorization
Editor’s note: This key issue may have to be significantly revised depending on the reply to S3-160821 from SA1.
5. AUTHO.3.1.1
Key issue details

Traditionally, UE authorization has been achieved through the use of subscriber profiles. This concept is expected to continue for operator-controlled authentication and authorization procedures. 

However, TR 22.862 contains the following requirements (cf. also key issue AA.3):

"The 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity." and

"The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation".

Although authorization is not explicitly mentioned in these requirements, it may need further study whether subscriber profiles are still feasible for providing UE authorization to the 5G serving network.

When 3rd party AAA servers are used to authenticate the user, there may be a need to propagate authorization information through a secure connection between the 3rd party AAA server and 5G core network. This mechanism needs further study.

5. AUTHO.3.1.2
Security threats 

· Unauthorized access by UEs to 5G networks and services. 
5. AUTHO.3.1.3
Potential security requirements
5.AUTHO.3.2
Key issue: Network Authorization
5.AUTHO.3.2.1
Key issue details

Background on the situation in 4G:

EPS AKA, which is used in LTE access to the EPC, provides serving network authentication, i.e. the UE can securely identify the PLMN ID of the network that serves the UE. The UE can then compare the received PLMN ID with lists of preferred PLMNs and forbidden PLMNs stored in the UE. This can be used as a means to authorize the network. Furthermore, the UE can display the network name to the user, and the user can decide whether they want to connect to the network. In this way, the user could e.g. detect an unfamiliar operator name in a familiar area. This sort of network authorization by preference lists or user decision may become more important in 5G than today if the number of serving networks a UE can connect to will multiply. 

EAP-AKA', which is used in non-3GPP access to the EPC, provides access network authentication, i.e. the UE can securely identify the Access Network Identity (ANID) of the network that serves the UE. The ANID has a rich structure and is composed of a prefix and none, one, or more additional character strings up to a maximum length of 253 octets. However, this rich structure of the ANID is currently hardly used at all: The ANID is used only to identify the type of the access network, i.e. its value is one of the four constants 'HRPD', 'WIMAX', 'WLAN', 'ETHERNET'. Furthermore, no lists of preferred and forbidden access networks are defined for the UE in non-3GPP access to the EPC.

The present key issue is about further studying the possibility to allow more fine-grained network authorization decisions by the UE or by the user than available in 4G. Informing the UE or user that the home network authorized an access network of a particular type to serve the user may just not be good enough in the future if the number of serving networks a UE can connect to will multiply. 

5. AUTHO.3.2.2
Security threats 


· Unauthorized networks serving the UE that may eavesdrop on the UE or impersonate the UE or overcharge the UE. 
5. AUTHO.3.2.3
Potential security requirements
