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Abstract of the contribution:
This contribution proposes a security area "Authentication". ' AUTHE ' is a placeholder for the correct number (to be inserted by the rapporteur). 

Here is how the merged documents were taken into account: 

437: complete text relating to security area (apart from name)

493: complete text from 5.x.1 except first sentence and last paragraph (key leakage addressed by text from 437, security of the interconnect network is dealt with in another security area)
556: complete text.
591: complete text, except that UE-UE, NF-NF, remote provisioning aspects were left out as they are dealt with in other security areas. 
606: complete text relating to security area (apart from leaving out text on authorization)

Furthermore, changes agreed during discussion on Thursday taken into account
The changes from v6 to v7 were made by author 'Nokia7'.
************************************Start of changes*******************************************************
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5.AUTHE
Security area #AUTHE: Authentication 

5.AUTHE.1
Introduction 

This security area covers authentication between UE and 3GPP network. Authentication between 3GPP network elements or - as far as applicable - between 3GPP entities and non-3GPP entities are dealt with in other clauses. 

NOTE: Examples of authentication between 3GPP network elements are backhaul link security and network domain security between core network elements. Examples of authentication between 3GPP entities and non-3GPP entities covered in 3GPP specifications are the MB2 interface in MBMS or the Tsp interface in MTC. 

The support of a novel set of  use cases in 5G network requires to consider more efficient options for authentication to address all the authentication scenarios. 

Some security requirements related to the authentication aspects have been provided in 3GPP as part of the Feasibility Study on New Services and Markets Technology Enablers for Massive Internet of Things  [1]. Here the support of a resource efficient mechanism to authenticate a device, when the device is in indirect 3GPP connection mode is required. Also an appropriate and efficient authentication mechanism for groups of IoT devices is requested. 

Authentication aspects related to the support of multiple access network by 5G have been also considered in [2]. In this context it is required that 5G system are able to support authentication to access 5G network through a non-3GPP access using 3GPP credentials. Further, the security architecture of Next Generation System needs to provide means to handle authentication and security credentials towards Authentication Framework, supporting multi-RATs including non-3GPP. Signalling overhead and latency for authentication needs to be minimised

This security area includes the study of resilience against single points of major failure in authentication. The 4G security model is strong against what might be called traditional attacks.  But a broader set ofattacks can be considered.  This section deals with ways in which authentication in NextGen systems could be made more robust, so that the impact of some attacks is removed or reduced.
Editor’s note: The above paragraph needs to be further detailed and give examples of attacks related to the authentication in EPS.
The UE to network perspective can further be characterized as follows: 

· Subscriber perspective: This is the traditional way of focusing on authenticating the identifier and the related subscriber. This study area should clarify how the subscriber is authenticated towards to network. Subscriber authentication would need to be used over different accesses. TR 23.799 [m] mentions several access types for Next Generation systems which each could be studied from authentication point of view, e.g. authentication over Next Generation RAT(s), eLTE, and non-3GPP access (e.g. WLAN, or fixed access). Furthermore, the efficiency of subscriber authentication should be taken into account under this security area (even tough authentication procedure may contribute very little to the total overhead of security signalling). Also, the UE may need to authenticate itself towards several networks as is currently described in TR 23.799 Annex D on Potential solution scenarios for support of multiple slices per UE. Finally, TR 22.891 [h] includes requirements for exchange of frequent and infrequent small bursts of data as well as large amounts of data without a lengthy and signalling intensive bearer establishment and authentication procedure. 

Editor's note: Device perspective: TR 22.864 [l] describes scenarios where secure mechanism is needed for unique device identifiers that are stored in a secure and tamper resistant manner on the device. Authentication of the device identifier could be further studied. The network to UE perspective can further be characterized as follows:  

· Authentication of the network towards the UE: In the LTE authentication model, the freshness of the authentication challenges are verified (cf. SQN), the network side approves that it knows the long term secret (cf. Ki), and the master key (cf. Kasme) created during the process is cryptographically bind to the identity of the access security management entity. The secondary security association between the UE and the RAN (cf. AS security) is bootstrapped from the primary security association. There is no real authentication between the UE and the RAN. The model has approved to be efficient, and secure, however, the number of security end-points in the network side may change in the Next Generation systems (e.g. UEs accessing multiple core network instances possibly via a shared RAN as described in TR 23.799 [m]). This security area should clarify which network(s) is (are) authenticated towards the UE and how. 

· Device perspective: TR 22.864 [l] describes scenarios where secure mechanism is needed for an authorized entity to disable/re-enable from normal operation of a device reported as stolen/found. 
· Editor's note: It is ffs whether the device would need to be able to authenticate that the disable and re-enable commands are coming from authorized party
The UE to UE perspective and the network to network perspective are covered in different security areas. 

This scope of this security area covers the following:

1) Aspects related to the types of credentials, storage, and identifiers 

Editor's Note: The aspects of non-3GPP credentials and non-3GPP identifiers need clarification. 
-
Authentication using 3GPP credentials, storage of those credentials and subscriber identifiers: USIM based credentials are currently the only way of authentication in 3GPP systems. There are several reasons for this. Firstly, the USIM provides a secure storage for the permanent identifier and credentials. Secondly, the permanent identities need to be routable to the home network if the UE is roaming in a visited network forming the foundation to the roaming model. Thirdly, the USIM guarantees the international interoperability. 

-
Authentication using non-3GPP credentials, storage of those credentials and identifiers: TR 22.862 [j] describes a use case in which the network access security (including the identity management and authentication) used in an industrial factory deployment is provided and managed by the factory owner. TR 22.862 states explicitly that "The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation." This security area should clarify what those non-3GPP credentials could be, how they should be stored, and if there are any requirements for the use of non-3GPP identifiers in Next Generation systems (e.g. related to roaming). 

-
Credential types related to networks could also be studied. For example, if the subscriber is authenticated using non-3GPP credentials, the network would also need alternative credentials towards the UE. 

2) Aspects related to the authentication methods and key agreement: 
Editor's Note: The aspects of alternative to AKA need clarification. 
-
Authentication and Key Agreement (AKA), and its potential enhancements: This security area should clarify if it can be expected that the legacy AKA needs to be supported by the Next Generation systems in order to provide backwards compatibility to eLTE. However, this study are could potentially also further study enhancements to the legacy AKA, e.g. enhancements to the actual AKA framework implemented in HSS and UICC or enhancements to the protocol exchange between the UE and access security management entity. 

-
Alternatives to AKA: This security area should study potential alternatives to AKA or its enhancements. This security area could study how the alternative methods could be integrated to 3GPP protocols in an unified way, and clarify what kind of interoperability and roaming requirements are assumed from the alternative authentication methods. For example, it should be clarified if the alternative authentication methods need to have a key generation capability creating a master key (cf. Kasme) to be used to protect the subsequent communication between the parties. Furthermore, if the EUTRA needs to be supported with the alternative authentication methods, the LTE-like interface towards the radio network would need to be supported. These may set requirements to the way alternative authentication methods are integrated to Next Generation system.  

5.AUTHE.2 Security assumptions

Authentication may involve at least one cryptographic key, for each subscriber, that needs to remain secret.  (This may be a shared secret key for use in symmetric cryptography, or a private key used in asymmetric cryptography.)

5. AUTHE.3
Key issues
