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Abstract of the contribution:

This contribution proposes a key issue " Credential provisioning" for the security area "Authentication and Authorization". 
No revision marks are used as all text is new. 'AA' is a placeholder for the correct number (to be inserted by the rapporteur).
Nokia: this version is a reply to Gemalto's comments in "S3-160611_gto.doc" sent to SA3 on 19 May. Changes by author 'NOkia3' have been applied to Qualcomm's " S3-160611-v2_QC_cmts ".
In particular, we acknowledge that the UICC may evolve from today's concepts. We try to accommodate this in our revisions. 
To the rapporteur: for implementation in the TR, just accept all revisions below so that the changes over changes go away, and use the resulting text as input to the TR. Please also remove all Word comments.
Revisions from v4 to v5 were made by author 'Nokia5'.
Revisions from v5 to v6 were made by author 'Nokia6'.
Revisions from v6 to v7 were made by author 'Nokia7'.
***start of changes***

5.AA.x.1
Key issue #AA.x: Credential provisioning
Editor's Note:some aspects of credential provisioning are addressed in 820, too. These aspects in 820 should eventually be merged with 611. 

5.AA.x.1.1
Key issue details

SA1 TR 22.861 has the following requirement in [PR.5.1.3.2-001] for IoT UEs “The 3GPP system shall support a secure mechanism to remotely provision a device that has not been pre-provisioned, with its 3GPP subscription credentials.” We understand the text "3GPP subscription credentials" such that it refers to USIM credentials on a UICC as they are currently defined, i.e. they are the credentials required for the AKA protocol. (tbc by SA1). But other SA1 requirements point to the potential need for supporting non-AKA authentication methods requiring different credentials, cf. e.g. requirements referring to "alternative authentication methods" in TR 22.862. We therefore distinguish these two cases below. 

a) AKA credentials on UICCs 

UICCs are likely to continue to play an important role in 5G security.

Traditionally, provisioning of subscriber credentials in UICCs and Authentication Centres for AKA-based authentication have not been subject to 3GPP standardization. 

Over the last years, a standard for embedded UICCs has been developed by the GSMA and by ETSI TC SCP. Embedded UICCs allow for remote provisioning of credentials. The conceptual framework for embedded UICCs includes a solution for the problem of gaining initial connectivity to the provisioning server. This initial connectivity can be provided using pre-installed USIM credentials and therefore requires no changes to 3GPP standards. 

Editor's Note: The initial connectivity could also be provided through the connectivity of a companion UE or through non 3GPP access (GSMA SGP.21 v 1.0 and SGP.22 v1.0).  
Further concepts for remotely manageable UICCs are currently being worked on. 

b) Other cases
Editor's Note: These 'other cases' may refer to non-AKA credentials in future versions of UICCs or in other forms of storage on the UE. (Both are ffs).  In particular, it is ffs whether the concept of UICC may evolve in 5G so as to include also the storage of non-AKA credentials. 
An SA1 requirement may necessitate the support for alternative authentication methods, cf. above. . 

Editor's Note: It is ffs whether EAP-TLS or EAP-TTLS, or the use of client certificates, are suitable examples of these methods. 
It may be desirable to provision such non-AKA-credentials, to the UE.

Editor's Note: Such a provisioning process may use an online process involving a provisioning server. It is ffs whether there would be a need to specify such a process in 3GPP. But even if it is decided not to specify such a non-AKA credential provisioning process in 3GPP it may be desirable to specify some minimal support for such processes in 3GPP, namely for enabling initial connectivity to the provisioning server for the case that initial connectivity cannot be provided using pre-installed USIM credentials.  

5.AA.x.1.2
Security threats 

Unauthenticated access entails the risk of Denial of Service against the 5G serving network.

Unauthenticated access entails the risk of unauthorized use of 5G services if traffic from an unauthenticated UE is not strictly limited to communication with a provisioning server predefined in the 5G core network.

Editor’s note: The list of security threats needs to be further completed.
5.AA.x.1.3
Potential security requirements
Editor's Note: It is ffs whether optional support by the 3GPP network for  access to provisioning servers is needed.   This issue is to be distinguished from the credential provisioning procedure between UE and provisioning server. For the latter, it is ffs whether the provisioning procedure is standardized in 3GPP or uses method described in other groups.
***end of changes***

