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1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G.

Many aspects of security policy today are determined entirely by the network – in particular, the visited network – and cannot be influenced by the UE.  If a visited network has a lax security policy then, for instance, radio interface security keys might remain unchanged for a very long time, or the temporary identity of a UE might remain unchanged for a very long time.  Without taking control away from the network, it makes sense to allow to UE to raise the security level (or at least request that it be raised) when it is not satisfied with what the network is providing.
2. Text proposal
This text proposal is written on the assumption that the skeleton document S3-160436 [1] is accepted.

In line with the discussion presented in the previous section it is proposed to introduce the following changes to [1]:
~ ~ ~ Start of first text proposal ~ ~ ~
4.1
Security Areas  

Editor's Note: This clause further clarifies the scope of the study by listing the security areas that SA3 is working on. Examples of potential security areas could be “security for network slicing” or “security for Next Generation radio”. 

User plane security

Confidentiality and integrity of user plane traffic
~ ~ ~ End of first text proposal ~ ~ ~
~ ~ ~ Start of second text proposal ~ ~ ~
5.b
Security Area #b: User plane security 

5.b.3
Key Issues

5.b.3.1
Key Issue #b.1: User plane integrity

5.b.3.1.1
Key issue details

Legacy 2G security provides no explicit integrity protection of either user plane data or control plane data.  User plane data is (in most countries) encrypted, but this still provides very limited protection against a Man-In-The-Middle attacker changing that data en route, because encryption is linear (a stream cipher) and any checksums are also linear.  3G and 4G include cryptographic integrity protection of  most of the signalling messages, but not for user plane data. For the  IoT-tailored GPRS (‘Enhanced-Coverage GSM’, 3GPP Release-13), however, user plane integrity protection was added, partly due to different security threats for user plane data for IoT compared for the human usage for which 2G-4G were mainly tailored.

If data integrity is needed, it may be enforced at the transport or application layer (typically also with additional encryption).  In this case the security endpoints will align with the service endpoints – typically either a server on the internet or (for phone calls, messages etc) another device.  Adding another layer of integrity on the radio interface serves little purpose as far as protecting the traffic is concerned (although it may serve a purpose for overall system security assurance).

However, there may be cases in which transport or application security conflict with performance constraints (latency, battery life), and bearer level integrity provides a useful compromise (as considered in 3GPP TR 33.863, for instance).

There is also a risk of a session as a whole being hijacked, and used to insert quantities of rogue data into a mobile connection (either to increase subscriber bills, or to waste resources carrying the data to the service end-point, where it will be rejected anyway).

The use of Message Authentication Codes is only appropriate for packets that should be received 100% correctly (after any error correction).  Bit errors are common in cellular transmissions.  Some user plane traffic is still valuable when received with a few bit errors, and should not be rejected just because one or two bits are wrong; voice and video codecs tend to be error tolerant, for instance, or else there may be error correction at a higher layer.
Since in 5G network different termination points for User Plane traffic should be supported, (i.e. the gateway where the User Plane is terminated may be located, for example, in the CN rather than  in the AN, depending on the scenario), also this user plane integrity protection mechanism may be located in different places.
Editor's Note : It is FFS whether a “flexibility” key issue is needed to cover such issues as variable termination points for user plane integrity or confidentiality.

5.b.3.1.2
Security threats
User plane security could be compromised if an attacker can influence the selection of the security termination point.
Next generation network will include middle nodes in open environments e.g. heterogeneous access, NFV, thus the termination point of the current UP-traffic protection is less secure.
In cases where end to end (transport or application layer) security protocols are ruled out by performance constraints, user plane traffic could be forged or modified by an attacker.

An attacker could inject rogue data into an established traffic channel, raising the subscriber’s bill (or simply wasting network or device resources).

5.b.3.1.3
Potential security requirements

Integrity protection is optional to support for UE and mandatory to support for network endpoint; even when both UE and network support it, it is still optional to use.  At least two alternative and substantially different algorithms should be supported.

The selection of the feature and the algorithms, according to the capabilities supported by the UE, shall be under network control.
A mechanism should be available to detect (substantial) unauthorised insertion of rogue data onto an established traffic channel.  Flexible UP-traffic protection shall be capable to support the flexible UP-traffic termination for different services with different security termination points. 

The selection of the different security termination points shall be under network control.
Editor's Note : The following 2 requirements need more explanation

Flexible UP-traffic protection shall support the network slicing. 

Flexible UP-traffic protection shall support heterogeneous access technologies.

5.b.3.2
Key Issue #b.2: User plane confidentiality

5.b.3.2.1
Key issue details

As for user plane integrity, where confidentiality of user traffic is needed, it will usually be applied at the transport or application layer anyway.  Just encrypting over the radio interface is not enough, because most services terminate either at an internet server (so need to be protected over the internet leg too) or at another device (often transiting the internet in between).  Moreover, most of the same services may alternatively run over WiFi, which may be poorly protected, so again transport or application layer security will be applied to services that need it.

However, the overhead of radio interface encryption is low.  It does not extend packets (unlike integrity protection), if stream ciphers are used; and, again if stream ciphers are used, it does not lead to bit error propagation.  And there is some residual value in radio interface encryption, since it provides an additional layer of protection over what is one of the more exposed legs of its journey.  
Since in 5G network different termination points for User Plane traffic should be supported, (i.e. the gateway where the User Plane is terminated may be located, for example, in the CN rather than  in the AN, depending on the scenario), also this user plane confidentiality protection mechanism may be located in different places.
5.b.3.2.2
Security threats 

User traffic that is not well encrypted at the transport or application layer would be somewhat more exposed to interception if it were not encrypted over the radio interface.

5.b.3.2.3
Potential security requirements

Confidentiality protection is mandatory to support for both UE and network endpoint and optional to use.  At least two alternative and substantially different algorithms should be supported in both devices and networks.

The selection of the feature and the algorithms, according to the capabilities supported by the UE, shall be under network control.NOTE: Confidentiality protection is recommended to be used unless confidentiality protection is provided at a higher layer. 
Editor’s Note: How a MNO can know the encryption used at a higher layer is FFS.
Editor’s note: It is ffs whether higher layer (transport or application layer) confidentiality protection is enough as information in lower level protocols will not be protected. 

Editor's Note: It is ffs whether requirements for mandatory support of confidentiality and / or integrity of the user plane should be relaxed for special use cases to be realized in dedicated network slices.
Note: National regulatory requirements may not allow to disable confidentiality and/or integrity protection of the user plane on the radio interface.

Flexible UP-traffic protection shall be capable to support the flexible UP-traffic termination for different services with different security termination points. 

The selection of the different security termination points shall be under network control.

Editor's Note : The following 2 requirements need more explanation

Flexible UP-traffic protection shall support the network slicing. 

Flexible UP-traffic protection shall support heterogeneous access technologies.

Note: In all of the above, lawful interception and other local regulations must be taken into account.

Editor’s note: It is FFS whether the Note immediately above can be adapted to include the separate Note earlier in this section saying “National regulatory requirements may not allow to disable confidentiality and/or integrity protection of the user plane on the radio interface”.

5.b.4
Solutions

5.b.4.1
Solution #b.1: Radio interface user plane integrity protection

5.b.4.1.1
Introduction

This solution addresses key issue b.1.

5.b.4.1.2
Solution details  

Editor’s note: More details are needed (e.g. algorithm details, tailoring the solution to the 5G architecture).
User plane integrity protection is mandatory to support in the network while optional in the UE, with at least two alternative and substantially different algorithms mandatory to support in devices.  Both 128-bit and 256-bit encryption keys should be accommodated.

In integrity protected signalling, the device states which algorithms it supports, and optionally also whether or not it desires user plane integrity protection.

Algorithms allow either 32-bit or 64-bit MACs to be produced, and the device can optionally indicate which it prefers.

The visited network decides whether or not user plane integrity protection is possible (for example do both ends support it and have at least one algorithm in common); if it is possible, then the network decides whether or not it should be used, and with which algorithm and which MAC length.  This also is indicated to the UE in an integrity protected signalling message.

A possible variation would be to have the decision made separately for uplink and downlink.  If this variant is adopted, then the UE should be able to indicate separately for uplink and downlink whether it desires user plane integrity protection.

5.b.4.1.3
Evaluation 

FFS
5.b.4.2
Solution #b.2: Periodic local authentication and packet count check

5.b.4.2.1
Introduction  

This solution addresses some aspects of key issue b.1, namely the threat of an attacker inserting significant quantities of rogue data into an established traffic channel.

5.b.4.2.2
Solution details  
The solution is the same as the “Signalling procedure for periodic local authentication” (3GPP TS 33.102, clause 6.4.7, and 3GPP TS 33.401, clause 7.5), adapted as necessary to fit the 5G architecture.

Editor’s note: The detailed solution to fit the 5G architecture is ffs.

5.b.4.2.3
Evaluation 

FFS
5.b.4.3
Solution #b.3: Radio interface user plane encryption

5.b.4.3.1
Introduction

This solution addresses key issue b.2.

5.b.4.3.2
Solution details  

Editor’s note: More details are needed (e.g. algorithm details, tailoring the solution to the 5G architecture).
User encryption is mandatory to support in UE and network, with at least two alternative and substantially different algorithms mandatory to support .  Both 128-bit and 256-bit encryption keys should be accommodated.

In an integrity protected signalling message, the UE states which algorithms it supports.

The visited network decides whether or not to apply encryption, and which algorithm to use.  This is indicated to the device in an integrity protected signalling message. 

The encryption should always be applied where regulations permit.

5.b.4.3.3
Evaluation 

FFS

5.b.5
Conclusions 

~ ~ ~ End of second text proposal ~ ~ ~
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