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*** Begin of Change 

5.1
Key Issue #X: Local V2X application server
5.1.1
Key issue details

In existing architecture proposals the V2X application server may be located close to the access network for latency improvements. This may bring the V2X application server in an exposed location.
Moving from one V2X application server to another means to also shift the security context from one server to another.

5.1.2
Security threats 

Messages sent between Local V2X application servers may be modified, forged, or replayed.

Local V2X application server may be impersonated by an attacker.

Messages sent between Local V2X application servers may be wiretapped. 
5.1.3
Security requirements

The interface between Local V2X application servers should be confidentiality protected and integrity protected and replay protected.

Mutual authentication between Local V2X application servers should be in place.

*** End of Change 
