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Abstract of the contribution: This contribution discusses V2X privacy issue raised from SA2#114 contributions, to share information and find a possible way forward.
1. Introduction

At SA2#114 meeting in April 2016, two contributions were submitted regarding V2X privacy; one was pseudonym solution proposal (S2-161628), and the other one was discussion and the request of clarification on V2X privacy requirements (S2-161667), originated from SA1#72. The documents are not handled from lack of time, but after the SA2 meeting the offline discussion continues, because this has major implications on V2X LTE business and architectures (potentially about authentication, authorization, and charging). Although SA1 is to clarify the requirements, with the consideration of operators’ interests, automotive industry views, and regulations, it would be meaningful to address some of concerns raised and their implications on privacy, not only for V2X LTE security aspects (FS_V2XLTE), but also for other work including Next Generation System (FS_NSA), which covers broader use cases (e.g. IOT, factory, drone, bio-connectivity, e-Health, and so on).

This contribution discusses privacy concerns started from SA2#114 contributions mentioned earlier, with snapshots from requirements from other sources. This contribution does not discuss mentioned SA2 contributions or different solutions for pseudonyms, anonymity, or location privacy, but rather focuses on clarification where the concern is coming from. Lastly, encryption of V2X LTE message is discussed as a possible mitigation.
2. Discussion
There are following requirements about V2X privacy in TR 22.185 [1], where confusion begins: 
[R.5.3-004]
The 3GPP system shall support the anonymity of UE supporting V2X application and the integrity protection of the transmission.

[R.5.3-005]
The 3GPP system should be able to support UE privacy for V2X communications, by ensuring that a UE cannot be tracked or identified by any other UE beyond a certain short time-period required by the application.

[R.5.3-006]
Subject to regulatory requirements and/or operator policy, the 3GPP system shall support UE privacy for V2X communication, such that UEs cannot be tracked or identified by the operator or a third party.
In the meanwhile, TR 33.885 [2] includes requirements in key issue #1 (section 5.1.3):

UE pseudonymity should be provided to conceal personal data from attackers.
Identifiers in the V2X messages should be protected.
SA3 does not clarify from whom the personal data is protected, whereas SA1 specifically includes the operator or a third party (for tracking or identification prevention). Presumably, if not specified, the security or privacy will be the protection from ‘unauthorised party’. Then the question is whether operator should not be allowed to access UE identifier of V2X messages, or to track UEs to provide V2X communication. Notice that the tracking includes cell id level as well as latitude, longitude level in V2X message. If the answer would be yes, there might be impacts on operator business as well as 3GPP authentication and charging (for V2X LTE).

Observation 1: It should be clarified and confirmed by SA1, if operator cannot track UE or know the UE identifier for V2X LTE.

The requirements of SA1 are originated from potential U.S. regulation and other ITS standards (e.g. IEEE 1609.2[3], ETSI ITS [4]). Proposed rule [5] by U.S. Department of Transport (DOT) is “to require vehicle-to-vehicle (V2V) communication capability for light vehicles” for road safety purpose. The attached report [6] to the proposal is a study of V2V communication, which includes the following requirements (identified by VIIC, Vehicle Infrastructure Integration Consortium):

End-to-end anonymity for privately owned/leased vehicles and occupants for all mandatory V2V technologies, including security system processes (bootstrapping and certificate distribution) and mandatory applications and services

For mandatory services, no ability to track specific identified vehicles across space and time, concurrent or after-the-fact
This mandatory V2V capability, not for subscription based service, may require even cell id of specific V2V should not be trackable by the operator. Although another supporting document, Vehicle Infrastructure Integration Privacy Polices Framework v1.0.2 [7] does not mandate anonymity of V2V communication for every party and every occasion, it seems to be clear that the intention is to protect identity of vehicle (or driver) as best as possible from individuals, industries, and governments. In the same context, IEEE 1609.2 [3] and ETSI 102 941 [4] provide the ability to be anonymous for vehicle communications with separation of enrolment and authorisation entities for pseudonym certificates.

Observation 2: Original regulation, which SA1 referred to make privacy requirements, is mostly about (mandatory) V2V communication, not subscription based V2X or optional application service.

It seems only natural that other ITS standards or studies did not take full consideration of operators, because the technologies are based on DSRC or wireless LAN connectivity, not the licensed spectrum operated by MNOs. Neither is there any detail charging requirement for connectivity. On the other hand, in 3GPP, operators are usually trusted and authorised parties. Therefore, as long as the access to personal information (or identities, linkability) has valid purposes and there are clear informed consent from users, it seems that the tracking of a UE is allowed. It remains to be clarified by SA1, with the consideration of business interests and regulation interpretation. 

Observation 3: There is a gap between 3GPP LTE V2X and other ITS standards, studies, and regulation, and this needs to be clarified with the consideration of business and legal aspects.
In the meantime, SA3 can discuss potential solutions for both cases with or without anonymisation from operator (and application server or any authorised parties). One thing to notice is that requirements for unlinkability of multiple applications from other standards (such that V2X LTE and LTE voice call from a UE should be unlikable to protect privacy) may require further significant changes to the authentication architecture (e.g. UE cannot use LTE for other service, during the LTE V2X communication). This is not in the requirement from SA1 or other 3GPP WGs, but it may be necessary depending on the interpretation of requirement (i.e. should not be trackable even from operators).

There could be the same concern for other SA3 work. As an example, Next Generation System has broad usages (not just V2V, but IOT, factory, drone, bio-connectivity, e-Health, and so on), and privacy concerns from them, so it should be discussed if this fully anonymised identifier and authentication would be one of defaults, in addition to legacy identifiers and authentication of UEs (e.g. IMSI/TMSI, and USIM based credentials).

Observation 4: SA3 V2X LTE security study can continue to discuss any privacy solutions, waiting for the clarification of SA1. However, this strong privacy and anonymisation requirement trends need be considered in SA3 work, such as FS_NSA.
Lastly, it might be worth considering if encryption of V2X message (V2V broadcast over LTE Uu interface) as a mitigation for privacy concern. Currently, it is not expected to encrypt V2V broadcast messages from TR 22.885 [8] and TS 22.185 [1] (and SA3 study as well). This is the same with ETSI ITS. Since BSM blob (ITS message, which could also be typical V2X message) has location (latitude, longitude), speed, and heading field, without encryption, anybody can easily find the location of the UE, which sent the V2X message. Obviously, encryption of this blob will mitigate the issue, although it is still possible for operators to track UEs at the cell level. Encryption of V2X messages could be achieved using group key schemes as in one-to-many communication protection. However, this will allow V2X Application Server e.g. shown in clause 6.3 of TR 23.785 [9] to access this information (location, speed, and heading), so that it can determine the area to broadcast the V2X message.
Question 1: Is it useful and feasible to encrypt V2X messages (V2V over LTE Uu)? 
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