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**** FIRST CHANGE ****

5.10
Cipher suites

The following cipher suites are defined for use with GPL:

Cipher suite 1:

ID: 0x01

Encryption algorithm: CTR-AES128 as specified in NIST Special Publication 800-38 A (2001) [8] and FIPS PUB 197 (2001) [9]. The standard incrementing function is used with m=16, according to appendix B in NIST Special Publication 800-38 A (2001) [8], i.e. the 16 least significant bits in T behave like a counter while the 112 most significant bits are static. The 128-bit initial counter block T1 shall be the 96 least significant bits of the RAND (from NAF SA) concatenated with the 16-bit sequence number SN and right padded with 16 zeroe bits:

T1 = RAND || SN || 0x0000

Integrity protection algorithm: HMAC-SHA256-32 as specified in FIPS PUB 180-2 (2002) [5], IETF RFC 2104 (1997) [6] and ISO/IEC 10118-3:2004 [7]. The MAC field is hence 32 bits long.

Key derivation function: As specified in TS 33.220 [1] Annex B. The input to the KDF is the 256-bit master key and the string S defined by:

-
FC = 0x40 

-
P0 = key-purpose string

-
L0 = length of the key-purpose string as a 16-bit integer.

-
P1 = direction indicator

-
L1 = length of direction indicator (i.e., 0x00 0x01)

-
P2 = cipher suite ID

-
L2 = length of cipher suite ID (i.e., 0x00 0x01)

The FC number space is used controlled by TS 33.220 [1]. 

The key-purpose string shall be "gba-push-enc" for encryption keys and "gba-push-int" for integrity keys. The 128 least significant bits of the KDF output are used as key bits.

In case of bi-directional usage of GPL there is a need for two pairs of GPL-SAs, one for each direction. The direction indicator shall be set accordingly for the pair. The direction indicator shall be 0x00 for the GPL-SA protecting messages from the Push-NAF to the UE and 0x01 for messages sent from the UE to the Push-NAF (if such an SA is required by the application).

Cipher suite 2:
ID: 0x02

Cipher suite 2 shall be exactly as cipher suite 1 with the only difference that the integrity protection algorithm shall be defined as:

Integrity protection algorithm: HMAC-SHA256-64 as specified in FIPS PUB 180-2 (2002) [5], IETF RFC 2104 (1997) [6] and ISO/IEC 10118-3:2004 [7]. The MAC field is hence 64 bits long. 

Cipher suite 3:

ID: 0x03

Cipher suite 3 shall be exactly as cipher suite 1 with the only difference that the integrity protection algorithm and the encryption algorithm shall be defined as:

Encryption algorithm: NULL encryption. This means that no encryption is applied. Using this ciphersuite provides no confidentiality protection.

Integrity protection algorithm: HMAC-SHA256-32 as specified in FIPS PUB 180-2 (2002) [5], IETF RFC 2104 (1997) [6] and ISO/IEC 10118-3:2004 [7]. The MAC field is hence 32 bits long.

Cipher suite 4:

ID: 0x04

Cipher suite 4 shall be exactly as cipher suite 1 with the only difference that the integrity protection algorithm and the encryption algorithm shall be defined as:

Encryption algorithm: NULL encryption This means that no encryption is applied. Using this ciphersuite provides no confidentiality protection
Integrity protection algorithm: HMAC-SHA256-128 as specified in FIPS PUB 180-2 (2002) [5], IETF RFC 2104 (1997) [6] and ISO/IEC 10118-3:2004 [7]. The MAC field is hence 128 bits long.
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