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Attachments:
1. Overall Description:

SA3 would like to thank RAN2 for the LS on key change during HO for eLWA (S3-160462/R2-163147). SA3 would like to provide the following feedback to RAN2:
1) RAN2 question: If the UE performs handover and KeNB is changed while UE remains connected to WLAN associated with the same WT, is it acceptable for the UE to retain the existing S-KWT after handover?
2) RAN2 question: If it is necessary for the UE to replace the key with a new S-KWT derived from the new KeNB, then RAN2 would like SA3 to consider feasible solutions for Rel-14 eLWA potentially allowing the UE to remain associated with the WLAN after intra/inter-eNB handover.
SA3 answer: In SA3 opinion, it is not necessary for the UE and WT to immediately replace the S-KWT with a new S-KWT derived from the new KeNB. e.g. during a handover or upon on PDCP Sequence Number wrap-around, However, the S-KWT needs to be replaced at some later point in time. SA3 will review the security aspects of the solution developed in RAN  on  when and how to replace the S-KWT independent of KeNB changes and how to allow the UE to remain associated with the WLAN after intra/inter-eNB handover for Rel-14 eLWA. 
2. Actions: 
To RAN2: SA3 respectfully asks RAN2 to take the above information into account and keep SA3 informed of the progress on eLWA.
3. Date of Next TSG-SA WG3 Meetings:
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