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1. Introduction

Similar to solution #8, this document proposes a complete solution. In this case, a UE to Enterprise solution is proposed that draws heavily on the solution #8 that is proposed by Vodafone. In short, the solution sets up two sessions between the UE and HSE. One session is the ‘control session’ that controls the session between the EnSE and the UE. This allows the HSE to remain in control over the E2E encryption and thereby allows the operator to stick to policies that are allowed. Addtionally, a key is derived between the UE and EnSE that can be used to protect traffic between the EnSE and the UE.

Changes from 666 to 716:
· Changes that address the concern that was raised by companies about complying with regulatory requirements. These have been authored with a different author so that they show up in a different colour than the original.

· Changed some terminology from OTT to Enterprise

· Updated the key derivation text to better show the differences between the E2M and E2E case.

2. Proposed Changes

**** First Change ****

6.9
Solution #9: Complete end to end solution

6.9.1
Introduction

This solution is a complete end to end solution that includes the following features that minimise the security overhead whilst delivering all of the key objectives and addressing all of the key issues:

· Optimisation of the transmitted data to reduce battery drain – The signalling and user plane headers between the UE and the eNodeB have been optimised so as to significantly reduce both the amount of header data added to every message and to reduce the processing required to generate a new message.

· Optimisation of the key agreement - The number of authentication messages to setup and synchronise keys has been reduced significantly compared to an over the top E2E security solution.  The ability for keys to survive power cycles and location / network changes, acts to reduce the security overhead per message and therefore the battery drain.  The ability to reuse the 3G authentication mechanisms significantly reduces the signalling required for key agreement.

· Re-use of existing signalling – The use of the protocol configuration options element that it is passed transparently from the UE to the EnSE via the existing LTE architecture for the initial signalling setup allows the overhead for this signalling to be minimised and allows the protocols specified here to be transparent to the visited network that does not know about the BEST service.  For a network that is aware of the BEST service, this also allows the visited network to send BEST service restriction requests to the home network to meet LI requirements. 

· Use of tunnelled bearer to reduce message overheads – This solution uses newly specified SGi PtP tunnelling based on UDP/IP bearer to reduce the transmitted data size.  With the SGi PtP tunnelling based on UDP/IP bearer the IP/UDP headers are created in the PGW and not by the UE saving a significant number of transmitted bytes.

· Encryption of data from the UE all the way to the Enterprise – This solution describes the derivation of end-to-end keys between the UE and the Enterprise allowing for end-to-end encryption and integrity protection from the UE to the Enterprise while allowing the operator to assert control over the application of this encryption.

The solution specifically addresses:

· Service discovery

· Enabling and disabling the service

· Negotiation of parameters

· Key agreement and re-keying

· Starting a session

· Suspending and resuming a session

· Ending a session

· Consequences of network changes and errors

The solution proposed includes the setup of the E2E solution at the request of the UE and at the request of the external data network. The solution builds on the solution #8, the complete end to middle solution.
In comparison to solution #8, this solution adds:
· An additional key derivation to derive a key shared between the Enterprise and the UE is proposed. This key derivation has two steps, namely, first derive an intermediate key at the HSE that is shared with the Enterprise and then in the EnSE deriving an E2E keyset using the intermediate key and an newly introduced Enterprise key.

· An Enterprise key shared between the UE and the Enterprise and used in the derivation of the E2E keyset.

· An Enterprise container that is signalled between the Enterprise and the UE to contain relevant information for the key derivation.
· An endpoint, called the Enterprise Security Endpoint inside the Enterprises premises where the E2E session terminates.

· Full control over the E2E session by running it through the HSE in the home network and keeping a session open between the HSE and the UE for full control.
· Signalling messages between the HSE and the UE to control the E2E session between the UE and the EnSE.
6.9.2
Solution description

6.9.2.1
Proposed Architecture
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Figure 6.9.2.1.1 Proposed Architecture for Solution #9
The two new network elements proposed are:

· Home Security Environment (HSE) – this is the endpoint for the secure communications in the home network.  It is expected that some user plane data and most of the signalling data relevant to the BEST service will terminate here.  In line with the LTE architecture, the HSE may be split into a signalling part and a user data part.  The HSE has interfaces to the PDN gateway (UDP/IP and Diameter over SGi), the enterprise server (out of scope for 3GPP), the EnSE (new 3) and either the HSS (S6x) or the EMKS (new 2).

· Enterprese Security Endpoint (EnSE) - This is the endpoint for the secure communications in the domain of the enterprise. The user plane relevant for the BEST service will terminate here and some signalling traffic will terminate here. The EnSE has a new interface (new 3) that is used to pass key material from the HSE to the EnSE, to forward user plane data from the UE and to exchange relevant signalling between the HSE and the EnSE, such as the applicability of encryption or integrity algorithms. The EnSE maybe integrated with the Enterprise Server.
· End to Middle Key Server (EMKS) – This is an optional key server element that manages the key communication with the HSS (for quintets)  and stores keys to reduce loading on the HSE and HSS.  Note: This is the same element described in solution #2.  The EMKS has interfaces to the HSS (S6y) and the HSE (new 2).

The four new network interfaces proposed are:

·  S6x – An interface between the HSE and the HSS to allow the HSE to obtain subscription data and authentication vectors.

· New 2 – An interface between the HSE and the EMSK that allows the HSE to retrieve authentication vectors for a user's subscription.

· New 3 – An interface between the HSE and the EnSE that is used for carrying user plane traffic between the EnSE and the HSE and for signalling between the HSE and the EnSE.

· New 4 – An interface between the EnSE and the Enterprise Server that allows the Enterprise Server to manage aspects of the BEST service and allows the transportation of user data to and from the Enterprise Server.

· S6y – An interface between the EMSK and the HSS that allows the EMSK to retrieve a block of authentication vectors for later use by the HSE.
The SGi interface between the PDN Gateway and the HSE has 2 connections per subscriber.  A Diameter connection for "service discovery and negotiation" and a UDP/IP connection for the session signalling and user plane data.

Compared to solution #8, the complete End to Middle solution, the EnSE and the new-4 interface are added.
6.9.2.2
Service Discovery and Negotiation
Section 6.8.2.2 describes how this works for this solution.
6.9.2.3
Ability to Enable and Disable the BEST service

Like solution #8, the HSE allows the enterprise to manage the BEST service. However, the interface may be provided through the EnSE and tunnelled to the HSE. In addition to solution #8, the EnSE allows the enterprise to turn E2E off without turning BEST off entirely, falling back to end-to-middle instead.
6.9.2.4
End to Middle Security User Plane and Signalling Plane

6.9.2.4.1
Data transport

Just like solution #8, this solution uses the SGi PtP tunnelling based on UDP/IP bearer specified in 3GPP TS 23.401[x] to transport both user plane and signalling plane data between the UE and the HSE.  This bearer has been chosen as it significantly reduces the  size of the data header used over the air interface (and hence reduces power consumption) whilst still allowing IP/UDP to be used between the PGW and the HSE.

6.9.2.4.2
End to Middle Secured Data Protocol (EMSDP)

This solution uses the same EMSDP protocol as solution #8. A new data protocol between the UE and the HSE is detailed in this solution, called "End to Middle Secured Data Protocol" (EMSDP),  which has been optimised for efficient, secure transfer of both user plane and signalling plane data.

Figure 6.9.2.4.2.1 shows the data stack for the EMSDP transfers (based on 3GPP TS 23.401 [x]) for data transfer between the HSE and the UE.
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Figure 6.9.2.4.2.1: data stack for the EMSDP transfers
The UE selects the non-IP PDN data type as defined in section 4.3.17.8 of 3GPP TS 23.401[x].  The PDN GW adds the IP and UDP layers for the communication with the HSE. The HSE routes traffic between the UE and the EnSE based on the session ID in the EMDSP headers over the New-4 interface.
So that an MME that does not support the BEST service can restrict the use of the BEST service, as part of the normative work, a fixed APN structure will be investigated that allows filtering of the BEST service based on the APN requested by the UE.
The dashed box in HSE indicates that the control session between the UE and HSE terminates in the HSE and that the E2E session between the UE and the EnSE is forwarded by the HSE. Forwarding is left unspecified at this point in time and may include encapsulation in another protocol, such as XML over TCP/IP.
6.9.2.4.3
EMSDP general structure
This solution uses the EMSDP general structure specified in 6.8.2.4.3 without modifications.
NOTE: With respect to the session ID, it is noted that in the end to end case, there is one session the HSE and the UE and one for data transfer between the EnSE and UE. The session between the HSE and the UE is the session that the HSE uses to control the session between the EnSE and the UE.
6.9.2.4.3
EMSDP Counter Schemes
There are no changes to the EMSDP Counter Schemes as specified in 6.8.2.4.3 .
6.9.2.4.4
EMSDP Integrity protection
There are no changes to the EMSDP Integrity protection as specified in 6.8.2.4.4
6.9.2.4.5
EMSDP Encryption

There are no changes to the EMSDP Encryption as specified in 6.8.2.4.5

6.9.2.4.6
EMSDP Commands

6.9.2.4.6.1
Overview

There are no changes to the commands specified in 6.8.2.4.6.1

The following EMSDP commands for controlling the E2E session are proposed Table 6.9.2.4.6.1.1. These commands are exchanged between the UE and the HSE on the session, if it exists.
Table 6.9.2.4.6.1.1: EMSDP commands

	Code (Hex)
	Command

	12
	Start EMSDP session request with E2E keys

	13
	Start EMSDP session response with E2E keys

	12
	Start EMSDP session request for E2E only

	13
	Start EMSDP session response for E2E only

	32
	Terminate EMSDP session request for E2E

	33
	Terminate EMSDP session response for E2E

	42
	Manage EMSDP Keys request for E2E keys

	43
	Manage EMSDP Keys request for E2E keys

	44
	Manage EMSDP Keys request for E2E keys only


6.9.2.4.6.1

Start EMSDP session request with E2E keys
The Start EMSDP session request command is used by the UE to trigger a new BEST session from the HSE and at the same time start a session between the UE and the EnSE
The cmd options for the Start EMSDP session request command are as follows:
Enterprise Setup Information Element TLV: This is a TLV element that contains information from the UE that is used by the HSE to setup the HSE to enterprise connection.

Use E2E keys: Indicates the ability of the UE to setup a session with E2E encryption.

6.9.2.4.6.2

Start new EMSDP session response with E2E keys
The Start new EMSDP session response command is used by the HSE to setup a new BEST session.  This message can be sent in response to a start EMSDP session request command from the UE or as an initial message from the HSE.

The Start new EMSDP session response command has the following cmd options:

HSE Identity TLV: this contains a 4 octet numeric identifier for the HSE.  This should be unique to the HSE being used within the home network.

Key agreement TLV: this contains the RAND IE and AUTN IE specified in 3GPP TS 24.008 [x] as detailed in table 6.9.2.4.6.2.1:

Table 6.9.2.4.6.2.1: Key Agreement TLV

	Name
	Size
	M / C / O
	Value

	Key Agreement TLV
	1 byte
	M
	TBD

	Length
	1 byte
	M
	0 or 35

	RAND IE
	17 bytes
	C
	See 10.5.3.1 in 3GPP TS 24.008 [x]

	AUTN IE
	18 bytes
	C
	See 10.5.3.1.1 in 3GPP TS 24.008 [x]


If the Length of the Key agreement is set to 0 then this means use current keyset.

E2E options: Indicates whether E2E is allowed

E2E session ID: Indicates the session ID to be used for the session between the UE and the EnSE

E2E derivation information: a container that contains the provided information for the key E2E derivation for the UE as provided by EnSE. The container may contain an identifier for the a private key to be used and optionally other values for key derivation.

Table 6.9.2.4.6.2.2: Key Agreement TLV for E2E

	Name
	Size
	M / C / O
	Value

	Key Agreement TLV
	1 byte
	M
	TBD

	Length
	1 byte
	M
	Maximum length TBD

	Container contents
	Length
	C
	Provided by the EnSE


6.9.2.4.6.3

Start EMSDP session request with E2E only
The Start EMSDP session request command is used by the UE to trigger a new BEST E2E session from the HSE to the same endpoint as the standing session. So, it serves as a request to turn the existing session between an HSE and the UE into a control session and obtain a new session for data transfer to the endpoint.
There are no cmd options for this command.
6.9.2.4.6.4

Start new EMSDP session response E2E only
The Start new EMSDP session response command is used by the HSE to add a new BEST E2E session to the existing session between the HSE and UE. This message can be sent in response to a start EMSDP session request for E2E only command from the UE or as an initial message from the HSE.

The Start new EMSDP session response for E2E only command has the following cmd options:

E2E options: Indicates whether E2E is allowed

E2E session ID: Indicates the new session ID to be used for the session between the UE and the EnSE

E2E derivation information: a container that contains the provided information for the key E2E derivation for the UE as provided by EnSE. The container may contain an identifier for the a private key to be used and optionally other values for key derivation.

Table 6.9.2.4.6.2.2: Key Agreement TLV for E2E

	Name
	Size
	M / C / O
	Value

	Key Agreement TLV
	1 byte
	M
	TBD

	Length
	1 byte
	M
	Maximum length TBD

	Container contents
	Length
	C
	Provided by the EnSE


6.9.2.4.6.5

Terminate EMSDP session request for E2E

The Terminate EMSDP session request for E2E EMSDP command is used by either the UE or the HSE to terminate an existing EMSDP session with E2E keys. This message is exchanged between the UE and the HSE on control session to terminate the E2E session between the UE and the EnSE. It has the following options:

Session ID to be terminated: The session ID of the E2E session to be terminated.

NOTE: This message is omitted whenever the control session between the UE and the HSE is terminated. Upon termination of the control session, the HSE and UE shall terminate the E2E session as well.

6.9.2.4.6.6
Manage EMSDP Keys request for E2E Keys

The Manage EMSDP Keys request for E2E keys EMSDP command is used by the UE to negotiate new key material.

Command options:

E2E_keys_only: indicates whether the UE wants to refresh all the keys or the E2E keys only.

6.9.2.4.6.7

Manage new EMSDP Keys for E2E Keys

The Manage EMSDP Keys response command for E2E keys is used by the HSE to agree new keys.

The Manage EMSDP Keys response command for E2E keys has the following cmd options:

Key agreement TLV: this contains the RAND IE and AUTN IE specified in 3GPP TS 24.008 [x] as detailed in table 6.8.2.4.6.5.1:

Table 6.8.2.4.6.5.1: Key Agreement TLV

	Name
	Size
	M / C / O
	Value

	Key Agreement TLV
	1 byte
	M
	TBD

	Length
	1 byte
	M
	35

	RAND IE
	17 bytes
	C
	See 10.5.3.1 in 3GPP TS 24.008 [x]

	AUTN IE
	18 bytes
	C
	See 10.5.3.1.1 in 3GPP TS 24.008 [x]


E2E derivation information: a container that contains the provided information for the key E2E derivation for the UE as provided by EnSE as specified in Table 6.9.2.4.6.2.2.

6.9.2.4.6.8

Manage new EMSDP Keys for E2E Keys only

The Manage EMSDP Keys response command is used by the HSE to agree new keys between EnSE and the UE only. The intermediate key material and the E2M keys remain unchanged. The command options are as follows:

E2E derivation information: a container that contains the provided information for the key E2E derivation for the UE as provided by EnSE as specified in Table 6.9.2.4.6.2.2.
6.9.2.7
Key Agreement and Refreshing
6.9.2.7.1
Overview
There are several key agreement solutions presented in this document that would be capable of agreeing keys between the UE and the enterprise.  For this solution it is proposed to use the key agreement similar to the mechanism proposed in solution #4 as it enables complete confidentially between the enterprise and the UE and it remains unaffected by visited network changes (such as location area changes).

6.9.2.7.2
Key setup messaging between HSE and UE

New keys are agreed either at the start of a BEST session or as required due to key aging or counter thresholds being met.  Key agreement is based on the 3GPP AKA mechanism detailed in TS33.xxx [x] and the AKA challenge is transported between the HSE and the UE in any of the following EMSDP commands:

-  Start new EMSDP session EMSDP command from the HSE as part of a new session being setup by the HSE.

-
Manage new EMSDP Keys EMSDP command from the HSE as a result of key aging or counter thresholds being met.

Once in a session, a UE can request new keys by sending a Manage EMSDP Keys for E2E request or Manage EMSDP Keys for E2E only request command to the HSE.

Figure 6.9.2.7.2.1 shows the key agreement process
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Figure 6.9.2.7.2.1 BEST key E2E agreement process
The Key agreement steps are:

1.
Start EMSDP session request with E2E command or Manage EMSDP Keys request for E2E (only) command over the Air interface / core network interfaces. – If the UE wants to initialise the BEST E2E session, it sends a "Start EMSDP session request command with E2E" through the SGI PtP tunnel (This is described in detail in section 6.9.2.8). If the UE is already in a session and wants to renegotiate the keys it sends a or Manage EMSDP Keys request for E2E command secured with the current keys to the PDN gateway through the SGI PtP tunnel.

2.
Start EMSDP session request command with E2E or Manage EMSDP Keys request for E2E (only) command over the SGi interface.  –The "Start EMSDP session request with E2E command" or Manage EMSDP Keys for E2E (only) request command is forwarded to the HSE using the SGi interface.

3.
Keys required? - the HSE checks to see if there are valid keys with valid counter values available in the HSE for that UE then the following is checked:

-
If the "Start EMSDP session request with E2E command" has the correct counter value, is correctly encrypted and is correctly integrity protected then the HSE sends a "Start new EMSDP session with E2E command" – use current keyset, to the UE correctly encrypted, integrity protected and with a correct counter to the UE (step 6).

-
If the "Start EMSDP session request with E2E command" is not integrity protected or has any of the security parameters wrong (against the information the HSE has) and there are new authentication vectors available in the HSE for that UE, then the HSE goes to step 6 and uses one of the available unused authentication vectors.

-
If the "Start EMSDP session request command with E2E" is not integrity protected or has any of the security parameters wrong (against the information the HSE has) and there are no authentication vectors available in the HSE for that UE and the HSE has a direct connection to the HSS, then the HSE goes to step 4.

-
If the "Start EMSDP session request with E2E command" is not integrity protected or has any of the security parameters wrong (against the information the HSE has) and there are no authentication vectors available in the HSE for that UE and the HSE has an indirect connection to the HSS via a EMKS, then the HSE goes to step a.

-
If the command is the 'Manage EMSDP Keys request for E2E only’, then the HSE skips steps 4, 5, 6 and directly proceeds to step 7.

4. Authentication-Information-Request over S6x interface – The HSE uses the S6x interface to the HSS to request one or more authentication vectors using the UE IMSI.  These vectors will be specific to the BEST service.  The IMSI of the UE is the IMSI passed in the accounting request (Start) for that UE when the SGi interface was setup.

5. Authentication-Information-Answer over S6x interface – The HSS uses the S6x interface to the HSE to return the requested authentication vectors.  These vectors are specific to the BEST service. 

a. Authentication-Information-Request over the new2 interface – Where an EMKS is used, the HSE uses the new2 interface to the EMKS to request an authentication vector using the UE IMSI.  These vectors will be specific to the BEST service.  The IMSI of the UE is the IMSI passed in the accounting request (Start) for that UE when the SGi interface was setup.

b. Authentication-Information-Request over the S6y interface – The EMKS uses the S6y interface to the HSS to request one or more authentication vectors using the UE IMSI.  These vectors will be specific to the BEST service.  

c. Authentication-Information-Answer over the S6y interface – The HSS uses the S6y interface to the EMKS to return the requested authentication vectors.  These vectors may be stored on the EMKS for later use.  

d. Authentication-Information-Answer over the new2 interface – The EMKS uses the new2 interface to the HSE to return the requested authentication vector.

6. Calculate HSE Keys -  The HSE calculates the KE2Menc key using the BEST key derivation mechanism, CK, IK, a HSE id and the key id with the Algorithm id set to "BEST encryption Key". The HSE calculates the KE2Mint key using the BEST key derivation mechanism, CK, IK, a HSE id and the key id with the Algorithm id set to "BEST integrity Key". The HSE calculates the (KInt_E2E)  key using the BEST key derivation mechanism, CK, IK, a HSE id and the key id with the Algorithm id set to " BEST end2end Intermediate Key".
7. The HSE sends a ‘UE E2E Session Request’ to the EnSE over the new 3 interface – The HSE uses the new 3 interface to the EnSE to inform the EnSE of the new E2E session request and forwards the intermediate E2E key (KInt_E2E)  to the EnSE.
8. The EnSE sends a ‘E2E Session Accept’ to the HSE with an Enterprise  service container – The EnSE replies with the Enterprise service container to be send to the UE.
9. Start new EMSDP session command over the SGi interface -  The HSE sends a "Start new EMSDP session with E2E" command to the PDN Gateway using the SGi interface as follows:

-
If the new keys need to be agreed for the BEST service, then the HSE includes the Key Agreement TLV and the provided Enterprise container in the "Start new EMSDP session" command.  The Key Agreement TLV has the RAND and AUTN of the authentication vector used in the RAND IE and AUTN IE. The Enterprise container is passed on transparently.
- A different session ID for the E2E session, i.e. for the user data that should not be decrypted by the HSE but passed on unchanged to the EnSE. This session ID is to be used between the UE and the EnSE.
10. Start new EMSDP session command over the Air interface / core network interface -  The PDN Gateway sends a "Start new EMSDP session with E2E" command to the UE using the core network and air interfaces.

11. Calculate UE Keys - On successful reception of the "Start new EMSDP session with E2E" command, the UE checks the AKA challenge as detailed in 3GPP TS 33.xxx [x] and if it is valid, calculates the AKA response CK and IK.  Unlike the normal AKA challenge/response, the AKA response in not sent to the HSE as the HSE can determine that this was successful from the MAC value presented in any following message.  The UE calculates the End to Middle keys as follows:

-
KE2Menc key using the BEST key derivation mechanism, CK, IK, a HSE id and the key id with the Algorithm id set to "BEST encryption Key". The UE calculates the KE2Mint key using the BEST key derivation mechanism, CK, IK, a HSE id and the key id with the Algorithm id set to "BEST integrity Key".  The UE may choose to calculate one or a set of KE2Menc and KE2Mint key values depending on its optimal power strategy.  Each key id refers to a pair of KE2Menc and KE2Mint key values. The UE calculates the (KInt_E2E)  key using the BEST key derivation mechanism, CK, IK, a HSE id and the key id with the Algorithm id set to " BEST end2end Intermediate Key".

The UE calculates the E2E keys as follows:


The UE calculates the KE2Eenc key using the BEST key E2E derivation mechanism using the Enterprise key, optional additional information from the Enterprise container, the BEST end-to-end Intermediate Key (KInt_E2E) and the Algorithm ID set to "BEST e2e encryption key" and the UE calculates the KE2Eenc key using the BEST key E2E derivation mechanism using the Enterprise key, optional additional information from the Enterprise container,  the BEST end2end Intermediate Key (KInt_E2E) and the Algorithm ID set to "BEST e2e integrity key (KE2Eenc)".


NOTE: Upon successful " Manage EMSDP Keys request for E2E only", the UE only calculates the E2E keys.
12. Calculate EnSE Keys - The EnSE calculates the KE2Eenc key using the BEST key E2E derivation mechanism using the Enterpise key and optional additional information, the BEST end-to-end Intermediate Key (KInt_E2E) and the Algorithm ID set to "BEST e2e encryption key". The EnSE calculates the KE2Eenc key using the BEST key E2E derivation mechanism using the Enterprise key and optional additional information from the Enterprise container,  the BEST end2end Intermediate Key (KInt_E2E) and the Algorithm ID set to "BEST e2e integrity key (KE2Eenc)".
The pair of KE2Menc and KE2Mint key values for the indicated key id are then used for all further EMSDP messages between the HSE and the UE until either a new key ID is indicated or until the keys are re-negotiated. The pair of KE2Eenc and KE2Eint key values for the indicated key id are then used for all further EMSDP messages between the EnSE and the UE until either a new key ID is indicated or until the keys are re-negotiated.
6.9.2.7.3
BEST key derivation mechanism

6.9.2.7.3.1
BEST End to middle and intermediate key derivation
All key derivations (including input parameter encoding) for BEST shall be performed using the key derivation function (KDF) specified in TS 33.220 [8]. This clause specifies how to construct the input string, S, to the KDF (which is input together with the relevant key). 
When deriving a KE2Menc or KE2Mint from CK, IK, a HSE id, key id and algorithm id, the following parameters shall be used to form the input S to the KDF.

-
FC = [TBD],

-
P0 = HSE id,

-
L0 = length of HSE id (i.e. 0x00 0x03),

-
P1 = SQN ( AK

-
L1 = length of SQN ( AK (i.e. 0x00 0x06) 

-
P2 = algorithm id

-
L2 = length of algorithm id (i.e. 0x00 0x01)

The exclusive or of the Sequence Number (SQN) and the Anonymity Key (AK) is sent to the UE as a part of the Authentication Token (AUTN), see TS 33.102. If AK is not used, AK shall be treated in accordance with TS 33.102, i.e. as 000…0.
The algorithm id shall be "BEST encryption key" for BEST encryption algorithms and "BEST integrity Key" for BEST integrity protection algorithms. The values 0x04 to 0xf0 are reserved for future use, and the values 0xf1 to 0xff are reserved for private use.

Table 6.9.2.7.3.1: Algorithm type distinguishers

	Algorithm distinguisher
	Value

	BEST encryption key (KE2Menc)
	0x01

	BEST integrity Key (KE2Mint)
	0x02

	BEST end2end Intermediate Key (KInt_E2E)
	0x03


The input key shall be equal to the concatenation CK || IK of CK and IK.
6.9.2.7.3.2
BEST End to end key derivation

All key derivations (including input parameter encoding) for BEST shall be performed using the key derivation function (KDF) specified in TS 33.220 [8]. This clause specifies how to construct the input string, S, to the KDF (which is input together with the relevant key). 

When deriving a KE2Eenc or KE2Eint from KInt_E2E, the following is the following parameters shall be used to form the input S to the KDF. The RAND in this derivation could be provided by inside the Enterprise container.

-
FC = [TBD],

-
P0 = EnSE id,

-
L0 = length of EnSE id (i.e. 0x00 0x03),

-
P1 = algorithm id

-
L1 = length of algorithm id (i.e. 0x00 0x01)

-
P2 = RAND

-
L2 = length of rand (0 if no rand found in the Enterprise container)

The algorithm id shall be "BEST e2e encryption key" for BEST encryption algorithms and "BEST e2e integrity Key" for BEST integrity protection algorithms. The values 0x03 to 0xf0 are reserved for future use, and the values 0xf1 to 0xff are reserved for private use.

Table 6.9.2.7.3.2: Algorithm type distinguishers

	Algorithm distinguisher
	Value

	BEST e2e encryption key (KE2Eenc)
	0x01

	BEST e2e integrity Key (KE2Eint)
	0x02


The input key shall be equal to the concatenation KInt_E2E || Enterprise_Key of KInt_E2E  and Enterprise_Key. When the Enterprise container specifies no Enterprise key, the Enterprse_Key shall be set to zero (0..0).
Note: The Enterprise_Key provisioning is outside the scope of 3GPP.
6.9.2.8
Starting a BEST service session

6.9.2.8.1
UE initiated BEST session
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Figure 6.9.2.8.2.1 UE initiated BEST session startup flow diagram
Once the data session is live (following the BEST service discovery procedure), if there is no current session running and typically when the UE has some data to transfer, the UE checks the key status and the BEST container received from the BEST service discovery procedure and does the following:
- If the BEST service is not activated in the BEST container then the session shall not be started.

- If the UE determines that the key needs to be re-agreed then the UE sends a "Start EMSDP session request with E2E" command through the SGI PtP tunnel (This is described in detail in section 6.8.2.8) with the key id set to "00", Session id set to "00..00", no encryption and the MAC set to "00..00".

- If the UE determines that the key does not need to be re-agreed then the UE sends a "Start EMSDP session request with E2E" command with the indicated key and algorithms.  The HSE may trigger a key re-agreement if it chooses to do so.

On reception of the "Start EMSDP session request with E2E" command from the UE via the PDN gateway, the HSE checks the security of the message, the UE's subscription, the BEST service status for the location of the UE and the validity of the BEST service keys and carries out one of the following:

- If the HSE determines that the key does not need to be re-agreed then the HSE sends a "Start new EMSDP session with E2E" command with the indicated key, encrypted and integrity protected as indicated in the service discovery.  This message has one HSE Identity TLV containing the identity of the HSE and a Key agreement TLV with its length set to 00 and no AUTN IE or RAND IE. This message may contain an empty enterprise container indicating that the stored E2E keys can be reused.
- If the new keys need to be agreed for the BEST service, then the HSE includes one HSE Identity TLV containing the identity of the HSE and the Key Agreement TLV in the "Start new EMSDP session with E2E" command.  The Key Agreement TLV has the RAND and AUTN of the authentication vector to be used, in the RAND IE and AUTN IE. Also, it includes whether E2E is allowed, includes the EnSE ID and provides the Enterprise container if E2E is allowed.
On reception of the "Start new EMSDP session with E2E" command in the UE, the BEST session is considered setup and user plane messages are allowed to be sent.

If no E2E session is allowed, the HSE can decide to reply with a "Start new EMDSP session" in stead telling the UE that it should commence a session without E2E. In this case, the UE falls back to the End to Middle scenario.
6.9.2.8.2
HSE initiated BEST session
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Figure 6.9.2.8.2.1: Flow diagram of HSE initiated BEST session
Once the data session is live (following the BEST service discovery procedure), if there is no current session running and typically when the HSE has some data to transfer, the HSE checks the UE's subscription, the BEST service status for the location of the UE and the validity of the BEST service keys and carries out one of the following:

-
If the HSE determines that the key does not need to be re-agreed then the HSE sends a "Start new EMSDP session with E2E" command with the indicated key, encrypted and integrity protected as indicated in the service discovery.  This message has one HSE Identity TLV containing the identity of the HSE and a Key agreement TLV with its length set to 00 and no AUTN IE or RAND IE. This message may contain an empty enterprise container indicating that the stored E2E keys can be reused.
-
If the new keys need to be agreed for the BEST service, then the HSE includes one HSE Identity TLV containing the identity of the HSE and the Key Agreement TLV in the "Start new EMSDP session with E2E" command.  The Key Agreement TLV has the RAND and AUTN of the authentication vector to be used, in the RAND IE and AUTN IE. Also, it includes whether E2E is allowed, includes the EnSE ID and provides the Enterprise container if E2E is allowed.
On reception of the "Start new EMSDP session with E2E" command in the UE, the BEST session is considered setup and user plane messages are allowed to be sent.

If no E2E session is allowed, the HSE can decide to send a "Start new EMDSP session" in stead telling the UE that it should commence a session without E2E. In this case, the UE falls back to the End to Middle scenario.
6.9.2.9
Resuming a BEST session following a power cycle at the UE or a re-attach

If the new session required is not set and the other BEST parameters in the HSE BEST IE are identical to the previous agreed HSE BEST IE, the UE may continue a previously started session by using the security details of the last agreed session. If the control session is resumed, it is implicitly assumed that the E2E associated with that control session is resumed as well.
6.9.2.10
BEST service session operation

Once a BEST session is setup, boith signalling messages and user plan messages can be sent and received between the UE and the HSE / EnSE secured by the agreed security mechanisms via the PDN gateway.

6.9.2.11
Ending a BEST service session

 The HSE or the UE can end a BEST session by sending a Terminate EMSDP request command.  This may be due to a request to do so by the enterprise or the user or due to an error condition.

6.9.3
Solution Evaluation

This solution completely describes a BEST service.

Key issue #1 is fully addressed by the described solution as it describes a secure message service the between the UE and an element in the Enteprise’s domain, the EnSE. The keys are agreed securely by re-using the strong LTE authentication mechanism.  The user data is protected by an integrity mechanism and optionally protected by encryption.  The user data messages are protected with a counter to prevent reply attacks.

Key issue #2  is fully met by this solution.

Key Issue #3 is fully met by the solution by the ability for the visited network to indicate restrictions to the HSE which in turn takes this information into account and also controls the E2E session.
Key Issue #4 is fully met as this solution specifies integrity protection of all user data and allows the enterprise to control the security used either at the UE or at the HSE through the EnSE.

**** Second Change ****

7.2
Solution evaluation summary

The report proposes the following solutions:

-
Solution #1 "UE to HPLMN security based on UMTS/EPS AKA enhancements". This solution uses enhancements to the 3GPP AKA to generate key material used by the end to end or end to middle security mechanisms. The solution is intended for use over the cellular IoT RAT where the middle endpoint is a HSE. The solution proposes a mechanism that protects the key materials from being exposed to the visited network but does not cover the mechanisms that use these keys to deliver integrity protection and confidentiality protection. Variants of this solution are proposed that differ in how and when the key material is delivered to the non-UE end of the communication as follows:

-
"Variant A" where the HSS/HLR pushes key materials to the relevant HSE when an AKA generation occurs that includes end to middle key generation. In this solution the HSE needs to store the generated keys until they are used.

-
"Variant B" where the HSS/HLR pushes key materials to the relevant HSE when a PDP context activation occurs following a successful AKA exchange with the UE that includes end to middle key generation. In this solution the HSS/HLR needs to store the generated keys until they are used.

-
"Variant C" where the HSE pulls the key materials from the HSS/HLR when an PDP context activation occurs following a successful AKA exchange with the UE that includes end to middle key generation. In this solution the HSS/HLR needs to store the generated keys until they are used.

-
"Variant D" where the HSS/HLR pushes key materials to a new standardised key store entity called an End to Middle Key Server (EMKS) when an AKA generation occurs that includes end to middle key generation. The HSE pulls the key materials from the EMKS when a PDP context activation occurs following a successful AKA exchange with the UE that includes end to middle key generation. In this solution the EMKS needs to store the generated keys until they are used.

-
"Variant E" is a modification of variants a, b, c and d where the USIM only performs an unmodified AKA procedure and the creation of the local end to middle key values is calculated on the ME. 

-
Solution #2 "End to middle security based on AKA with an EMSE". This solution defines a new middle endpoint called an E2M Security Endpoint (EMSE). This solution uses the EMKS defined in solution #1d to store the end to middle keysets and the processes in solution #1e where the UE end to middle keys are generated in the ME so that no modifications to the current USIM is required. The solution proposes a mechanism that protects the key materials from being exposed to the visited network but does not cover the mechanisms that use these keys to deliver integrity protection and confidentiality protection. 

-
Solution #3 "Independent VPLMN and e2m security associations". This solution proposes a separate specific AKA run to generate the end to middle key material when they are needed so that there is no inter-relationship or related synchronisation issues with the AKA run for network access. The solution does not require modification of the HSS/HLR or the USIM but does not cover the mechanisms that use these keys to deliver integrity protection and confidentiality protection and uses more power/network resources to deliver as it requires 2 AKA runs. Although this solution requires two AKA procedures initially (Solution 1 and 2 only require one AKA procedure), further AKA runs only depend on the use and timing of the user plane data and not on any aspect of a 3GPP RAT.

-
Solution #4 "Security Policies". This solution describes the sharing of security policies between the HPLMN and Visited PLMN that relate to the frequency and type of security features supported so that the visited network can identify CIoT devices and adjust their security model appropriately. This solution does not address the agreement on key materials or the mechanisms that use these keys to deliver integrity protection and confidentiality protection.

-
Solution #5 "End to End security solution". This solution introduces a new element, the End to End Security Endpoint (EESE) that allows an authorised third party to fetch end to end keysets that have been agreed using one of the methods detailed in solutions 1, 2 or 3. It also presents a key aging and re-agreement mechanism using a timer. It does not however detail the security mechanisms that these keys are used with.

-
Solution #6 "Bearer protection". This solution introduces IPsec ESP for authentication, integrity and confidentiality protection of the user-plane between the UE and the HSE using the keys derived by the UE and HSS and distributed to the HSE according to solutions #1 or #2. For crypto algorithms the solution points the 33.210. The solution does not stipulate on tunnel vs. transport mode ESP and on compression methods. Furthermore the solution does not define the derivation or negotiation of the IPsec ESP Security Association parameters.

-
Solution #7 "End to End". The solution extends solutions 1 and 2 to End to End security. However this solution does not currently deal with mechanisms for LI and optional data cyphering.

 -
Solution #9 " Complete end to emd solution".  This solution describes a full BEST service including service discovery, session management, secure operation and error management.  All of the key issues are addressed fully in this solution.
The solutions are further summarised as follows:

Table 7.2-1: Summary overview of the proposed solutions

	Solution
	Endpoints
	Tampering and eavesdropping protection
	Efficient device power and network use
	Visited PLMN needs addressed
	Confidentiality and integrity mechanism specified
	Nodes potentially effected

	1A
	E2M
	Yes
	Efficient
	Yes
	No
	HSS/HLR, USIM, ME, SGSN, GGSN, MME, S-GW and P-GW

	1B
	E2M
	Yes
	Efficient
	Yes
	No
	HSS/HLR, USIM, ME, SGSN, GGSN, MME, S-GW and P-GW

	1C
	E2M
	Yes
	Efficient
	Yes
	No
	HSS/HLR, USIM, ME, SGSN, GGSN, MME, S-GW and P-GW

	1D
	E2M
	Yes
	Efficient
	Yes
	No
	EMKS, HSS/HLR, USIM, ME, SGSN, GGSN, MME, S-GW and P-GW

	1E
	E2M
	Yes
	Efficient
	Yes
	No
	EMKS, HSS/HLR, and ME

	2
	E2M
	Yes
	Efficient
	Yes
	No
	EMKS, HSS/HLR, USIM, ME, SGSN, GGSN, MME, S-GW and P-GW

	3
	E2M
	Yes
	less efficient
	Yes
	No
	EMKS and ME

	4
	-
	Yes
	Efficient
	Yes
	No
	UE

	5
	E2E
	Yes
	Efficient
	No
	No
	EMKS, EESE and UE

	6
	E2M
	Yes
	Efficient
	No
	No
	HSS/HLR, USIM, ME, SGSN, GGSN, MME, S-GW and P-GW

	7
	E2E
	Yes
	Efficient
	No
	No
	HSS/HLR, USIM, ME, SGSN, GGSN, MME, S-GW and P-GW

	
	
	
	
	
	
	

	9
	E2E
	Yes
	Efficient
	Yes
	Yes
	UE, USIM, MME, HSS, HSE and EnSE
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