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Summary
The GSMA Fraud and Security Architecture Group (FSAG) wishes to ask the members of the above ETSI and 3GPP Working Groups to consider the potential standardization impact of proposed solutions for the legacy security issues that FSAG proposes to study further. 

2. Introduction and Background
The cost of exploiting known limitations and vulnerabilities of the 2G radio interface has dramatically reduced over the last 10 years and the required hardware is now widely available. FSAG has considered a range of potential solutions to improve security of the 2G radio interface and it proposes to further study 4 possible solutions that could be combined to offer a protection level comparable to 3G against known attacks with minimal network impact. FSAG identified that the following two solutions out of the 4 shortlisted could have an impact on the existing standards.  
· Disable compromised encryption in mobile: where the home operator can remotely and selectively disable an encryption algorithm in the customer mobile depending on the capability self-declared by the network visited by the customer. This solution not only applies to 2G but also to 3G and 4G.
· Force two-way authentication over 2G network: where the home operator can force a mobile to perform mutual authentication on a 2G network, depending on the capability self-declared by the network visited by the customer.
[image: ]
Figure 1. Disabling compromised encryption in mobile
The first solution would provide the ability for operators to start retiring a compromised encryption algorithm without having to wait for all operators worldwide to have a replacement algorithm. It is envisaged that this solution works with the home operator using SIM OTA to update a file in its customers’ UICC that indicates the algorithms that the visited operator self-declare support on its whole network. This solution requires the mobile to read the relevant file in the UICC and to disable the compromised encryption algorithm(s) on the visited networks that support a non-compromised algorithm. Note that the mobile may require a new firmware update to be able to disable a particular algorithm.
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Figure 2. Forcing mutual authentication over 2G
The second solution increases the difficulty of impersonating a 2G mobile network. This solution works similarly to the first with the home operator using SIM OTA to update a file in its customers’ UICCs indicating the visited networks that self-declare support for 3G AKA on their whole 2G networks. This solution requires the mobile to read the relevant file in the UICC and to forbid the use of 2G challenge and response authentication on the visited networks that support 3G AKA.
Both solutions require standardizing a new file in the mobile device.

3. Action for SA3
The first solution applies not only to 2G but also to 3G and 4G, where integrity protection must be applied in addition to encryption. In the 3G and 4G context, the home operator could thus disable compromised algorithms for either encryption and integrity protection. We have the choice to consider encryption and integrity protection algorithms either independently or not. However, the complexity of the solution increases if we consider all possible combinations of encryption and integrity protection algorithms. For example, we could imagine a case where UIA1 and UEA1 should be not allowed but UIA1 and UEA2 could be allowed and UIA2 and UEA1 could be allowed. Regardless of how unlikely this case is our proposal is to consider encryption and integrity protection algorithms independently to avoid additional complexity.
FSAG kindly asks SA3 to consider the two proposed solutions in order to provide some feedback and guidance regarding their standardization work including their potential impact on existing standards.

4. Action for CT6 and SCP
Both solutions require the introduction of new information elements in the UICC, which may require operators to deploy new UICCs or to update their existing UICCs over the air.
The first solution requires storing a list of algorithms per visited network. This list could indicate either that these algorithms are supported on the whole visited network or that these algorithms should no longer be used on the visited network (based on the knowledge of the algorithms that are supported on this network). The definition and contents of this list of algorithms could have an impact in terms of the number of updates.
FSAG kindly asks CT6 and SCP to consider the proposed solutions in order to provide some feedback and guidance for the standardization and deployment of the solutions. 

5. Next FSAG Group meeting
Please find below the next coming meetings where FSAG plans to discuss this topic.
30th May	 		FSAG#34			Conference call
13th June	 		FSAG#35			Conference call
29th to 30th June		FSAG#36			London, United Kingdom	

6. Contact
In case of further questions and/or feedback to the attached document, these can be directed to James Moran, Head of Security, GSMA.
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