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Wilst we fully agree with the sentiment of the changes in S3-160620 and S3-160647, Vodafone (on reflection) are concerned with the wording…
Vodafone believes that:

· the USIM should be referenced not the UICC

· the the file should only be used if it is present and active.

· The file should contain a list of disabled algorithms so that new stronger algorithms are automatically allowed with needing an USIM OTA campaign.

For S3-160650 Vodafone's suggested wording change is….
************* Beginning of 1st change****************

4.9
Support of A5 Algorithms in MS

It is mandatory for A5/1, A5/3, A5/4 and non encrypted mode to be implemented in mobile stations. It is prohibited to implement A5/2 in mobile stations. Only A5 algorithms that are included in 3GPP specifications shall be implemented in mobile stations.

The use of non encrypted mode, A5/1, A5/3 or A5/4 in the MS shall be disabled on a particular visited network if instructed to do so by the USIM. If the EF Disabled Algorithms file is present and active in the USIM, then the algorithms marked as disabled shall not be used on any visited network.
*************End of 1st change**********************

For S3-160647 Vodafone's suggested wording is….

************* Beginning of 1st change****************

6.5.6

UIA identification

Each UMTS Integrity Algorithm (UIA) will be assigned a 4-bit identifier. Currently, the following values have been defined:


"00012"
:
UIA1, Kasumi. 


"00102"
:
UIA2, SNOW 3G.

The remaining values are not defined.

UEs and RNCs shall implement UIA1 and UIA2.

The use of UIA1 or UIA2 in the ME shall be disabled on a particular visited network if instructed to do so by the USIM. If the EF Disabled Algorithms file is present and active in the USIM, then the algorithms marked as disabled shall not be used on any visited network.
The use of Kasumi for the integrity protection function f9 is specified in TS 35.201 [11] and TS 35.202 [12]. Implementers' test data and design conformance data is provided in TS 35.203 [13] and TS 35.204 [14].

The use of SNOW 3G for the integrity protection function f9 is specified in TS 35.215 [24] and TS 35.216 [25]. Implementers' test data and design conformance data is provided in TS 35.217 [26] and TS 35.218 [27].

*************End of 1st change**********************

************* Beginning of 2d change****************

6.6.6
UEA identification

Each UEA will be assigned a 4-bit identifier. Currently the following values have been defined:

"00002" 
:
UEA0, no encryption.

"00012"
:
UEA1, Kasumi. 

"00102"
:
UEA2, SNOW 3G.
The remaining values are not defined.

UEs shall implement UEA0, UEA1 and UEA2.

The use of UEA0, UEA1 or UEA2 in the ME shall be disabled on a particular visited network if instructed to do so by the USIM. If the EF Disabled Algorithms file is present and active in the USIM, then the algorithms marked as disabled shall not be used on any visited network.
The use of Kasumi for the ciphering function f8 is specified in TS 35.201 [11] and TS 35.202 [12]. Implementers' test data and design conformance data is provided in TS 35.203 [13] and TS 35.204 [14].

The use of SNOW 3G for the ciphering function f8 is specified in TS 35.215 [24] and TS 35.216 [25]. Implementers' test data and design conformance data is provided in TS 35.217 [26] and TS 35.218 [27].

*************End of 2d change**********************

