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Abstract of the contribution: This contribution proposes a key issue related to service access security in next generation networks.
1 Access mechanisms
The Next Generation networks will be able to provide larger variety of services through different network slices. As described in the SMARTER TRs, access to services can be provided in several ways among which we list the following.

Simultaneous access to services: It will be possible for end-users to simultaneously get access to different slices; for example a slice providing an enhanced mobile broadband service and a slice providing a push to talk service. 
Different access networks: It is also assumed that end-users could potentially access the services through both 3GPP and non-3GPP, trusted and less trusted access networks. 
New types of credentials: Access to services could be granted based on different types of credentials. 

New types of devices: For example in the context of the Massive Internet of Things, it is expected that new types of devices supporting multiple radio technologies would be granted access such as smart wearables and sensors. 
2 Security implications
Compared to legacy LTE, such variety both in the type of devices and access possibilities means wider exposure (attack surface) in the next generation networks. Therefore, and if not stronger, the same security requirements on authorization and service access do still apply. The result is that there must be a mechanism to authenticate and authorize the UE’s so that only authorized ones are granted access to the services.
In fact, if UEs can circumvent the authentication and authorization procedures, then this will open up for several attacks such as impersonation and denial of service attacks. Impersonation attacks can lead to fraudulent charging and can potentially leak sensitive information on the victim UE. On a larger scale such as the Massive Internet of Things, efficient denial of service attacks could be mounted causing fast resource depletion and consequently loss of service, money and reputation. 
Figure 1 illustrates the links over which the access to service can take place and ending in the corresponding network slice. 
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Figure 1: Access links in Next Generation systems

If unprotected, an attacker eavesdropping on those links can get hold of sensitive service or even access related information. In addition, a skilful attacker can hijack the ongoing session and inject his own data packets. The attacker can as well replay intercepted packets causing an unnecessary overload in the system that may affect availability and service quality.
3 Proposal
It is proposed to approve the changes below for inclusion in TR 33.899 under the key issue clause of the security area for network slicing proposed in another contribution in this meeting.
4 pCR 
***
BEGIN CHANGES
***
5.x.2
Key issues
5.x.2.y 
Key issue #x.y: Service access security
5.x.2.y.1
Key issue details

It is expected that the Next Generation systems are able to provide access to services in different ways. A UE can simultaneously access multiple services delivered by different network slices. It can also access the services through different types of access networks, 3GPP and non-3GPP, trusted and less trusted. Furthermore, in the context of the IoT, it is expected that there will be a proliferation in the types and the number of connected devices (UEs) such sensors and smart wearables.

There are potentially several vulnerable links over which the access to the network slice and hence the service can take place.
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Figure 1: Access links in Next Generation systems

Solutions for this key issue should aim to be generic to the extent possible in order for the authorization mechanism to support such variety in access/device type and also to be future proof.
5.x.2.y.2
Security threats

If there is no proper authorization mechanism for service access, then this opens up for different types of attacks such as impersonation and denial of service. Impersonation attacks can lead to fraudulent charging and can potentially leak sensitive information on the victim UE. On a larger scale such as the massive IoT, efficient denial of service attacks could be mounted causing fast resource depletion and consequently loss of service, money and reputation.

If unprotected, an attacker eavesdropping on the access links can get hold of sensitive service or even access related information. In addition, a skilful attacker can hijack the ongoing session and inject his own data packets. The attacker can as well replay intercepted packets causing an unnecessary overload in the system that may affect availability and service quality.
5.x.2.y.3 
Potential security requirements

There shall be means to prevent unauthorized UEs from gaining access to services.

There shall be means to prevent authorized UEs from misusing their access rights.
There shall be means to authenticate UEs for access authorization.
***
END OF CHANGES
***
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