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Abstract of the contribution: 
This contribution proposes to add a key issue related to the next generation mobile network security framework. This contribution proposes a research on the flexible, on demand security protection in next generation mobile network security framework.

Introduction 
Traditional 3GPP network only provide CS/PS and MBB services to end users. Though the security algorithm and security parameters can be negotiated, they are fixed during the communication and fixed for all services. In next generation mobile network, an open framework enables diverse services, e.g. diverse QoS requirements and diverse security protection requirements. This document proposes a key issue to discuss the flexible protection mechanism in next generation mobile system.

Discussion
Next generation mobile network is an open system. Besides traditional CS and PS/MBB service, next generation mobile network framework should have capability to run new services provided by the operator or by 3rd party. These services could require different security protection levels. For example, the V2V communication requires high authentication and low confidential protection and advertisement does not require any confidential protection at all while D2D communication requires high confidential protection. In the case of peer-to-peer  protection is implemented, e.g. TLS, authentication and credential protection in next generation mobile network may not be the foremost consideration but privacy should be of higher concern. The openness means that the service could be dynamically deployed and therefore, the security requirements are varying. The service and end user characteristics require a flexible security framework. The re-keying and re-authentication mechanism in different applications vary. Some service requires high volume and high data rate communication while some service only connect to next generation mobile network in a much less frequent manner.
The diverse QoS of service is another consideration of the flexible security protection. Any protections require computation consumption and some requires communication and such computation should not significantly impact the QoS of service. For delay sensitive services, e.g. VR or AR, minimizing the security computation and communication time consumption is meaningful.
From the power consumption respect, both the network and end user equipment are concerned, however in different aspects. For networks, high efficient security protection mechanism means a high data throughput, high capacity and low power consumption. All of those are the cost saving for operators. For end user equipment, battery life is the first benefit. The second is to enable the power restricted devices, e.g. cheap IoT sensors to join the next generation mobile network. The computation and communication capability of the end devices is the other concern. Some low-cost device is of low-cost CPU, low memory and simple communication module. Too high security protection will increase the cost on the devices and will shrink the next generation mobile network application.
Based on the discussions, we summarize the requirement as follows:
Next generation mobile network requires an on-demand, flexible security protection framework to, no less and no more than required, to suit the diverse service, diverse security level requirements, diverse device and is applicable for the low cost, low power consumption characteristics.
For the end user equipment, one MS and one UE should support multiple security protection mechanism, security algorithm, security parameter set for different slices and different applications.
The requirements for the next generation mobile network are:
· next generation mobile network should have capability of defined security service
· next generation mobile network should define a set of security service, this definition should be a framework one, not fixed one
· Such security service definition, should reflect the application, user profile and device profile
· Device capability report should contain the “security capability”
· Security service is negotiable, when commission or when application deployment, or when user requests a specific service.
· The end user, end device and the network should have the capability to change the security policy or security service, when required. For example, user subscription change, network upgrade, device change, etc.
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Next generation mobile network will provide an open service platform for diverse services and applications. The varying characteristics of those services and applications, along with the diverse device capability, requires a flexible and on demand security framework. The requirements come from the following use cases [TS 22.891]:
· Different services have different security protection levels
· Application QoS restricts the security level, e.g. security protection should satisfy the processing delay restriction that service required
· The service and end user characteristics require a flexible security framework
· The power consumption of the network and the end user device should be considered in next generation mobile network
· The capability restriction of the end user device requires next generation mobile network a flexible security mechanism
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Traditional fixed mechanism and fixed policies are not applicable in next generation mobile network, since next generation mobile network is open to adopt to diverse services and applications.
[bookmark: _GoBack]In next generation mobile network, there will be some services that require very high security protection level, for example the public safety system. A low level protection could cause attackers to publish fake messages, which could lead to public panic. However, low cost low security devices may be denied access to next generation mobile network services if different security protection level is not supported, and limits the application of 5G network.
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The requirements for the next generation mobile network are:
· Next generation mobile network should have a flexible and extensible security framework to protect diverse services and applications, various devices capabilities.
· Security service is configurable and negotiable, when commission or when application deployment, or when user requests a specific service.
· The end user application, end user device and the network should have the capability to change the security policy, security capability and security parameters, when required. The change could be done via parameter configuration or software upgrade.

***	END OF CHANGES	***
