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This contribution proposes a security area "Security Features". 
No revision marks are used as all text is new. 'FEAT' is a placeholder for the correct number (to be inserted by the rapporteur). 

5.FEAT
Security area #FEAT: Security Features
5.FEAT.1
Introduction 

This security area covers the security features to be provided on the protected reference points identified in the security area #ARCH on architectural aspects of the security for 5G NextGen systems. For each feature, it is stated for both security endpoints whether it is optional or mandatory to support or use. In all cases, it is assumed that a feature, if optional to use, is applied in the same way in uplink and downlink. If a feature is optional to use then its use is determined during the security negotation procedure (cf. separate security area#NEGO).

The present security area is structured such that there is one key issue for each reference point.
NOTE: This security area also covers the security features to be provided on the backhaul link and core network interfaces, as opposed to clause 5 of TS 33.401. 
Editor's Note: The high-level architecture shown in key issue#12 "authentication framework" of TR 23.799 is taken as a starting point for the reference points here.
Editor's Note: The security procedures realizing the security features described here are addressed in separate security areas.

5.FEAT.2
Security assumptions

tba 

5.FEAT.3
Key issues

5.FEAT.3.1
Key issue #FEAT.1: Security features for UE-CN Control Plane
5.FEAT3.1.1
Key issue details

The present key issue covers signalling between the UE and appropriate entities in the core network.  
5.FEAT.3.1.2
Security threats 

tba 

5.FEAT.3.1.3
Potential security requirements
· Integrity protection is mandatory to support and mandatory to use for both UE and CN endpoint, except for emergency calls.
· Confidentiality protection is mandatory to support for both UE and CN endpoint and is recommended to be used.

NOTE: Confidentiality protection is subject to local regulations. 
5.FEAT.3.2
Key issue #FEAT.2: Security features for UE-CN User Plane

5.FEAT.3.2.1
Key issue details

The present key issue covers user plane traffic between the UE and appropriate entities in the core network.  
NOTE: In EPS, the only form of user plane traffic protected between UE and core network is the Rel-13 feature "data via MME", which, however, could also be seen as part of the UE-CN control plane.

Editor's Note: It remains to be seen whether this key issue is relevant for 5G. Some discussions on connectionless mode suggest that it may be.
5.FEAT.3.2.2
Security threats 

tba 

5.FEAT.3.2.3
Potential security requirements
tba 

5.FEAT.3.3
Key issue #FEAT.3: Security features for UE-AN Control Plane

5.FEAT.3.3.1
Key issue details

The present key issue covers control plane traffic between the UE and appropriate entities in the access network.  
5.FEAT.3.3.2
Security threats 

tba 

5.FEAT.3.3.3
Potential security requirements
· Integrity protection is mandatory to support and mandatory to use for both UE and AN endpoint, except for emergency calls.

· Confidentiality protection is mandatory to support for both UE and AN endpoint and is recommended to be used.

NOTE: Confidentiality protection is subject to local regulations. 
5.FEAT.3.4
Key issue #FEAT.4: Security features for UE-AN User Plane

5.FEAT.3.4.1
Key issue details

The present key issue covers user plane traffic between the UE and appropriate entities in the access network.  
5.FEAT.3.4.2
Security threats 

tba 

5.FEAT.3.4.3
Potential security requirements
· Integrity protection is optional to support for UE and mandatory to support for AN endpoint. It is optional to use.

NOTE: There may be specialized devices, e.g. IoT devices, that would not benefit from support of user plane integrity on the radio interface and therefore this feature should not be mandated for all UEs. 

· Confidentiality protection is mandatory to support for both UE and AN endpoint and optional to use.

NOTE: Confidentiality protection is recommended to be used unless confidentiality protection is provided at a higher layer. Confidentiality protection is subject to local regulations. 

Editor's Note: It is ffs whether requirements for mandatory support of confidentiality and / or integrity should be relaxed for special use cases to be realized in dedicated network slices. 
5.FEAT.3.5
Key issue #FEAT.5: Security features for AN-CN Control Plane
5.FEAT3.5.1
Key issue details

The present key issue covers control plane traffic between appropriate entities in the access network and core network, respectively, 

NOTE: This corresponds to backhaul link control plane security in EPS, cf. TS 33.401, clause 11. 

5.FEAT.3.5.2
Security threats 

tba 

5.FEAT.3.5.3
Potential security requirements
tba 

5.FEAT.3.6
Key issue #FEAT.6: Security features for AN-CN User Plane

5.FEAT3.6.1
Key issue details

The present key issue covers user plane traffic between appropriate entities in the access network and core network, respectively, 

NOTE: This corresponds to backhaul link control plane security in EPS, cf. TS 33.401, clause 12. 

5.FEAT.3.6.2
Security threats 

tba 

5.FEAT.3.6.3
Potential security requirements
tba 

5.FEAT.3.7
Key issue #FEAT.7: Security features for CN-CN Control Plane

5.FEAT.3.7.1
Key issue details

The present key issue covers control plane traffic between between appropriate entities in the core network.  
NOTE: This corresponds to network domain security in EPS, cf. TS 33.210 and TS 33.310. 

5.FEAT.3.7.2
Security threats 

tba 

5.FEAT.3.7.3
Potential security requirements
tba 
5.FEAT.3.8.Key issue #FEAT.8: Security features for CN-CN User Plane

5.FEAT.3.8.1
Key issue details

The present key issue covers user plane traffic between appropriate entities in the core network.  
Editor's Note: This key issue has been added for completeness so that an explicit decision can be made. There is no equivalent in EPS as network domain security in TS 33.210 is explicitly limited to control plane traffic. It is ffs whether 3GPP should specify the equivalent of network domain security for user plane traffic in 5G. 

5.FEAT.3.8.2
Security threats 

tba 

5.FEAT.3.8.3
Potential security requirements
tba 

