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Abstract of the contribution: This contribution discusses the location type attacks on ProSe discovery message that were raised at SA3#81. 
Introduction 
The issue of spatial replay attacks on ProSe Discovery message was raised at the previous SA3 meeting when discussing tdoc S3-160162. No conclusion was drawn at the meeting on whether such attacks required a solution or what that solution should be. This paper further discusses this issue. 

Discussion 

The attack consists of spatial replay of a ProSe discovery message. An attacker records discovery message(s) that are sent at one location and then broadcasts them (or an accomplice does) at a different location (presumably many miles away) in order to make a UE believe it is in proximity to the original UE, when in fact it is not. Once the attackers stop broadcasting the discovery messages, the attack stops in that a UE will no longer be detecting the other UE as in its proximity. The attack must be launched in a small time window as the discovery messages are bound to time. The following figure taken from S3-160162 illustrates the attack.


[image: image2.png]INTERNET




Risk Assessment
Notably, the likelihood and impact of such an attack has not been investigated for either open discovery or restricted discovery. It can perhaps be understood that for open discovery the impact may be higher than for restricted, since trust in the discovery of a victim commercial entity may be eroded in the consumers affected. However, it is worth examining at least classes of solutions that may be used for further considerations to understand the extra complexity needed to avoid such attacks and gauge whether it is appropriate to specify a solution. 
General observations on solutions for spatial replay
A general solution to the attacks could rely only on information that is available to both the announcing and the monitoring UEs (as for example, in the case of restricted discovery they may be no interaction with the ProSe Function, and also the ProSe Function will not know the location of the UEs anyway). Therefore the best candidate for a solution seems to be to somehow bind the GPS location of the sending UE to the discovery message. This binding can be checked by the monitoring UE. Using GPs location is quite a drain on the battery of a mobile, so it does not seems sensible to mandate such a solution for all discovery messages. Such an impact on the mobile’s overall performance needs to be considered when assessing such solutions. 
It is not necessary for a UE to include its exact location into the message hence it is proposed that the sending UE use say 16 bits to provide its longitude and latitude, i.e. 32 bits in total. This in effect divides the world into a gird of locations; the sending UE uses the centre point of the grid it finds itself in as its location for binding to the discovery message. A monitoring UE that is checking the location authenticity of a discovery message checks whether it is in 500m (the maximum discovery range) of one point of the grid indicated by the sending UE. 
The approximate location of the sending UE can then either be included in the discovery message or implicitly bound to the discovery message by including it in the MIC calculation. 
Solution type A: Include approximate location explicitly
The advantages of explicitly including the approximate location are that the receiving UE can directly check the location itself and has the option to not perform the check of the location, if for example GPS is switched off to conserve battery use. The approximate location can be placed in the Application Controlled Extension (ACE) part of open or restricted non-PS discovery message. The advantage of this arrangement is that there is no need to change the signalling between the UEs and ProSe Functions or between the UE to enable UEs to perform this location authenticity check. The disadvantage is that it takes up 32 bits of the discovery message (Note in Rel-13 both Open and Restricted Discovery message, there is room in the ACE part for such parameters). The impact of losing those bits in the discovery message needs to be further considered
The above solution could not apply directly to PS discovery as those discovery messages do not contain an ACE IE. The PS impact of such a solution is still FFS.
Solution type B: Include approximate location implicitly

Using an implicit approximate location means that both the announcing and monitoring UE will have to know their location for the MIC check to be successfully performed. It may take several checks of the MIC (at the ProSe Function) as the monitoring UE may be able to receive discovery messages from multiple different other approximate locations (i.e., from several neighbouring location grids). For non-Public Safety discovery, there would be a need to negotiate the use of location authenticity between the sending UEs and ProSe Function as part of the Discovery Request procedure, likely on a per application basis. Similar the receiving UE will need to include its location (or at least approximate location) in the Match Report to the PF, in order for the PF to check the MIC. Since the PF does not directly use the location of the receiving UE, it should be further considered if it is possible to avoid sending the location as this is a loss of privacy for the UE. Some of these changes may also apply to the ProSe Function to ProSe Function interfaces. The advantage of this method is that the no bits of the discovery message are used up. 

Overall, the system seems much simpler with the explicit inclusion of the approximate location bits into the discovery message, using the ACE for commercial discovery. This analysis should be extended to PS discovery to find the best overall method.
Proposal

It is proposed that that SA3 agree the below pCR for inclusion in the ProSe Security TR33.833.
Proposed pCR
** FIRST CHANGE ***
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8.3.X
Solution #8.3.X: Adding approximate location to direct discovery messages for commercial discovery 
8.3.X.1
General 

This solution addresses the requirements in key issue #7.3.3 for open and restricted discovery. 

8.3.X.2
Solution description 

The world is in divided up into a grid, where the centre point of each grid location is described by a longitude and latitude that use 16 bits for each one. For example the information could be encoded as follows (which is a based on the representation of a point in TS 23.032[xx]:
Ellipsoid-Point ::= SEQUENCE {


latitudeSign



ENUMERATED {north, south},


degreesLatitude



INTEGER (0..65535),


-- 15 bit field


degreesLongitude


INTEGER (-65536..65535)

-- 16 bit field

}

The enabling of this location authenticity check is negotiated during the Discovery Request procedure. These location data bits are carried in the Application Controlled Extension. Which bits of the ACE are set to the location data is an application-layer issue (out of scope); both announcing and monitoring UEs know this information. If ACE is used, it is not mandatory for the ACE to actually contain location data.
 The sending UE calculates which grid centre point it is nearest to and adds this location into the appropriate part of the ACE. A UE receiving such a Discovery Message may check that that it is within 500m of some point in the grid whose centre point was carried in the discovery messages. If this check fails at the receiving UE, then the receiving UE shall reject the message.  
Editor’s note: The application of a similar method to public safety discovery is FFS.
** END OF CHANGES ***
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