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Abstract of the contribution: This contribution proposes a new key issue on “Subscriber credentials to Next Generation system”. This key issue is assumed to go under security area “Authentication methods, identifiers and credentials”. 
1 Introduction 
This contribution proposes a new key issue on subscriber credentials. This key issue is assumed to go under security area “Authentication methods, identifiers and credentials”.
2 Key issue 
In this key issue proposal, we propose terminology and initial security threats for subscriber credentials. 

The potential requirements agreed under this key issue should clarify which authentication methods, subscriber identifiers and credentials should be used for subscriber authentication towards the Next Generation system, and how the identifiers and credentials are assumed to be stored in the UE side. Solutions under this key issue should propose solution concepts for authentication methods, and discuss related aspects e.g. interoperability, and roaming. 

The attached pCR does not include proposals for potential security requirements because it is expected that the key issue, related terminology and the first draft of the security threats would first need to be agreed in SA3. 

3 Proposal

It is proposed that SA3 adds the attached key issue on subscriber credentials to TR 33.899. 

4 pCR 
***
BEGIN CHANGES
***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[i]
3GPP TR 22.861: "Feasibility Study on New Services and Markets Technology Enablers for Massive Internet of Things". 
[j]
3GPP TR 22.862: "Feasibility Study on New Services and Markets Technology Enablers - Critical Communications". 

***
NEXT CHANGE
***
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.
3GPP subscriber credential: a subscriber credential that has a 3GPP subscriber identifier. 

3GPP subscriber identifier: a subscriber identifier that is routable to the home 3GPP network if the UE is roaming; example of such identifier could be e.g. "MCC.MNC.sensor12345@factory.com" (cf. IMSI). 

Alternative 3GPP subscriber credential: a 3GPP subscriber credential that has a 3GPP subscriber identifier and alternative key.

Subscriber credential: a pair of values consisting of a key and an identifier that serves to identify a subscription and that is to be used as a basis for authentication and key agreement. 

Non-3GPP subscriber credential: a subscriber credential that has a non-3GPP subscriber identifier. 
Non-3GPP subscriber identifier: a subscriber identifier that is not routable to the home 3GPP network if the UE is roaming; example of such identifier could be e.g. "sensor12345@factory.com"  

USIM application based subscriber credential: a 3GPP subscriber credential that has 3GPP subscriber identifier and USIM application based key. 

***
NEXT CHANGE
***
5.x
Security area #x: Authentication methods, identifiers and credentials  

5.x.1
Security assumptions
5.x.2
Key issues
5.x.2.y
Key issue #x.y: Subscriber credentials to Next Generation system 

5.x.2.y.1

Key issue details

This key issue deals with the types of credentials and identifiers that are used to access Next Generation system. Solutions may describe how the credentials could be stored, as well as how the interoperability and roaming (if supported) related to credentials could be implemented. Figure 5.x.2.y.1-1 demonstrates the types of subscriber credentials that are under discussion, and how the identifiers, and long term security keys are related to each other.   
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Figure 5.x.2.y.1-1: Different variants of subscriber credentials 

Three types of credentials could be relevant for this key issue: 

· USIM application based subscriber credential: This is a credential similar to (or exactly the same as) the legacy credential that has a 3GPP subscriber identifier and a long-term shared key. 

· Alternative 3GPP subscriber credential: This is a new type of credential that is based on something else than the legacy credential. It includes an alternative key (e.g. shared, private, or public), however, it still has a 3GPP subscriber identifier. 

· Alternative subscriber credential: This is a second type of  new credential that is also based on something else than the legacy credential. It includes an alternative key (e.g. shared, private, or public), however, it does not have a 3GPP subscriber identifier.

It is assumed that one or both types of alternative credentials can be used to access the Next Generation system. 

Editor’s note: It is FFS which type(s) of alternative credentials should be supported in Next Generation system. 

NOTE:
The use of any alternative credential has many business aspects that are out of the scope of this TR. This key issue will focus on technical side of the problem, and it is motivated by TR 22.862’s [j] service requirement related to the 3GPP system supporting authentication process that can handle alternative authentication methods with different types of credentials. The service requirements in TR 22.862 [j] refer to the use of alternative credentials in factory context e.g. with robots, sensors and actuators over both licensed and unlicensed spectrum. 

The subscriber identifiers in 3GPP-based systems are used for several purposes. They globally and uniquely identify the subscription; however, they are also used for identifying the home network and for routing the authentication vector request to the home network when the UE is roaming. Therefore when the use of an alternative subscriber credential requires the support for roaming, the identity associated to the alternative credential shall be a 3GPP subscriber identifier. It is understood that a non-3GPP subscriber identifier is not routable to the home 3GPP network if the UE is roaming.

NOTE:
The use of alternative keys and the non-3GPP subscriber identifiers may be subject to regional regulatory requirements. However, it is assumed as a general principle that if the Mobile Operator has not provided the alternative key for security, the Mobile Operator would not be responsible for providing the session key material to Lawful Interception. The regional regulation is assumed to be dependent on different network deployment scenarios and the services provided, e.g. different network slices may have different regulatory requirements. For example, a dedicated network slice for factory where the subscribers are not humans but robots, sensors and actuators or networks operated only over unlicensed spectrum may have different Lawful Interception requirements than the more traditional network deployment scenario. 

The acceptance of any type of alternative credentials (i.e. 3GPP or non-3GPP) could be a local decision of the serving access network, and consequently could be limited in terms of global roaming. Furthermore, the use of different types of alternative credentials could be limited to certain services or for dedicated network slices that are isolated from other slices within the same PLMN. 

Secure storage for the different types of alternative credentials should be further studied. For example, uses of trusted execution environment or dedicated hardware are potential ways to secure the credentials from unauthorized access. 

5.x.2.y.2

Security threats
One motivation for allowing the use of alternative credentials in the Next Generation system is to re-use already existing identity management infrastructures, and their credentials for access security. However, this must not lead to the fragmentation of the market or to complexity in the UE and network side for supporting tens or hundreds of authentication methods. 

If the authentication end-point is located outside a 3GPP network, the interface between the 3GPP network and the external entity performing the authentication needs to be secured. Otherwise there is a risk for false charging and unauthorized access to network resources. 

The alternative credentials could be compromised in the UE side if they are not stored in secure way. Compromised credentials may lead to false charging, impersonation and unauthorized access to network resources, and false identification for the purpose of Lawful Interception. 

If the long-term key is not stored securely, there might be risks for the subscriber or the home operator being liable for unauthorized use. For this reason, it could be beneficial if the use of the credentials could be limited, e.g. to certain networks, or services, or limitations of usage could be given in the mutual agreements between two roaming partners. For example, if the alternative credentials were used for sponsored subscriptions where the sponsor is providing the credential and is paying the bill, the usage should be limited to sponsored services only. Or if some visited network does not provide dedicated network slice for IoT devices with alternative credentials, such limitations would need to be agreed beforehand in the roaming agreement. 

There could be baseline security requirements for the lengths of the permanent keys and/or the related authentication methods. Otherwise, the use of potentially weaker credentials could potentially impact negatively to the services offered by stronger credentials, e.g. indirectly if all credential types are used within a single network slice, and the slice becomes a victim of denial of service attack because of the weaker credentials. On the one hand, the use of the potentially weaker keys and authentication methods could be isolated in dedicated network slice in order to avoid attacks towards the network slices using stronger keys and authentication methods. 

If the credentials are provided remotely, it certainly includes some security threats e.g. related to leaking of the long term key to unauthorized party, or unsuccessful authentication of the subscriber. 

5.x.2.y.3

Potential security requirements

Editor’s note: Potential security requirements for subscriber credentials are FFS. 

***
END OF CHANGES
***
�It is assumed that this new key issue would go under a security area related to authentication. Currently, there is no such security area in TR 33.899. 





Subscriber credential
3GPP subscriber credential
Non-3GPP subscriber credential
USIM application based subscriber credential
Alternative 3GPP subscriber credential
Alternative subscriber credential
U(SIM) application based key
3GPP subscriber identifier
Alternative key
3GPP subscriber identifier
Alternative key
Non-3GPP subscriber identifier



