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Abstract of the contribution: In this proposal, considering versatile requirements from different vertical services, we suggest that different network slices should be allowed to adopt different security mechanisms. 

1. Discussion
Based on the technical report of SMARTER, it is clear that NextGen network will be service-oriented. Many different types of services, such as broadband access, IoT services, and vehicular network, will be served by one physical NextGen network. However, it is not cost effective to use a single type of network to serve all different types of services. That’s why the physical network will be divided into slices as logical networks to meet different requirements, such as QoS, capacity and so on. To security mechanism, it’s same. 
Supporting of network slice has been identified by SA2 as a key issue in [1]. For the security mechanisms (e.g. credential formats and authentication protocols) of different network slices, the most realistic solution is to adopt a specific security mechanism for each slice or even each instance if needed, i.e. to customize the security solution for the vertical industrial service. For instance,
· on eMBB services, we could reuse or optimize the mechanism in LTE, i.e. to keep the authentication and credential management entities within the core network and use IMSI as the user’s only credential. 
Of course, the new mechanism could be developed if necessary; 
· on  mIoT services, mIoT devices will generate huge number of authentication signaling to core network in certain usage scenarios, for example, devices power on at the same after a power outage. 
· To prevent the signaling flood, the additional investment in network capacity is required. However, continuously increasing the capacity will increase not only CAPEX but OPEX. The project implementation will last months for a hundred-million-users level network. 
· Bases on the above consideration, more flexible security mechanism should be designed to match the demand. They are, the more quick access authentication protocol should be considered to meet the requirement of large amount devices visit “AN” (e.g. RAN node or common function node); the lighter cryptographic algorithms or/and protocols should be considered to meet low cost and low battery situation on IoT devices. 
Hence, different slices should be considered from different views. Each specific security mechanism for each different slice is necessary. 
In the first paragraph of section 5.2.1 in TR 22.891, it mentions that “For example, there will be different requirements on functionality such as charging, policy control, security, mobility etc”. In the second paragraph, it mentions that “It will enable the 5G system to confine service-specific security/assurance requirements to a single slice, rather than the whole network. Similarly, in the event of a potential cyber-attack, the attack will be confined to a single slice.”. These statements also indicate that different types of slices may adopt different security mechanisms. 

2. Proposal
It is proposed to add the following requirement to TR 33.799.
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***	BEGIN CHANGES	***
5. Key issues and Solutions 
[bookmark: _Toc446332737][bookmark: _Toc442563414][bookmark: _Toc442884023][bookmark: _Toc445244977][bookmark: _Toc445245104][bookmark: _Toc445247580]5.x	Security Area #x: <security area name> 
[bookmark: _Toc446332738]5.x.1	Security Assumptions
[bookmark: _Toc353538994][bookmark: _Toc416332517][bookmark: _Toc446332739]5.x.2	Key Issues
[bookmark: _Toc416332518][bookmark: _Toc446332740]5.x.2.y	Key Issue #x.y: <Security Mechanisms for Network Slices >
[bookmark: _Toc416332519][bookmark: _Toc446332741]5.x.2.y.1	Key issue details
The next generation network will be a service-oriented network and different services have different requirements, including security. To satisfy the requirement from different services, physical networks are divided into network slices. 
As stated in [TR 22.891], different network slices shall be allowed to adopt different security mechanisms. 
· On eMBB services, we could reuse or optimize the mechanism in LTE, i.e. to keep the authentication and credential management entities within the core network and use IMSI as the user’s only credential. 
· On IoT services, the more quick access authentication protocol should be considered to meet the requirement of large amount devices visit “AN” (e.g. RAN node or common function node); the lighter cryptographic algorithms or/and protocols should be considered to meet low cost and low battery situation on IoT devices.
Editor’s note: It is FFS for other service technology requirements on security mechanisms. It is FFS how to define the controlling policy on security mechanisms.
[bookmark: _Toc416332520][bookmark: _Toc446332742]5.x.2.y.2	Security threats 
Void
[bookmark: _Toc416332521][bookmark: _Toc446332743]5.x.2.y.3	Potential security requirements
To satisfy security requirements from different types of network slices, different security mechanisms shall be supported to meet the slice specific requirement. The controlling policy among different security mechanisms shall be supported. 
[bookmark: _Toc353539000][bookmark: _Toc416332522][bookmark: _Toc446332744]5.x.3	Solutions
[bookmark: _Toc446332749]Solution is FFS. 
5.x.4	Conclusions 
To satisfy different security requirements from different types of network slices, NextGen network shall provide security mechanisms, including authentication, for networks slices to select. 


***	END OF CHANGES	***

