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Abstract of the contribution: 3GPP has adopted a unified authentication framework for the next generation network systems. With the proposed framework, security context information sharing among different access technologies is feasible since authentication points for the same UE may be within the same entities at both UE and network side. Therefore, security context information sharing mechanism for different access technologies should be studied for the next generation networks. 
1, Introduction
4G networks support a few types of network access technology.  They can be classified into two categories, 3GPP and Non-3GPP access technologies. For 3GPP connections, it is referred to the LTE network access technologies. For Non-3GPP access technologies, generally it is the Wi-Fi access technology. Although both of the access technologies can use the same credentials preserved in the UICC and HSS for authentication, however, the authentication points and authentication protocols for the two technologies are different. For 3GPP connections, the authentication point is at MME, and for Non-3GPP access, the authentication point is at AAA. The security context of different access technologies are maintained separately at different entities. Security context usually including the keys generated after authentication, a counter, re-authentication ID etc.  
2, Discussion       

5G network will continue to support different access technologies, including the new 5th generation air interface and Wi-Fi access technologies.  
In SA1 SMARTER TR 22.891, it stated that non-3GPP access network shall be integrated into the 5G networks. 
5.27
Multi Access network integration

5.27.1
Description

…
5.27.2
Potential Service Requirements

The future network shall be able to provide 3GPP services to the UE using various 3GPP and non-3GPP access networks (e.g. WLAN, Fixed broadband access, Bluetooth, etc.). 

The future 3GPP system is expected to support at least:

-
Inter-system mobility between 3GPP and non-3GPP networks with optional session continuity, 

-
capability for the UE based on network control to select the access, 

-
simultaneous connection to different accesses, capability for the UE to access the 3GPP services provided by the 5G network using non-3GPP access e.g. FMSS…, 

-
authentication to access to future network through a non-3GPP access shall use 3GPP credentials. 

To support a variety of access networks, e.g. 5G RAN, non-3GPP access networks, and a large variety of devices, SA2 approved a unified authentication framework recently[1]. Figure 1 shows the unified authentication framework. 
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Figure 1: Unified Authentication Framework Proposed by SA2
Security context sharing among different authentication technologies can accelerate authentication and security association establishment. For example, in the LTE network, when there is network connection between WLAN AP and eNB, LWA can be used to share the security context between LTE and WLAN in access network. However, when such a connection is not available, security context cannot be shared. 
On the other hand, in the 5G network, with the unified authentication framework, security context of different radio access technologies, for example, 3GPP and WLAN, may reside on the same authentication point, the CP-AU at the core network, and the supplicant at the device side. This makes the security context sharing among different access technologies of the same UE feasible. 
3. Conclusion
It is proposed to add the following requirement to TR 33.799 
Reference
[1] 3GPP specification 33.402

[2] SA3 23799-030
Proposed pCR 

***
BEGIN OF CHANGES ***

5.x.2.y
 Key Issue #x.y: Security Context Sharing 
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
5.x.2.y.1
Key issue details
In the 4G networks, authentication for 3GPP and Non-3GPP access technologies are performed separately. For example, the authentication point for 3GPP connection is at MME and the one for WLAN is at AAA server. For the same UE with two connections using different access technologies, it has to perform two full authentication procedures with the core networks. This not only increases delay for security association establishment between UE and network, but also incurs overhead in signalling transmission. 

For next generation networks, a unified authentication framework for different access technologies is adopted by 3GPP.  Security context for different access technologies may reside on the same entities at both UE and core network side. This makes the security context sharing among different access technologies easier. 

5.x.2.y.2
 Security threats 
Security context sharing can improve authentication and security management efficiency among heterogeneous access technologies. However, a proper security context sharing mechanism shall be design in order to prevent session key leakage cross different access technologies. 
5.x.2.y.3 
Potential security requirements
To optimize the security association establishment procedure with unified authentication framework, security context information sharing mechanism for same UE among different access technologies should be studied.  Keys used in different access technologies shall be cryptographically separated and bound to the access, e.g. by suitable key derivation
***
END OF CHANGES
***
