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Abstract of the contribution: this contribution proposes a key issue of privacy protection for Next Generation Network. 
1 Introduction


With the advances of mobile Internet, more and more vertical industries, including health care, smart home, and smart transport, will resort to the next generation networks. As open network platforms, the next generation networks raise serious concerns on privacy leakage. In many cases, privacy leakage can cause serious consequences. Add all this together, privacy protection in the next generation is more rigorous, and shall be considered in the beginning of the the next generation security design.

2 Privacy Protection
As the next generation networks will serve a large number of vertical industries. This indicates that a great amount of user privacy information will be carried over the the next generation network also. Any information leak may lead to severe consequences. With advancements in data mining technologies, retrieval of user privacy information has been made easier. Therefore, user privacy information must be securely protected in the the next generation network so that users and vertical industries can use the network without worrying about information leakage. 
According to SA1 22.891 Sec 5.23, in order to protect the long-term identity, e.g. IMSI, it requires that the home network shall be able to associate this temporary identifier to the long-term identity.
5.23
Access from less trusted networks 

5.23.1
 Description

In order to enable more flexible deployments, operators will support access and connectivity via less trusted networks. For example, current core network functions are expected to be deployed nearer the edge and multiple parties may own the network equipment traversed. In these networks, privacy across access networks elements cannot be assumed.

The current 3GPP system requires a UE to provide its IMSI unencrypted over the air during the initial attach. A passive attacker can identify a user from on the IMSI by observing the OTA traffic. This also enables the attacker to track the user while the user roams to another network. 
In addition, when the UE is roaming, the UE has provide its IMSI to the serving network for authentication and the IMSI is again stored across the network elements of the roaming network, e.g., in the MME, S-GW, P-GW. This enables the serving network to trace the user.

Example: 
Angela visits another country and switches on her mobile. The visited PLMN requests her IMSI in order to register. The visited PLMN (and potentially other agencies) are then aware of her visit. 3GPP should consider a method to protect subscribers’ identities while roaming.

Pre-conditions

A UE and its home network shall enable the use of an identifier for initial attach.
Service Flows

1. 
A UE sends an attach request to a serving network using a non-permanent identifier 

2. The network requests authentication information for the UE to the UE’s home network based on the temporary identifier.

3.
The HSS of the user’s home network identifies the permanent identifier (i.e., IMSI) associated with the non-permanent identifier provided by the serving network.

4.
The HSS provides the authentication information for the UE to the serving network

5.  After successful authentication, the serving network may request the UE’s permanent identifier to the home network, e.g., for lawful intercept.

Post-conditions

Void.

5.23.2
 Potential Requirements

Subject to regulatory requirements, the UE may use a temporary identifier for initial attach that hides its long-term identity. The home network shall be able to associate this temporary identifier to the long-term identity.
The next generation network is a heterogeneous network where multiple access technologies are used. The protection for user privacy information varies depending on the access technology. In addition, the next generation network is one that runs over multiple types of network. User data may traverse various access networks and network functional entities supplied by different vendors. As a result, user privacy information exists in every corner of the networks. Therefore, the unencrypted identity IMSI exposed in the attach procedure shall be securely protected.
On the other hand, when the UE is attaching to the wifi AP, MAC address will be broadcasted over the air. Also, MAC address can be found within every message transferred between device and AP without protection. Hence, any passive attacker could intercept the air communication and retrieve the MAC address, then do the tracking by intercept the communication over the air. Therefore, MAC address also shall be securely protected. 
3 Conclusion
Therefore, the next generation network needs to provide a more rigorous privacy protection scheme.
****************************************Start of change****************************************
5.x.2.y  Key Issue #x.y: Privacy Protection for Next Generation Network 
5.x.2.y.1 Key issue details
The next generation network is a heterogeneous network where multiple access technologies are used. The protection for user privacy information varies depending on the access technology. In addition, the next generation network is one that runs over multiple types of network. User data may traverse various access networks and network functional entities supplied by different vendors. As a result, user privacy information exists in every corner of the networks. Therefore, the unencrypted identity IMSI shall be securely protected. On the other hand, when the UE is attaching to the wifi AP, MAC address will be broadcasted over the air. Hence, any passive attacker could intercept the air communication and retrieve the MAC address, then do the tracking by intercept the communication over the air. Therefore, MAC address also shall be securely protected. 

5.x.2.y.2 Security Threats
The attacker could identify a user from the identity (IMSI, MAC address, etc) by observing the OTA traffic. This also enables the attacker to track the user while the user roams to another network, or tries to connect to a WIFI AP.

5.x.2.y.3 Potential Security Requirements
The long-term identity shall not be exposed to any passive attacker in the next generation network, such as IMSI, MAC address, etc. 

These long-term identities that can be retrieved by any passive attacker, shall be encrypted, randomized, or pseudonymized, while transferred within the next generation network.
****************************************End of change*****************************************




















































































































































































































































